DHELTEX

'
Y™ 0 1K CHble pellien A 41A NOCTpOEHMA CeTe

KommyTtaTopbl ypoBHA A0CTyna,
WHAYCTPUANbHbIE KOMMYTaTOpPbI

MES14xx, MES24xx, MES3708P

PykoBoAacTBO No aKcnayartauuu, sepcua MO 10.2.5

| I N Www.eltex-co.ru


https://eltex-co.ru/

HELTEX

Bepcua AOKymeHTa

[ata Bbinycka

CofeprKaHne U3MeHEeHMUi

Bepcua 5.5

11.2020

CuHxpoHu3auma c sepcueli MO 10.2.5.
[OobasneHa nHopopmauus o6 yctporicteax MES2448 DC, MES2448B, MES2448E.

MN3meHeHna B pasgenax:

-1.1 HasHauyeHue

-1.3 OcHOBHble TEXHUYECKNE XapaKTEPUCTUKM

-1.4.1 BHewWwHWI BMA M ONUCaHWE NepeaHeit NaHean yCTponcTs

-1.4.2 3aaHAA NaHeNb yCTPOMCTBA

-1.5 KomnsieKT noctasku

- 4.4 KomaHabl ynpaBAeHUs cuctemom

- 4.8.1 NapameTpbl Ethernet-uHtepdeiicos, Port-Channel n Loopback- nHtep-
delticos

-4.8.2 Hactpoika VLAN 1 pexxumos KoMmyTauumn nHtepdeicos

-4.13.2 Hactpoiika ¢yHKumm IPv6 RA Guard

-4.14.4 HacTpolika ¢pyHKumMM Layer 2 Protocol Tunneling (L2PT)

-4.15 HacTpoiika npotokona OAM

- 4.16.1 dyHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)

-4.16.3 MLD snooping — NpOTOKO/ KOHTPONA MHOTOaApecHoro Tpaduka B IPv6
-4.21.5 KoHTponb npoTtokona ARP (ARP Inspection)

-4.26.1 HacTpoiika QoS

-MpunoxkeHune B. Ouepean ana npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

MN3meHeHuAa B pasgenax:

- 1.3 OCHOBHbIe TeXHUYECKME XapaKTEPUCTUKMN

- 4.4 KomaHabl ynpaBAeHUs cuctemom

- 4.8.1 NapameTpsbl Ethernet-uHtepdeiicos, Port-Channel n Loopback- nHtep-
delicos

- 4.8.2 Hactpowika VLAN 1 pexMmoB KomMmyTaumm nHtepdeiicos
-4.11 Tpynnbl arperayumn KaHanos — Link Aggregation Group (LAG)
-4.13.2 Hactpolika ¢yHKumm IPv6 RA Guard

- 4.14.2 MexaHu3am obHapyxeHus netenb (loopback-detection)
-4.14.3.1 HacTpolika npoTokosa STP, RSTP

- 4.14.4 Hactpoiika dyHKumum Layer 2 Protocol Tunneling (L2PT)

- 4.14.5 Hactpoiika npoTtokona LLDP

- 4.15 HacTpoiika npoTokosa OAM

- 4.16.1 dyHKUMA NocpesHMKa npoTokona IGMP (IGMP Snooping)
- 4.18 ypHan aBapuii, npoTtokon SYSLOG

- 4.19 3epkannpoBaHue (MOHUTOPUHT) NOPTOB

- 4.21.6 Hactpoiika pyHKummn MAC Address Notification

- 4.23 KoHourypauma PPPoE Intermediate Agent

-4.26.1 Hactpoiika QoS

-4.28.2 Otnagka VLAN

Bepcua 5.3

08.2020

[obasneHa nHdopmauma o6 yctporictee MES3708P.

M3meHeHnA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTePUCTUKM

- 3.5.2.3 HacTpoitka napameTtpos npotokona SNMP ansa goctyna K ycTpoicTesy
- 4.4 KomaHabl ynpaBaeHUs cuctemom

- 4.8.1 Napametpbl Ethernet-uHtepoeiicos, Port-Channel n Loopback- nxrep-
delicos

- 4.8.2 Hactpolika VLAN u pexxMmMoB KOMMYTaLMn MHTepdeincos

- 4.10 KoHTpO/b WMPOKOBELLATENbHOIO «LTOPMA»

-4.14.4 Hactpoika ¢yHKumm Layer 2 Protocol Tunneling (L2PT)

-4.14.5 Hactpoiika npoTtokona LLDP

-4.17.1 MexaHusm AAA

-4.17.3 NMpotokon TACACS+

-4.21.2 KoHTponb npotokoaa DHCP u onuua 82

- 4.21.4 3awmTa IP-agpeca knneHTa (IP Source Guard)

[Job6asneHbl pasgensbl:
- 4.3 HacTpoiKa MakpoOKOMaHA,

Bepcua 5.2

07.2020

N3meHeHuA B pasgenax:
- 3.5.2.2 Hactpoitka ctatuyeckoro IP-agpeca, macku noacety v wato3a no
YMONYaHUIO

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ans goctyna K ycTpoicTBy
- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdeincos

- 4.13.2 Hactpoiika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.16.1 ®yHKUMA NnocpegHMKa npoTtokona IGMP (IGMP Snooping)

-4.16.3 MLD snooping — NpOTOKON KOHTPO/IA MHOroazpecHoro Tpaduka B IPv6
- 4.18 }KypHan aBapwuit, npotokon SYSLOG

-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca knueHTa (IP Source Guard)

-4.21.5 KoHTponb npoTtokosa ARP (ARP Inspection)

- 4.23 KoHowurypauwns PPPoE Intermediate Agent

-4.26.1 Hactpoliika QoS

[ob6asneHbl pasaensi:
- MpunoxeHue I'. PacundpoBsKa cnmcka npoueccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 1.4.1 BHEWHUI BUA M ONMCaHWE NepeaHel NaHem yCcTpoicTs
- 1.4.2 3agHAA naHeNb yCTPOMUCTBA

- 4.6.3 KomaHAabl ANA pe3avpBuUpoBaHmUa KoHGUrypaumm

Bepcna 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

-3.5.2.1 3apgaHue napons gns nosnb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenein

- 3.5.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa goctyna K ycTpoicTBy
- 4.4 KomaHabl ynpasBaeHUsa cuctemon

- 4.6.2 KomaHab! ana pabotol ¢ pannamm

- 4.7 HacTpolika CUCTEMHOTO BPEMEHMU

- 4.8.2 Hactpoiika VLAN 1 pexMmoB KOMMyTaLmMu MHTepdelicos

-4.17.1 MexaHusm AAA

-4.21.3 DSLAM Controller Solution (DCS)

- 4.28.4 XypHannposaHue OTNaZ04HbIX COOOLLEHNI

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwnoxeHue B. Ouepeaun ansa npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

M3meHeHusA B pasgenax:

- 3.5.2 ba3oBaA HaCTpoOWKa KoMmmyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMMyTaLmMu MHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMka megHoro Kabens

-4.21.2 KoHTponb npoTtokona DHCP v onuua 82

Bepcua 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 KomaHabl KOHPUrypaLmm TepmmHana
- 4.20.2 dnekTponuTaHue no aMHuam Ethernet (PoE)

Bepcua 4.3

10.2019

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

[ob6asneHbl pasgenbl:

- 4.2 dunbTpauma coobLLeHNn KOMaHAHOM CTPOKM

- 4.5 KomaHap!l ANA HAaCTPOMKKN NapaMeTpoB A/14 3a4aHuA naposiei
- 4.6.3 KomaHAb! ANA pe3npBMPOBaHMA KOHOUTYpauum

- 4.28 Pexxum otnagKkun

Bepcusa 4.2

08.2019

N3meHeHun B pasgenax:

- 3.5.2.3 HacTtpoiika napameTtpos npotokona SNMP ans gocrtyna K ycTpoicTBy
- 4.8.2 HacTpoiika VLAN 1 pexxMmoB KOMMYyTaumMn nHTeppencos

-4.16.1 dyHKuMA NnocpesHMKa npoTokona IGMP (IGMP Snooping)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

-4.17.3 NpoTtokon TACACS+

-4.21.2 KoHTponb npotokoaa DHCP v onuua 82

-4.21.3 DSLAM Controller Solution (DCS)

- 4.23 KoHourypauma PPPoE Intermediate Agent

- 4.27 O6bHOBNEHME NporpammHoro obecneyeHus c cepsepa TFTP

[obasneHbl pasaenbl:
- 4.25 KoHourypauma 3awutbl oT DOS-aTtak

Bepcus 4.1 06.2019

N3meHeHunA B paspenax:
—4.10 KOHTpO/1b LWUIMPOKOBELLATENbHOMO «LUITOPMA»

Bepcus 4.0 06.2019

MN3meHeHna B pasgenax:

— HavanbHan HacTpolika KomMmyTaTopa

— HacTtpolika napameTpoB npoTtokona SNMP ana goctyna K ycTpomucTay
— dneKTponuTaHue no anHusam Ethernet (PoE)

Bepcusa 3.0 03.2019

[obasneHa nHdopmauma o6 yctporicteax cepumn MES2408x n MES2428P

[obasneHbl pasaenbl:

— ABTOMaTMYeCKas HacTpOlMKa NnapaMeTpoB KOMMyTaTopa
(Zero Touch Provisioning)

— Selective Q-in-Q

— Hactpoiika IPv6-agpecauymm

— HacTpoiika ¢pyHKummM Layer 2 Protocol Tunneling (L2PT)
— HacTpoiika npotokona OAM

— MLD snooping — NpOTOKO/1 KOHTPOAS MHOTOagpecHoro TpaduKa B IPv6
— MpoTtokon TACACS+

— JnekTponuTaHue no amHuam Ethernet (PoE)

— MpoTtokon UDLD

— 3awwTa IP-agpeca knueHTa (IP Source Guard)

Bepcua 2.0 01.2019

Bropas nybavkauus.

Bepcua 1.0 12.2018

MepBas nybankaums.

Bepcusa nporpammHoro obecneyexus 10.2.5

4 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




COLEPHKAHUE

BBELLEHVUIE ......oeeeicieee ettt ettt ettt e sttt e e s ettt e e e st e e e s e abeeeesaabeeeesaabeaeesaabeeeesaabaaeesansaeeessnseaeessntaeessanteeeesnns 9
1 ONMUCAHUE UBLETTUA.....ooeii ettt ettt s ettt e e sttt e e st ee e e s sbte e e s ssbteeessabaeeessabeeeesssteeesssseeassassanassnns 10
1.1 HABHAUEHM . et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaens 10
1.2 DYHKUMM KOMMYTATOPA ceeeeeeiurrrrrereeesesiiurtrreeeesssssassssneeesssssammssseesessssssmsssssssessssssssssssseeessssnnmsssessesssees 10
1.2.1  BA3BOBDIE DYHKLMM ceeeieieeiiiiiiieeeeeieiiititeeeeeessesssateeeeeesesassssssaeeeesssssssssssnesesesessssssssnneeeesesssssssneees 10
1.2.2  OYHKUMM NPY PABOTE C MAC-GAPECAMM ...c...evveeeeiieeeeeireeeeetteeeeeitteeeeetteeeeessteeeeesteeeessnsaeeesnns 11
1.2.3  OyHKLMM BTOPOro YPOBHSA CETEBOM MOLEMN OS| ...oviiiiiiieieiiiee ettt e eree e e ieee e 11
1.2.4 OYHKUMN TPETLETO YPOBHA CETEBON MOAEM OS| ..viiiiiiiieieiiiee ettt eree e e 12
1.2.5  DOYHKUMM QOS....eiiiieiiiiiiiiiiieeeee e eretrree e e e s e e sate e e e e e e e s e sabaaeeeeeeeeesssasaaneeeeaeesssssssnneaeesessssnsenneees 13
1.2.6 OYHKUUN 0BECNEUEHUA BEIOMACHOCTM ..veeeeeriieeeirieeeeetreeeeeitteeeesisteeessssreeesessseesessssesessnsesasans 13
1.2.7 OYHKUMM YNPABAEHUA KOMMYTATOPOM ceeeieieinrrirreeeeseeeiinrnnrrereessesissesnnsesessssmnssssnessesssssmssssneees 13
1.2.8  [1ONO/THUTENIBHDIE DYHKLMM ceeeeeiiiieeiiieeeeeeeieiitnieteeeesessiasssreeseessessssssnnsesesssssnsssneessesssssnnsssnnees 14
1.3 OCHOBHbIE TEXHUYECKME XAPAKTEPUCTUKM eeeeeererirrrerreereeeeeeeeeeeeeerereeereeeeeeeeeeereseserererertsererererereaeremee 15
1.4 KOHCTPYKTUBHOE MCTIOSTHEHME ..ceeeirirrerreeerereeeteteeeeeeeeeeeeeeeeeeeeseseeeseeeeeeeetseeeeateresertrererertreeerererememmmemmme 24
1.4.1 BHewWwHWI BUA N ONUCAHME NEPEAHEN NAHEU YCTPOMCTB c.uuvreeeerrreeeesirreeeesireeeessssreeesssseeessns 25
1.4.2  330HAA MAHEAD YCTPOMCTBA c.uvrereeerreeeesrreeesaateeeeesaseeeessasseeesssseesesssssesssssssesessssssessssssesesssseeessnns 32
1.4.3 BOKOBDBIE MAHE/IN YCTPOMCTBA veveerrurrereesrreeesareeeesaaseeeeesaseeeesssseeessssssesssssssessssssesssssssesesssseeessnns 33
1.4.4 KoHcTpyKTUBHOE NcnosiHeHne KommyTaTopa MES3708P ........coovvviiiiiiiiii, 33
1.4.5 CBETOBAA MHAMKALMEA ccceeeeeieieeieeeeeeeeeeeeeeee et e eeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeeaaaaaaeaaaaeaeeaaeseaaaaeaaens 35
1.5 KOMIMIEKT MOCTABKM .ceeeviiiiiiiriieteittettteteeeeeeeeeeeeeteteeeteeeaeeeetetaeeetttetete......—......—........—...——rtrrmnn 36
2 YCTAHOBKA U TIOARITHOUEHUE ....co ottt ettt vee e ettt e e s saae e e e s aa e s s s ata e e s snbaeesenbeeesennnes 37
2.1 KPENNEHNE KPOHLUTEMHOB. ..uvveeeiiutreeeeeutieeeeatreeessseeesssnseeessaseeesssssesesssssessssssesesssssessssssseesssssseesssssens 37
2.2 YCTAQHOBKQ YCTPOMCTBA B CTOMKY .uvurrrreeeeeesiurerereeeessasaussreeeessesssasnsesseessssssssssssssessssssmssssssssesssssssnsssssnees 37
2.3 TTOAK/THOUEHME MUTAIOLLLEM CETU .uvrrurrrrrnrnrnrnsnsnsnsnsnsssssssssssssssssssssssssssssnsssssnsssssnsnsnsnsssnsnsnsnnnsnsnnnnnnnnnnnnn 39
2.4 YCTAHOBKA N YAANEHNE SFP-TPAHCUBEPOB ...uvuvrrueuuuenuuunuuineueeneunnannannannnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnsnnnnnnnn 39
3 HAYAJIbHAA HACTPOMKA KOMMYTATOPA. ......ovvveeeeeeeeeeeeetetetetesesesesesssssesessesesesssesesssssesssssesesesesessanans 41
3.1 TOPAUME KNMABULLM ..vvvveeeeeeeeeeueeeueueueuansnsanasasasnensasanasasnsnsnnannsnnnnnnannnnnnnnnnssnnnnsnnnnnnnsnnnnsnsnnnnnnnnnnnnnnnnnnnnnnen 41
3.2 HOCTPOMKA TEPMUHAMA ceuveeeeeeeeeiiiiieeeeeeeeeeiiteeeeeeeeseesassseeeeessesasassssesseessssssassssesseesssssasnssssnsesessessnssesnees 41
3.3 BKJIHOUEHME YCTPOMCTBA . eeeeeeeeeeiuurrrrrreeeeeesauresseeeeesaaaassseeesessssasansssessessssssmansssssseesssssmssssssnsesessessnssssnees 41
3.4 3aTPY30UHOE MEHHD ..evvvururuuururueueueueuennesanasnsseaeasanannnannsnnanannsnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnssnnnnnsnnnnnnnnnnnnnnnnnnnnnnnn 42
3.5 HacTpOMKa PYHKLMA KOMMYTATOPA weeeeeeeeurrrrrreeeeseaainnrrereessesesasssesseesssssssssssssssesssesmssssssssessssesssssssneees 43
3.5.1 AsTOMaTMyeckasa HacTpoliKa NnapaMeTpoB KommyTaTtopa (Zero Touch Provisioning)............ 43
3.5.2 Ba30Baf HACTPOMNKA KOMMYTATOPA ceeuurrreeriurreeesirreeeassreeeesssseesasssseessssssesessssssesessseessssseesssssees 43
3.5.3 HacTpoiika NapamMeTpOB CUCTEMbI BEB0MACHOCTM ....uuureeeeiurrieeeiiieeeesireeeesnreeeesnnreeeessseeeesnnsens 47

4 YNPABJ/IEHUE YCTPOMCTBOM. MHTEP®ENC KOMAHZHOM CTPOKM ..o 48
4.1 BA30BDIE KOMAH/DBI vuvuuuieieeeturiuuaeeeeereettnuuaseeesessssmusnaaeeseessssssuneeessesssssmnaeessesssssmsnneesssssssssmmmeessessesssnnn 48
4.2 OunbTpauma COOBLLEHNN KOMAHAHOM CTPOKM ..eeeeirieeeeerreeeeetreeeesureeessssteeesssstesessasseessssssseesssssesessns 49
4.3 HaCTPOMKA MAKPOKOMABHL . ..cccuvveeeesrreeeeatreeeeassseeeeassseesaassssessssssssssnssssesssssssesssssssessassssesssssseessnssssessnns 50
4.4 KOMaHZAbI YNPABIEHMA CUCTEMOM ...vvveeeeurreeeeeireeeeiittreeesissreesssssesesssssesesssssssssssssesessassssesssssseesssssssessnns 51
4.5 KomaHgbl g5 HACTPOMKM NAapPaMeTPOB 417 3a4AHUA NAPOJSIEM cecuvreeeeecrieeeeeiieeeeeitieeeeeirereeeeeneeeeeanns 54
4.6 PABOTA C DAMMAMM....eeeiiiiiieeieiiieeeetieeeeetteeeestteeeeebaeeesaseeeesasaseessstaeesaseseessstesessastssesssssseessnseeeesnns 55
4.6.1 OnNUCAHNE APTYMEHTOB KOMAAHL, coeeeeeeeeeeeieieeeeeeeeeeeiereeeeeeeeeeeeeeeeeeeeaeeeeseseeeeeeeeeeseseeeseeeseeseesseeeeeees 55
4.6.2 KomaHAabl AN PABOTBI C PAMMAMU ......ueeeieriieeeeiieeeeeieeeeeetee e e e et e e eetee e e e e bee e e e ebaeeeeebaeeaeeases 55
4.6.3 KomaHApbl Ans pe3vPBUPOBAHMUA KOHPUMYPALMM .....eurreieeeeeeeeecnrireeeeeeeeeecnnreeeeesessesnnsseesesseeeas 56
4.7 HaCTPONKA CUCTEMHOTO BPEMEHM ...vurvrreeeeeeeiirrteeeeeeeeeesassseeseeseessaassssssssesesasaassssssesesssasassssssssessanannes 57
4.8 KoHOUrypaumna MHTEPPEMCOB M VLAN . ..cco ot ettt e e ettt e e e e e e e e e cntraee e e e e e e e e nnraaaeeeeeseenannes 59
4.8.1 MapameTpbl Ethernet-uHtepodericos, Port-Channel n Loopback- nntepdeicos .................... 59
4.8.2 Hactpoitka VLAN 1 pexKMMoB KOMMYTALMUN UHTEPPEMCOB .......uuvireeeeeeeeiecinriereeeeeeeeennneeneeaaenas 62
s Y ] =Y o 4 Y @ T Tl RPN 66
4.10 KOHTPONb LUMPOKOBELLATENIBHOTO CLUTOPMAN 1uuuuuiuuunnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnen 67
4.11 Tpynnbl arperaumn kKaHanos — Link Aggregation Group (LAG) .......cueeeeeciieeeeciie et 69

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 5



HELTEX

4.11.1 CTaTMUYECKUE FPYNMbl ArPETALMM KAHAMOB ..uvuvvrrrrrerrrrrererurersrererererssenssssesssnssssssssssssnnsssnsnnssnsnses 70
4.11.2 MpoToKoA arperaumm KAHANOB LACP ......uuiiiiiiiiiiiiiiiiiieiiiiiiiiiereieiererarereaereeeeereraeaeaeaeaeaeaaaaaaaean.. 70
4.12 HAaCTPOMKA IPVA-QLPECALINM ...eeeeeeeiieeeetieeeeeiteeeeetteeeeeitteeeeetaeeesebteeeeastasesastasesanssasessassesessassanessnnes 71
4.13 HAaCTPOMKA IPVB-QZPECALINM ...eeeeeevieeeeeiieeeeectieeeeetteeesetteeeeetseeesensseeeeastaeesssteessassasesasssesessnssanessnnes 72
3 1 T8 A I e To ) o o Y2 I |2V PO 72
4.13.2 HacTpoiKa QYHKUMM IPVE RA GUAIT ...ccoieiiiieiiiiieeeiiee et esree e esee e s sivee e s sbee e s s abee e s saneeas 72
.14 HaCTPOMKA MPOTOKOIIOB...eeeiurrereesrreeesatteeessseeeessseeesssaseesessaseseesssssesessssessessssssesssmssesessssseeesssssasessanes 74
4.14.1 HacTPOMKA NMPOTOKOMA ARP......eiiiiiiiiiiieciiite ettt e e stee et e e e s e e e st e e e ssbee e e ssbeeeesnbeaessnrenas 74
4.14.2 MexaHu3am obHapyxeHus netesb (loopback-detection)........cccveeccieeecieeccee e 75
4.14.3 CemelicTBO NPOTOKOOB STP (STP, RSTP, MSTP)....oiiiiiiceeeeee ettt et 76
MNMokasaTb NoApPob6HY0 MHGOPMALMIO O HACTPOMKE MPOTOKOA STP. i, 81
4.14.4 Hactpoika ¢oyHKumm Layer 2 Protocol TUNNElNG (L2PT) ..eeecveeeeiieeiee e ecee e 81
4.14.5 HacTpoMKa MPOTOKOMA LLDP .....viiiiiiiiiie ettt ettt ettt e st e e s s e e s s nbee e s snreeas 83
4.15 HacTpoMKa MPOTOKONA OAIVM....cciiiiiiiiiiiiieeecieee sttt e e ette e e e s tee e e ssbteeessbteeeesbteeeesstaeessseeeessnssaeessnnes 86
O Sl oYV [aToT=F T I VT o T=Tor- [ L N 89
4.16.1 PyHKuMA nocpeagHMKa NpoTokona IGMP (IGMP SNO0OPING).....c..eeeeccieeeeecieee et 89
4.16.2 Mpaswuna rpynnosoi agpecaumm (multicast addressing)........cccvveeecieeeieciiieeecciiee e, 93
4.16.3 MLD snooping — NPOTOKOA KOHTPO/IA MHOT0aApPeCcHOro TpaduKa B IPVE .......ccvvvveeeeeeeeinnis 94
4.16.4 DyHKUMM orpaHNYEHMA MUIICAST-TPADUKA.......eiieeiieee e 96
.17 OYHKLMNM YIIPABIIEHMIA ..vvvveeeeeeeeeiurieeeeeeeeeasaeusrereeeesssasasssseeeeessessmmsssssesseessssmmssssesesessessmsssssessessesssnssnn 96
4.17.1 MEXAHMIM AAA L.ttt e e ettt e e e e e e e e s e et e e e e e e e e e nn b e e ee e e e e e e nerreeeeeeeeeannenee 96
0 A I T ) oo Y2 T 2 Y2 1 O N 99
G T I o To ) o] o Y2 I 17X Y G N 99
4.17.4 Cnunckum goctyna ACL ans yNpaBAEHUA YCTPOMCTBOM ..ccceeeeuurrrrreeeeeeeseinrenreeesssensssnsesnesesessnnns 101
4.17.5 HACTPOMKA LOCTYMA wuveeeiirieeeeirreeeeaitteeeastteeesaseeeessseeessssesesssssesessssseessssssesssssssessssssssessssssenes 101
4.18 KypHan aBapmit, MPOTOKOS SYSLOG .......uiiiiiiiiieeeiiiieeeitee e ettt e e e stre e e e sare e s ssataeeessnsaeeeesnsaeeeseanaeeeeas 103
4.19 3epKaIMPOBAHNE (MOHUTOPUHT) TOPTOB ...eeerereerureeeirreesreeeiseeesseesaseeesseesssessssssesssessssesesssessssesesnnes 105
4.20 OYHKLMN ANATHOCTUKM DUBUUECKOTO YPOBHS ..eeeurrrieeeirreeeeurreeesisrreeesissresssssseesssssessssnssesesssseessns 107
4.20.1 OAMNArHOCTUKA MEIHOTO KADB/ISA ..cceeieeeiiuiireeeeeeeeeiiiirreeeeeeeeeesttareeeseeeeesassssesesesseesssssssssesesssanns 107
4.20.2 dnekTponuTaHue No AMHUAM Ethernet (POE) ......ccccccveeiiieciee e 107
4.20.3 TIPOTOKO UDLD ....oeiiiiiiiiiieee ettt ettt ettt e s sttt e st e s s e e e s sabee e s enbeeesesnneeesennneeas 108
4.20.4 OMNArHOCTMKA ONTUYECKOTO TPAHCUBEPA vevvvrrrrrrrrrrrrernrnrnrsrnrssssessssssssssssssssssssssssssssssssnnsssnnssnnns 109
4.21 OYHKLMMN 0BECNEUEHUA BE3OMACHOCTM ..vveeeieririeesiirieeairreeessitreeessssseeessssseesssssessssssessssssseeessssseeesns 110
4.21.1 PYHKUMM 06ECNEUYEHMA 3ALUNTBI MOPTOB .eveeerurreeerinrreeeserreeessireeeessseeesassseesssssseesesssssessssssenes 110
4.21.2 KoHTPOosib NPOTOKO/1a DHCP M OMUMA 82 ...eevviiiiiiiiiiieieieiiiiiiieiereiereeeraseeeaeseeeraneeenenennnenananaaane 111
4.21.3 DSLAM Controller SOIUtion (DCS) ....ueiiiiiiiie ettt ettt vee e e etee e e e earae e e enraeas 113
4.21.4 3awmTa IP-aapeca KAMeHTa (IP Source GUArd) ......cceeeeecieeeieciee et 116
4.21.5 KoHTponb NpoTokona ARP (ARP INSPECLION)......cccociiiiiiieiiie ettt ettt 117
4.21.6 Hactpoiika oyHKunn MAC Address Notification .......ccccceeeieeiiiiiecciee e, 118
4.22 OYHKUNMM DHCP Relay MOCPEAHMKA c.eeeeeeeiiiiieiee e e e eccitete e e e e e eeenrteee e e e s s esennsaeeeeaessesnsnsessesaesessnsenns 120
4.23 KoHourypauma PPPOE Intermediate ABENt .. ..ottt e e e 121
4.24 KoHourypauma ACL (CNUCKM KOHTPOMA JOCTYIMA) c.uvvreeeiurieeeeiureeeeeareeeesasseseeassesesssssssesssssssessssssanas 121
4.24.1 KoHPUTYPaUMA ACL Ha BA3€ IPVA........cceiiei ettt tee e e e tee e et e e e earaeas 123
4.24.2 KOHPUTYPAUMA ACL HA BA3E IPVB......cceeiciieeiciiee ettt ettt vae e e etae e s e savae e e e e 125
4.24.3 KoHPUTYPauma ACL Ha 6238 IMAC.......ccociiieeiiiee ettt eete e e ette e e evae e e sabae e s e eabaee s earaeas 126
4.25 KOHOUIYpaLma 3aLUMTI OT DOS-ATAK couuviiiiiiiiieeeiieeeeeiieeeeeiireeeesatteeeesaereesssnsaeessnsssesessssssessnsseeenns 127
4.26 KauecTBO 0OCAYHRMUBAHMUA — QOS ....uviiiiiiiiieeciiieeeeiieeeeeivteeeeiteeeestteeeesataeesssnsaeeessssseeessssasessnnnseeenns 128
LT N o = Ton o oY - 1 O Lo 1 RSP 128
4.27 ObHoBNEHME NporpammHoro obecrnedeHma € cepBePa TFTP.....ccccviievcieeecceee e 133
4.27.1 O6HOBNEHME CUCTEMHOIO NPOrPAMMHOIO ODECIEUEHMA .. eeiieeeeteee e eetree e e evree e e eaneeas 133
L. 28 PEMKMM OTIAZKM .ceeeeeiiiieeeeeeeettttieeeeseeseattanaaeseseesesstanaeseesssesananseeesssssssnnnsesseessssssnnnneesssesssssnnnnneeees 134
4.28.1 KoMaHAbl OTNAAKMN ONA UHTEPPEMCOB.....uveiiicuiieeeeeireeeeiieeeeesiteeeesteeeeesreeeesssseeesesseeesennsens 135
L T A O ) T Va1 TRV 1Y N A PR 136
4.28.3 OTNIaAKA EtherNet-0amM ...uuuiiiiiiiiiiiiiiiiiiiiiiiiiiriieiirrreere e arerarererararararararararararararararararararasasaranes 137

6 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



4.28.4 MypHannpoBaHUE OTNIAA0UYHBIX COOBLUEHUM ...cceveeeeeeiiiiiieeeeeeeeectiteeee e e e e e eeeraeeeeeeeeeeennsesaees 138
4.28.5 KomaHAabl g5 OTNALKN QYHKUMM YIIPABNEHMS c.evveeeerriieeerrieeeesirieeesssseeeesssseeeesssseeeesssseesessnns 139
4.28.6 KomaHabl ona oTnagkn NPOTOKOAA DHCP ....euueiiiiicicee et 139
4.28.7 OTNAAKA PYHKLMM PPPOE-IA .. ..ceieiie ettt ettt et s e e e s st e e s sbae e e s sbee e e s sbeeaesnans 140
4.28.8 OTNAAKA QYHKUMU DCS ..ottt e e et e e e e s e s s sabaae e e e e e s e s saabaneeeeeesesnsnnrenneees 141
4.28.9 OTNAAKA PYHKLMIN QOS...ccceriiieiciiieecciiee e eeite e e e eittee e e ette e e e e tteeeesbteeeesbtseesssteeesesensessnssanasanns 141
4.28.10KomaHabl oA otaagkm NPOTOKONMA SNTP. ..., 142
4.28.11KomaHAabl ANA OTAAAKN MPOTOKONA STP coeiiiiiiiiiiiic i, 142
4.28.12KomaHabl oA oTAAAKN NPOTOKONA LLDP ..o, 144
4.28.13KomaHgpbl gnsa otnagkm GYHKUMU IGMP SNOOPING ..cc.eevviiieieeiiecciiieeeee e 144
4.28.140TnaAKa ANA POIt-CRANNE] ...ociiiiiiiee et e e tre e e e ebte e e e e bae e e s sbeeeeeeans 146
4.28.15071a4Ka |00pbaCK-detECHION ...cc.viiii e e eaes 147
4.28.1601nagKa ana npoToKONA SNMP......oooiiiii 147
4.28.17KomaHabl ana auarHOoCTUKKU NapamMeTpPoB TCAM ..., 148
MPUNOMKEHUE A. KOHCOTBHBIN KABEJID......ovcvieeieeetceteteeeteee ettt ettt tesesssssaesenssasaeneas s 150
MPUNOKEHUE b. NOOAEPHKUBAEMBbIE SBHAYEHUA ETHERTYPE.....coiiiieeeeeee et 151
MPUNOXKEHUE B. ONEPEOM ANA MPUHUMAEMOTO HA CPU TPADUKA ...ttt 152
MPUNOXKEHUE I. PACLUM®OPOBKA CIMTUCKA TTPOLLECCOB .....ciiiiiiieeiiiieeeeee ettt e e siirreee e e s s e s siraee e 153
TEXHUYECKAA TTOLLEPHKKA ... ettt ettt ettt e sttt e e sttt e e st te e e e satae e e eataeeesssaeeesnseeeessnsaeeesnnssenenn 155

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 7



HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBaApaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobsA3aTebHble
napameTpbl, HO UX BBOA NpeAoCcTaBAAeT onpedeneHHble AO0MOAHUTE bHbIe
onuuu.

{}

B ¢purypHbIx CKObKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06s3a-
TeNbHble napameTpbl. Heobxoanmo BbIbpaTh OANH U3 NapaMeTpos.

«,»
«-»

,ﬂ,aHHbIe 3HaKM B ONNCAaHNUN KOMaHAbl UCMONb3YKOTCA ANA YKa3aHUA AMana3o-
HOB.

«|»

[aHHbIN 3HaK B ONMCaHWMM KOMaHAbl 0603HaYaeT «UANY.,

«/»

ﬂ,aHHblﬁ 3HaK B ONMUCaHne KOMaH4bl YKa3blBa€T Ha 3Ha4Y€HUE N0 YMO/TYaAHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UAM napameTpbl, KOTOpble He-
06X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM UAMN CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEAYNPEKAEHUA.

<MonyxrcupHuolii
Kypcue>

MoNyXMPHbIM KYPCUMBOM B YI/I0BbIX CKOBKaxX yKa3blBalOTCA Ha3BaHUA KNaBuL
Ha KnaBuaType.

Courier New

MonyxunpHbim LW pudtom Courier New 3anuncaHbl npumepbl BBOAA KOMAHA,

Courier New|

WpuopTtom Courier New B pamKe C TEHbIO yKasaHbl Pe3yabTaTbl BbINOJHEHUA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHNA

MpumeyaHuA cogeprKaT BaXKHYIO MHGOPMALMIO, COBETbl MAM PEKOMEHAALUU NO UC-
No/Ib30BaHUIO U HAaCTPOIiKe YCTPOMUCTBA.

1 MpepynpexxaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALUAX, KOTOPbIe MOTYT HAHeCTU
’ Bpepa, yCTPOMCTBY UM YeNIOBEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoilcTBa Mam no-
Tepe AaHHbIX.
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BBEOEHUE

B nocnegHuwe rogpl Habnwpaetca TEeHAEHUMA K OCYWECTBAEHMI0O MacliTabHbIX MPOEKTOoB Mo
MOCTPOEHMUIO ceTell CBA3M B cooTBeTcTBUM C KoHuenuumen NGN. OaHOM M3 OCHOBHbIX 3ada4y npu
peanusaumnm KPYMNHbIX MY/IbTUCEPBUCHbIX ceTen AaBnaerTca co3gaHue HaAeXHbIX n
BbICOKOMPOU3BOAUTENbHBIX TPAHCMOPTHbLIX CETel, KOTOpble ABAAIOTCA OMOPHbIMU B MHOFOCIOMHOWN
apXUTEKTYpE CeTen cneayowero NoKoaeHus.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHPopmaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpymnHOoro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpeseneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES24xx, MES14xx n MES3708P moryT MCNONb30BaTbCA Ha CETAX KPYMHbIX
npeanpuATUA 1 NpeanpuATUMiA manoro u cpegHero 6usHeca (SMB), B onepaTopckux ceTax. OHu
obecneunBaloT BbICOKYHO MPOU3BOAUTENBHOCTb, FMBKOCTb, 6€30MacHOCTb, MHOrOYPOBHEBOE Ka4yecTBO
obcnyxumeaHua (QoS).

MpombiwneHHbI KommyTatop MES3708P npeaHasHaudeH ANns  pasMeLeHuMA BHYTPUM onop
ocBeleHnn (Mam Apyrux) ¢ AMamMeTpoM BHYTPEHHEN NOMOCTU He meHee 185 MM, a TaKXKe opraHuM3auum
3aMLLLEHHDbIX OTKA30yCTOMUYMBBIX CETel nepesaymn AaHHbIX Ha 0ObEKTAX, rae HeobXo4MMO BbIMNONHEHWE
TpeboBaHMIN No obecneyeHUto YCTOMYMBOCTM K BO3LENCTBMAM PA3NMYHOIO BMAA: TEMMEPATYPHbIM,
MeXaHUYEeCKUM U APYTUM.

B HacToswemM pyKOBOACTBE M3/I0XKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKU, pEKOMEHLALNN
MO HaA4a/ibHOM HACTPOMKe, CUMHTAKCUMC KOMaHA AN1A KOHPUrypauuu, MOHUTOPUHIa M ob6HOBAEHUA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

1 OMNUCAHUE U3AENUA

1.1 HasHauyeHue
Yctpoiictea cepuii MES14xx wn  MES24xx  ABnAOTCA  ynNpaBAseMbiMM  KOMMYTAaTOPamM,
BbINO/HAOLMMU CBOM KOMMYTaLMOHHbIE GYHKLUW HA KaHA/IbHOM M CeTEBOM YPOBHAX mozenun OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEm cocTaBe 24 anieKTpuyeckux nopta Fast Ethernet u
4 onTtnyeckux nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KommyTaTopbl MES2408x MmetloT B CBOEM cocTaBe 8 aneKTpuyeckux nopTtosB Gigabit
Ethernet u 2 onTnueckux nopra Gigabit Ethernet gns ycraHoBKKu SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2428x nmetoT B CBOEM cocTaBe 24 3neKkTpuyeckux nopta Gigabit
Ethernet u 4 onTuueckux nopta Gigabit Ethernet gns ycraHosku SFP-TpaHcusepos (Combo-nopThl).

CeteBble KommyTaTopbl MES2424x nmeloT B CBOEM cocTaBe 24 aneKkTpuyeckux nopta Gigabit
Ethernet u 4 onTnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBEpOB.

CeteBble KommyTaTopbl MES2448 DC umetoT B cBOEM cocTaBe 48 aneKkTpuyeckux noptos Gigabit
Ethernet u 4 onTnyeckmx noprta TenGigabit Ethernet ans yctaHoBKM SFP+-TpaHcMBepoB.

CeTeBble KoMmmyTaTopbl MES2448B umetloT B CBOEM cocTaBe 48 3neKTpuyecknx noptos Gigabit
Ethernet u 4 onTnyeckmx nopta TenGigabit Ethernet ana yctaHoBku SFP+-TpaHcMBepOB.

CeteBble KommyTaTopbl MES2448E umetoT B cBOEM cocTaBe 48 snekTpuuyeckux noptos Gigabit
Ethernet 1 6 onTnueckmx noptos TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepos.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 2 onTuueckux nopTta Gigabit Ethernet ana yctaHoBku SFP-TpaHcmBepos.

1.2 ®yHKUMM KOMMmyTaTOpa

1.2.1 ba3oevie hyHKYUU

B Tabnmue 1 npuseneH cnncoKk 6a3oBbix GYHKLMIA YCTPOMCTB, AOCTYMNHbIX AN agMUHUCTPUPOBaHUA.

Tabnunua 1 — basosble GyHKUUM YCTPOMCTBA

3awuma om BAOKMpOBKa BO3HMKAET B C/y4asx Meperpysku BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6510KUpOoBKU o4Yepedu bGUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO MPUBOAMT K 3aJep)KKaM nepenayu
(HOL) OaHHbIX M NoTepe NaKeToB..

Moddepscka CnocobHoCTb NoaaepKMBaTh nepeaady CBEpPXA/AMHHbIX KaapoB, YTO NO3BOAAET ne-
C8epX0/IUHHbIX KAOPO8 | pefaBaTb AaHHble MEHbLUMM YMC/IOM NAKETOB. ITO CHUNKAET 06bem CAyKEBHON UH-
(Jumbo frames) dopmaumn, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BOAAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [lnA npefoTBpalleHua nepenonHeHuns bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim MHPOPMU-
pys BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTU CAenatb naysy npu nepeaa-
Yye NakeTos.

ynpaeneHue nMoMoKom
(IEEE 802.3X)
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HELTEX

1.2.2 ®yHKyuu npu pabome ¢ MAC-adpecamu

B Tabanue 2 npueeseHbl PyHKUUKN yCTPOICTB Npu paboTe ¢ MAC-agpecamum.

Tabnuua 2 — PyHKUMKM paboTbl ¢ MAC-agpecamu

Tabauya MAC-adpecos

KommyTaTop coctaBaser B NnamATv Tab/inuy, B KOTOPOI YCTaHaB/IMBAETCA COOTBETCT-
Bue mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06yyYeHUs, AaHHble, NOCTyNaloWme Ha Kakon-n1Mbo nopT, nepesaroTca
Ha BCe OCTa/bHble NMOPTbI KOMMYyTaTopa. B pemMme obydeHns KOMMyTaTop aHaiu-
3npyeT Kaapbl U, onpegenus MAC-agpec oTnpaBuTensa, 3aHOCUT ero B Tabauuy
MapLpyTusauuun. Bnocneacteum kagp Ethernet, npegHasHayeHHbI ANA XOCTa,
MAC-aapec KOToporo yxe ecTb B Tabauue, NnepesaeTca TO/bKO Yepes yKasaHHbIM B
Tabavue nopr.

lMooddepxcka nepedayu
Ha Heckosbko MAC-
adpecos (MAC

[JaHHaa ¢GyHKUMA NO3BOMAET yCTaHaB/AMBaTb COEAMHEHUA «OAUH KO MHOTUM» U
«MHOTME KO MHOrMM». Takmm obpasom, Kagp, aApecoBaHHbIA MHOroagpecHoim
rpynne, nepeaaeTtca Ha Kaskablii NOpT, BXOAALLMIA B rpynny.

Multicast Support)

AemomamuyecKoe . .

epems xparerus MAC- Ecnu ot ycTpoictBa ¢ onpeaeneHHbim MAC-agpecom 3a onpefeneHHbli Nepuos,

adpecos BPEMEHW He NOCTynatoT NakeTbl, TO 3aMMCb A/1A AAHHOTO ajpeca yCTapeBaeT U yaa-
P . . nAeTcs. 3To No3BOAAET NOALEPKMBATL TAabAMLY KOMMYTaLUKN B aKTyaslbHOM COCTOA-

(Automatic Aging for Hn

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBO KOMMYTATOP MO3BOJISET MO/Mb30BATENO ONPEAE/IUTb CTaTUYECKME 3anucu

. . cootBeTcTBUN MAC-apecoB, KOTOPbIE COXPAHALDTCA B Tab/iMLLe MapLIpyTU3aumm.
(Static MAC Entries)

1.2.3 ®yHKyuu emopozo yposHa cemesoli modenu OSI

B Tabamue 3 npuseaeHbl GyHKUMM M 0COBEHHOCTM BTOPOrO YpoBHA (ypoBeHb 2 OSI).

Tabnuvua 3 — OnucaHme GyHKUMIN BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauma npoTtokona IGMP noseonsieT Ha ocHoBe MHGOPMALLMKM, NOAYHEHHOW
npu aHanuse cogepxnmoro IGMP-nakeTos, onpeaenuntb, Kakue ycTpoicTea B ceTh

®yHkyusa IGMP Snooping .
Y4YacTBYIOT B rpynnax MHOroaZpecHoOM paccblikK1, U aapecoBaTb TpaduK Ha COOT-
BETCTBYHOLLME NOPTHI.
. Peannsauua npotokona MLD no3sosseT ycTpoiCcTBY MUHUMU3UPOBATb MHOMOas-
®yHkyusa MLD Snooping < . P yerp y P A
pecHbiit IPv6-Tpadmk.
®yHKUMA, NO3BOAAIOWAA MEepeHanpPaBaATb MHOroagpecHblii TpaduK M3 oAHOM
®yHkyua MVR VLAN B Apyryto Ha ocHoBaHUM IGMP-coobLLeHMi, 4TO NO3BONSAET YMEHbLINTb Ha-

rpy3Kky Ha uplink-nopty. MpumeHnaeTca B peweHusx lll-play.

3awyuma om

UJVIDOKOBeLLI,aTeI'IbeIﬁ WTOPM — 3TO pa3MHOXeHune WnpoKoBeLwaTe/IbHbIX €006-

wupokKoseewiamesnbHoO20 LWEHMIN B KaXKA0M y3ne, KoTopoe NPUBOAMT K TaBUHOOBpPa3HOMY POCTY UX YMcaa U
«wmopma» napanusyet paboty cetu. KommyTtaTopbl MMeOT GYHKLUMIO, NO3BONAIOLLYIO Orpa-
(Broadcast Storm HUYNTb CKOPOCTb Mepefaym MHOroafpecHbiX W LIMPOKOBeLWATe bHbIX Kagpos,
Control) NPUHATBIX U NepeaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue nopTos nossonset AybavposaTb Tpaduk Habnogaembix NOPTOB,
3epkanuposaHue nepecbinan Bxogdlime U/Man ncxodaline nakeTbl Ha KOHTPOAMPYOLWMIA nopT. Y
nopmoes No/sb30BaTENIA KOMMYTATOPA €CTb BO3MOMKHOCTb 3343aTb KOHTPO/IMPYIOLWMIA U KOH-
(Port Mirroring) TpoAvpyemble NopTbl U Bbi6paTh TN TpaduKa (BXOAAWMM U/MAK UcXoaawmit),

KOTOpbIl ByaeT nepesaH Ha KOHTPOIMPYHOLLMIA MOPT.

Uzonayua nopmos
(Protected ports)

[aHHaa ¢yHKUMA No3BONSAET HazHa4YUTb NopTy ero uplink-nopT, Ha KoTopbIN 6es-
YCNI0BHO ByAeT nepeHanpaBaaTbca BeCb Tpadumk, obecneymsas Tem caMbiM U3011-
LUMI0O C ApYyrMmMu nopTamu (B npeaenax ogHOrO KOMMYTAToOpa), HaXxo4AaLMXCS B
3TOM e WmnpokoBeLwaTensHoM gomeHe (VLAN) B npegenax ogHoro KommyTtaTtopa.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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Moddepxcka npomokona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBOM NPOTOKO/, OCHOBHOM 3aJayeli KOTOPOro ABAA-
eTca npusegeHune cetn Ethernet ¢ M36bITOYHBIMU COEANHEHUAMM K LPEBOBULHOM
TONoMOrMKN, UCKAtoYatowern netan. KommyTtaTopbl 06MeHMBAOTCA KOHUrypaLm-
OHHbIMW COOBLLEHMAMM, UCNONBL3YA Kagpbl cnelmanbHoro ¢opmara, M BbIGOPOYHO
BKJIIOYAIOT M OTK/IOYAIOT Nepesayy Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — siBNAeTCA ycoBepLIeHCTBOBaHMEM MpoTokona STP,
XapaKTepm3yeTca MEeHbLUIMM BPeMeHeM MNPUBEAEHUA CETU K APEBOBWUAHOW TOMO-
NIOrMK 1 MMeeT H6onee BbICOKYH YCTOMYMBOCTD.

Moddepxka VLAN

VLAN — 370 rpynna nopTtoB KOMMyTaTopa, 06pasyroLLumnx o4HY LMPOKOBELLATE b
Hyto obnacTb (AomeH). KommyTaTop nogaeprKMBaeT pas/iMyHble CPeacTBa Kaaccu-
bUKauMm NaKeToB 1A onpeaeneHna X NPUHAANEXKHOCTM K onpeaeneHHoin VLAN.

Moddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah -
bYHKLMM YPOBHA KaHana nepejayn AaHHbIX, NpeacTaBasowme coboil NpoToKon
MOHWUTOPMHIA COCTOSIHMA KaHana. B aTom npoTokone ana nepegaym nHbopmaumum
O COCTOAHMM KaHana MeXAy HenocpeacTBEHHO NOAKAHOYEHHbIMM YCTPOMCTBAMM
Ethernet ncnonbaytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A40/1KHbl NoAAepXKuMBaTb cTaHaapT IEEE 802.3ah.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA MO BXOAAWMM nopTam. [JaHHoe
pelleHne No3BONAET UCMOJIb30BaTb Ha KaXKA0M NOPTy TONbKO oaHy rpynny VLAN.

Moddeprka 802.1Q

IEEE 802.1Q — OTKpbITbIA CTaHAAPT, KOTOPbIN OMNMCbIBAET Npoueaypy TErMpoBa-
HuA TpadurKa aAna nepegayun nHGopmauumn o npuHaanexkHoctn K VLAN. MNossonset
Mcnoab3oBaTb Heckonbko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHuUe KaHan08 ¢
ucnonv3oeaHuem LACP

MpoTtokon LACP obecneynBaeTt aBTomatTuyeckoe obbeAnNHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaToOp WAW KOMMyTaToOp—
cepsep) B e4MHbIN KaHan nepesayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpeAenseTca BO3MOXKHOCTb 06begMHEHNA KaHANoB, U B
CNy4ae OTKasa CoefMHEeHun, BXOAALLEro B 06beANHEHHbIM KaHan, ero TpaduK as-
TOMATUYECKM Mepepacnpesenserca No He OTKa3aBWWMM KOMMOHEHTam obbeau-
HEHHOrO KaHana.

Co3zdaHue 2pynn LAG

B ycTpoinctBax noagepxuBaetca GyHKUMA cO34aHMA rpynn KaHanos. Arperaums
KaHanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHonorus obbeanHe-
HUA HECKONbKMX GU3NYECKUX KaHaNoB B OAMH JIOTMYECKMIA. ITO CNOCOBCTBYET He
TO/NIbKO YBE/IMYEHMNIO MPOMYCKHOW CMOCOBHOCTU MArMCTpasbHbIX KaHa/l0B KOMMY-
TAaTOP—KOMMYTATOP MM KOMMYTaTOp—CepBep, HO MU MOBbLIWEHUIO UX HALEXKHO-
CTW. BO3MOHbI TPU TMNa 6anaHCUMPOBKM — Ha ocHoBaHuM MAC-aapecoB, Ha OCHO-
BaHuM IP-agpecoB 1 Ha ocHoBaHMM nopTa (socket) HasHaueHwus.

lpynna LAG cocTouT U3 NOpTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B Ayn-
JNIEKCHOM pexume.

Selective Q-in-Q

Mo3BonaeT HasHayaTb BHewHMt VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuAbTpauMM NO HoMepam BHyTpeHHux VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nosonseT pasobpaTb Tpapuk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B OTAE/NbHOM
yyacTKe ceTu.

1.2.4 ®yHKyuu mpemoezo ypoeHa cemesoli modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TpeTbero yposHa (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

Cmamuyeckue IP-

mapwpymeol

AZMWHMCTPATOP KOMMYTaTOpPa MMEET BO3MOMXKHOCTb A06aBNATb U yAaNATL CTaTUYe-
CKMe 3anucu B TabiMuy mapLipyTusaumuu.
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Knuenmeoi BootP u v . 6 P
. CTpoMcTBA CNOCOGHbLI aBTOMATWYECKU MNosyyaTb -afipec no npPOTOKON

DHCP (Dynamic Host P 4 AP P v

! . BootP/DHCP.
Configuration Protocol)
lTpomokon ARP | ARP — npoTokon conoctasneHus IP-agpeca u ¢dumsmnyeckoro agpeca yctporictea. Co-
(Address Resolution | OTBETCTBME yCTaHaBAMBAETCA Ha OCHOBE aHasjM3a OTBETa OT y3/a CeTW, afpec y3ia
Protocol) 3anpaluMBaeTca B LUMPOKOBELLATe/IbHOM MaKeTe.

1.2.5 ®yHKyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsaHua (Quality of Service).

Tabnnua 5 — OcHoBHble QYHKLMM KauecTBa 06CyKUBAHMUSA

IModdeprcka
npuopumemHbix
oyepedeii

YCTPOMCTBO NOAAEPKMBAET NPUOPUTESALMIO UCXoAALLEro TpadurKa No ouepessm Ha
Kaxkgom nopTy. PacnpepgeseHve MakeToB Mo o4yepeasm MOXKET MpPOoM3BOAMTLCA B
pesynbTaTte KnaccuduKaLmMm NakeTos No PasMYHbIM NOAAM B 3aro/I0BKax NaKeTos.

lMooddepxcka Knacca
obcnyncueaHusa 802.1p

CtaHgapT 802.1p cneumdumumMpyeT MeTos YKasaHMA NPUOpUTETA Kagpa M aaroputm
MCMNO/Ib30BaHMNA NPUOPUTETA B LIeNAX CBOEBPEMEHHOWN AOCTaBKU YYBCTBUTE/IbHOTO K
BPeMEHHbIM 3agepKKam Tpaduka. CtaHgapT 802.1p onpeaensetr BoceMb YPOBHEN
npuoputetoB. KommytaTopbl MOryT MCNONb30BaTbh 3HavyeHue npuoputeta 802.1p
ONA pacnpegeneHna Kagpos NO NPUOPUTETHBIM oYepedam.

1.2.6 ®PyHKYuu obecneyeHus 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHma 6e3onacHoOCTH

DHCP snooping

dyHKUMSA KOMMYyTaTOpa, NpesHa3HaYeHHas A1a 3almTbl OT aTaK C UCNOJIb30BAHNEM
npotokosna DHCP. O6ecneunBaetr ¢punbrpaumto DHCP-coobuieHmin, NOCTYNMBLUUX C
HEeHaZeXHbIX MOPTOB NyTEeM MOCTPOEHUA U NoAAepKaHWUA 6asbl JAaHHbLIX MPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT aencrsus
b6paHAMayspa Mexay HeHaZeKHbIMU NopTammu u cepsepamu DHCP.

Onyus 82 npomokona
DHCP

Onuus, KoTopas nossonseT npovHdopmupoBaTb DHCP-cepBep O TOM, C KaKkoro
DHCP-peTpaHcaaTopa U Yepes Kako NopT npuLlen 3anpoc.

Mo ymon4yaHuio KOMMyTaTop, UCNoNb3yowWwmnii dyHKLUMIo DHCP snooping, 06HapyKu-
BaeT u otbpacbiBaeT nwboit DHCP-3anpoc coaepawmii onumio 82, KOTOpbIA OH
nosly4ymn Yyepes HeHaaéxHbIl (untrusted) noprt.

Dynamic ARP
Inspection (Protection)

DyYHKLMA KOMMYTaTOpa, NPeAHa3Ha4YeHHaa A1A 3alWmMTbl OT aTaK C UCMOIb30BaHMEM
npoTtokona ARP. CoobuieHne, KOTOpoe NOCTynaeT C HEHAAEKHOro NopTa, noaBepra-
eTcA nposepke — cooTeeTcTBYyeT nAn IP-agpec B Tene npuHAToro ARP-naketa IP-
agpecy oTnpasutens.

Ecnun apgpeca He coBnaaatoT, TO KOMMYTaToOp oT6pacbiBaeT NakerT.

L2 - L3 - L4 ACL (Access
Control List)

Ha ocHoBe nHpopmauumn, coaeprKallencs B 3arosoBKkax ypoBHen 2, 3 u 4, y agmu-
HUCTPATOPa eCTb BO3MOXKHOCTb HacTpouTb A0 100 npaswm/, COrnacHO KOTOPbIM MakeT
bynet obpaboTaH, NMbo oTOpOLLEH.

IP Source address
Guard

PyHKLMA KOMMYTaTOpPa, KOTopaa orpaHuumBaeT IP-Tpaduk, PuabTpya ero Ha OcHo-
BaHUM Tabaumubl cooTBeTCTBUI 6asbl AaHHbIX Npmesaskn DHCP — DHCP snooping u
CTAaTUYECKM CKOHOUTYPUPOBaHHbIX IP-aapecos. PyHKUMA ncnonbsyeTca Ana 60pbbbl
c noameHoli IP-agpecos.

1.2.7 ®yHKyuu ynpaesseHUs KoOMMymamopom

Tabanua 7 — OcHOBHble GYHKLMM yNpaBAEeHNA KOMMYTaTOPamM

3azpyska u evizpy3Kka
¢halina Hacmpoliku

MapameTpbl YCTPONCTB COXpaHAlOTCA B daiiie HaCTPOIMKKN, KOTOPbIA COAEPKUT AaH-
Hble KOHOUIypaLMM Kak BCei cUCTeMbl B LleJIOM, TaK U onpeaesieHHoro nopra ycr-
policTsa.
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Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP mcnonb3yeTca ANA onepauunit 3anmcu 1 yteHns ¢annos. MNpoTokon
OCHOBaH Ha TpaHcnopTHOM npoTokoae UDP.

YCcTpoMncTBa NoAAepKMBAKOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HacTpoWKku 1 o6pasos nporpammHoro obecneyeHus.

Mpotokon SNMP ucnonb3yeTca gns MOHUTOPMHIA U YNpPaBAeHUS CETEBbIM YCTPOM-

KOMAHOHOI cmpoKu
(cLi)

lNpomokon SNMP cTBOM. N5 ynpaBieHUsa AOCTYNOM K CUCTeMe onpefenneTca CNUCOK 3anucen co-
06LWEeCTBa, Ka4an U3 KOTOPbIX COAEPXUT NPUBUIErUM AOCTYNa.
YnpasneHne Kommytatopamu nocpeactsom CLI ocyliecTBaseTca NOKanbHO yepes
Unmepdpetic nocnegoBaTenbHbl nopT RS-232, nubo ypaneHHo yepe3 Telnet. UHTepdelic Ko-

MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpombIlWNEHHbIM CTaHAAPTOM. UHTepnpe-
TaTop CLI npeaoCcTaBAsfET CNMCOK KOMaHA, M KAoYeBbIX C10B 418 MOMOLLM NO/b30Ba-
TEJI0 M COKPaLLEHNIO 06 bemMa BBOAMMbIX AAHHbIX.

Syslog — npoToKosn, obecneynBalowmii nepeaadyy coobLEeHNn 0 NPOUCXOAALLNX B

Syslog o
cucteme cobbITUSAX, a TaKKe yBegOMNEeHU 06 OLWMBKaxX yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpOTOKO/ CUHXPOHU3ALMKN BPEMEHU CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHM3aLMM BPEMEHW CETEBOIO YCTPOWCTBA C CEPBEPOM A0 MUNINCEKYHADI.
Protocol)
Traceroute — cnyxkebHas GyHKUMA, NpeaHa3HAYeHHan ANA onpefeseHns mapLupy-
Traceroute y dyHKUWMA, npes, A pen, pwpy
TOB Nepeaayun AaHHbIx B IP-ceTax.
YnpaeneHue A .
MWHUCTPATOP MOXKET ONpeaeivTb YPOBHU MPUBUAErUI AOCTyNa ANA NONAb30Ba-
KOHMponupyemeoim A . P . P PEA yp P AocTy p,v
Tenen yCTpomcTBa M XapaKTEPUCTUKM AR KaXKL0ro YPOBHA NPUBUAETNIA (TONBKO 1A
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusuneauu
KommyTaTop crnocobeH ycTaHaB/iMBaTb 3anpeT AOCTYyNa K KaKaomy uHTepodelcy
Brokupoexa ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6biTb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
uHmepdeiica TMMa JocTyna:
P Telnet (CLI over Telnet Session)
ynpaeneHus SNMP
SSH
JlokanvbHasa [na nokanbHOM ayTeHTUOMKALUMKN NOAAEPKUBAETCA XpPaHEHMe Naposei B 6ase AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpPa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |IP-agpecos, ABNAIOLWMNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdUKaumm, aBTopusaumnm n yyeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NOsb30BaTesNei, KOTOPan COLEPKUT AaHHble
Kauenm RADIUS P VT Dasy A , KOTOPAA COACPHUT A
NPOBEPKN MNOAJIMHHOCTU ANA KaxXgoro nosb3osatenda. KommyTaTtopbl copepkat
KNMEHTCKYIo YacTb npoTokona RADIUS.
TACACS+ YCTpOMNCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAMHHOCTU KNAMEHTOB Nocpes-
. ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO
(Terminal Access cuctemy 6e30nNacHOCTM A/1A NPOBEPKU NONb30BaTeNEN, NONYYAROLMX AOCTYN K YC
ncrem n T ANA N non Ten non TYyn T-
Controller Access y A ’ A
POWCTBY, @ TaK¥Ke LeHTPa/IM30BaHHYI0 CUCTEMY yrnpaBieHUA Npu cobaoaeHun co-
Control System)

Bmectumoctn ¢ RADIUS u gpyrumun npougeccamun NnpoBepKu NOAIMHHOCTY.

1.2.8 [onoaHumesnbHble pyHKYuu

B Tabnmue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKM YCTPOMCTBA.

Tabaunua 8 — lononHUTeNbHble GYHKLUN YCTPOUCTBA

BupmyansHoe
mecmupoeaHue Kabensa
(VCT)

CeTeBble KOMMYyTaTOpbl MMEIOT B CBOEM COCTaBe MPOrpammHble M annapartHble
cpeacTsa, NO3BONAIOWME BbINOMHATL GYHKLMM BUPTYaNbHOro TecTepa Kabensa — VCT.
TecTep NO3BOASET ONPeAENNTb COCTOSHUE MeAHOro Kabens cBA3n.

AuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTpOICTBO MO3BONAET TecTUpOoBaTb ONTUYECKUIN TpaHcusep. Mpu TecTMpoBaHMK
OTCNEXMBAOTCA TaKMe MapameTpbl, KaK TOK U HanpsXKeHue NUTaHus, TemnepaTtypa
TpaHcuBepa. Ana peannsaunm TpebyeTtca nogaeprka aTnux pyHKUUIA B TpaHcUBepe.
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UDLD (Unidirectional
Link Detection)

MPOTOKON BTOPOro YPOBHA, CO34aHHbIN AN aBTOMATUYECKOro 0bHapyXeHus nore-
pY ABYXCTOPOHHEN KOMMYHMKALMMU Ha ONTUYECKUX TIMHUAX CBA3W.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOPOB nNpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepnucTtnkn

0O6wue napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
o oep | Realtek RTL8380M
MES2408PL
MES3708P
MES2408C
MaKeTHbIN MES2408CP
npotieccop mizgggp Realtek RTL8382M
MES2428B
MES2428T
mizgjng Realtek RTL9301
MES2448 DC
MES2448B Realtek RTL9311
MES2448E
24 x 10/100BASE-TX (RJ-45)
MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES24088 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)
MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)
MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
NHTepdelick mg:;zgg:ap bCl 8 x 10/100/1000BASE-T (PoE/PoE+)
2 x 100BASE-FX/1000BASE-X (SFP)
MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)
MES3708P
MES2428 24 x 10/100/1000BASE-T (RJ-45)
MES24288 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
24 x 10/100/1000BASE-T (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2428T .
1 x KoHconbHbI nopTt RS-232 (RJ-45)
4 napbl BXOAHbIX CyXMX KOHTaKTOB
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

1 x KoHconbHbI nopTt RS-232 (RJ-45)

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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MES2424
MES24248B

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MES2448E

48 x 10/100/1000BASE-T (RJ-45)
6 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

MNponyckHasa cno-
cobHocTb

MES1428

12,8 reur/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 réut/c

MES2428

MES2428P
MES2428B
MES2428T

56 Méut/c

MES2424
MES2424B

128 réwmt/c

MES2448 DC
MES2448B

176 Féut/c

MES2448E

216 Iéut/c

MNpoussoautens-
HOCTb Ha NakeTax
ANMHOM 64 6aiTa

MES1428

9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES2428

MES2428P
MES2428B
MES2428T

41,658 MPPS

MES2424
MES2424B

95,2 MPPS

MES2448 DC
MES2448B

130,9 MPPS

MES2448E

160,7 MPPS

16
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O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

512 K6aut

MES2424
MES2424B

1,5 Mb6ainT

MES2448 DC
MES2448B
MES2448E

2 M6aut

0O6bem 0O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

256 Mb6awt

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

512 Mb6aunt

O6bem N3y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

32 Mbaunt
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MES2424
MES24248B
MES2448 DC
MES2448B
MES2448E

64 Mbait

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

Tabnnua MAC-
aapecos

8K

MES2424
MES24248B

16K

MES2448 DC
MES2448B
MES2448E

32K

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnyectso npasun | MES2428
ACL MES2428P
MES2428B
MES2428T
MES3708P

MAC - 384
IP/IPv6 - 384

MES2424
MES24248B

MAC - 512
IP/IPV6 - 576

MES2448 DC
MES2448B
MES2448E

MAC - 768
IP/IPV6 - 960

Konunuyectso ARP-3anuceit

1000

Konunuecteo L3-uHtepdelicos

8 vlan, go 5 IPvd-agpecos B Kaxkgom vlan, go 300 IPv6 GUA
CyMMapHo gns Bcex vlan
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Konunyectso npasun
MAC-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128 Ha noboe Konnyectso nHTepdelicos

MES2424
MES2424B

640

MES2448 DC
MES2448B
MES2448E

1280*

Konunyectso npasun
Protocol-based
VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

100"

MES2424
MES2424B

8 Ha ntoboe KonyecTBo MHTepdencos

MES2448 DC
MES2448B
MES2448E

8 Ha ntoboe KonyecTBo MHTepdencos

KonnyecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

509

1 o
[obasneHune NpaBuAa Ha KaxAablii NOPT pacxo4yeT annapaTHble pecypcbl obuwiero nyna.
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MES2424
MES24248B

1K

MES2448 DC
MES24488B
MES2448E

4K

Konnuectso npasun
SQinQ

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

128(ingress)/256(egress)

MES2424
MES24248B

384(ingress)/512(egress)

MES2448 DC
MES24488B
MES2448E

768(ingress)/1024(egress)

MNopaepka VLAN

cornacHo 802.1Q po 4094 aktusHbix VLAN

KayectBo 06cnyxunsaHma QoS

npuopuTn3aLma Tpaduka, 8 yposHei
8 BbIXOAHbIX oYepesel C pasHbIMWU MPUOPUTETAMMU AN KaKAOro
nopTa

Konunyectso BupTyanbHbix Loopback-

nHTEepodelicos

10

Arperau,mn KaHanoB
(LAG)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T
MES3708P

8 rpynn

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

24 rpynnbl

Konnyectso sksemnnapos MSTP

64
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HELTEX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
K.a“p;" . MES2428P
(jumboframes) MES2428B
MES2428T
MES3708P

Ceepxa/IHHbIe

MaKcuManbHbI pasmep naketos 10 000 6aiT

MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

MaKCUManbHbI pasmep naketos 12 288 6aliT

CooTBeTcTBME CTAHZAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2428P n MES3708P)

YnpasneHue

JNokanbHoe ynpasneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

du3smnyecKme XapaKTepUCTUKU U YCI0BUA OKPY KatoLei cpeabl

MES2408C
MES2408CP
MES2408PL ceTb NnepemeHHoOro Toka: 110-250B, 50-60 I'y,
MES3708P
MES1428
m:;igi ceTb nepemeHHOro Toka: 110-250B, 50-60 Iy,
NCTOYHMKN MES2428 CeTb NOCTOAHHOrO ToKa: 18-72B
nrTann MES2428T
MES2408IP DC1
MES2448 DC CeTb NOCTOSAHHOTO TOKa: 36—72B
MES2408P CeTb NepemMeHHOoro Toka: 176-250B, 50-60 Iy,
ceTb NOCTOAHHOIO TOKa: 36—72B
MES2428P ceTb NnepemeHHOro Toka: 170-264B, 50-60 I'y,
ceTb NOCTOAHHOIO TOKa: 36—72B
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HELTEX

MES2408B
MES2428B
MES24248B
MES2448B
MES2448E

ceTb nepemeHHoro Toka: 110-250B, 50-60 Iy,
aKKymynaTopHas b6atapes: 12B DC

MES3708P

ceTb nepemeHHoro Toka: 100-2408B, 50-60 I'y,

MNoTpebnseman
MOLLHOCTb

MES1428
MES2408
MES2408C

He 6onee 10 Bt

MES2408B

He 6onee 37 BT (c yueTom 3apsaa AKB)

MES2408CP
MES3708P

He 6onee 160 BT (c yyeTom Harpysku PoE)

MES2408IP DC1

He 6onee 135 BT (c yyueTom Harpysku PoE)

MES2408P

He 6onee 280 BT (c yueTom Harpysku PoE)

MES2408PL

He 6onee 93 BT (c yueTom Harpysku PoE)

MES2428
MES2428T

He 6bonee 18 Bt

MES2428B

He 6onee 45 BT (c yueTom 3apsaa AKB)

MES2428P

He 6onee 440 BT (c yyeTom Harpysku PoE)

MES2424

He 6onee 25 Bt

MES2424B

He 6onee 50 BT (c yueTom 3apsaa AKB)

MES2448 DC

He 6onee 45 Bt

MES2448B

He 6onee 66 BT (c yueTom 3apsaa AKB)

MES2448E

He 6onee 68 BT (c yueTom 3apsaa AKB)

Broarket PoE

MES2408CP
MES2408IP DC1
MES3708P

120 Bt

MES2408P

256 Bt

MES2408PL

65 Bt

MES2428P

370 Bt

AnnapaTtHasa
noaneprKka
Dying Gasp

MES1428
MES2408C
MES2408CP
MES2428
MES2428T
MES2428P AC
MES2424
MES2448B
MES2448E

eCTb

MES1428B
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428B
MES2428P DC
MES24248B
MES3708P
MES2448 DC

HEeT
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HELTEX

MES1428
MES2408IP DC1
mgzgigzp 430 x 44 x 178 mm
MES2428B
MES2428T
MES2408
MES2408B
FabapuTHble MES2408C 310 x44 x 177 mm
pasmepbl MES2408CP
(WxBxT) MES2408PL
MES2428P AC 430 x 44 x 204 mm
MES2428P DC 430 x 44 x 305 mm
mg;jgfm 430 x 44 x 203 mm
MES3708P 152 x 517 x 85 mm
MES2448 DC
MES2448B 440 x 44 x 280 mm
MES2448E
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 kr
MES2408 1,72 kr
MES2408B 1,78 Kr
MES2408C 1,77 kr
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
Macca MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr
MES2428
MES2428B 2,35 kr
MES2428T 2,37 kr
MES3708P 4,2 Kr
MES2448 DC
MES2448B 3,98 kr
MES2448E 4,02 kr

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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HELTEX

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T
MES2424
MES2424B
MES2448 DC
MES2448B
MES2448E

NHTepBan
paboumnx
Temnepartyp

o1 -20 o +50 °C

MES2408CP
MES2408P DC

oT1-20 go +50 °C
i Npun ncnonbzoBaHnn Kommepuecknx SFP-TpaHcueepos
V Temnepatypa OKpy)Kawwei cpegbl He  A0MKHa
npesbiwaTb +45 °C

MES2408 AC

o1 -20 go +60 °C

MES2408IP DC1
MES3708P

ot -40 go +60 °C

NHTepBan TemnepaTypbl XpaHEHUS

ot -40 po +70°C
(o7 -50 po +85 °C — ana MES3708P)

OTHOCUTE/IbHAsA BIAXKHOCTb NPU
aKcnnyatauuu (6e3 obpasoBaHus
KOHAeHcaTa)

He 6onee 80%
(He 6onee 90%— pns MES3708P)

OTHOCUTeNIbHAA BAAKHOCTb NPU
XpaHeHuu (6e3 obpasoBaHuA
KOHAeHcaTa)

o1 10% 10 95%

CpoK cny»Kbbl

He meHee 15 net

V Tun NUTaHUA YCTPOICTBA onpeaenneTca Npu 3akase.

1.4 KoOHCTpyKTUBHOE UCNONHEHUue

B AaHHOM pa3gene onmcaHo KOHCTPYKTUBHOE WUCMOJIHEeHMe yCcTpoicTs. NpeacTasneHbl M3obpaxke-
HUA NepesHen, 3aaHen 1 BOKOBbLIX NaHe el yCTPOWCTBA, ONUCaHbI Pa3beMbl, CBETOANOAHbIE MHANKATOPDI

W OpraHbl ynpaBaeHus.

Ethernet-kommyTtaTopbl cepuiit MES14xx n MES24xx BbINoAHEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbiNOMIHEH B METAN/IMYECKOM KOPMYCE C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LWUTAHTY TOLWMHON He 6bonee 8 mm. CTeneHb 3awWMTbl Kopnyca IP55.
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HELTEX

1.4.1 BHewHuii sud u onucaHue nepedHeli naHeau ycmpolicme

BHewHMn BMA, nepegHelt naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 14 A L)

1 3 5 7 9 11 13 15 17 19 21 23
OO Ol o Ol o I o[ Of L0 Ol Lo Ol To Ol To Ol Lo O Lo O 40 O Lo
Console

2 7 AELTEX Mes1a2s

1.
2528 10/100/1000845E-T
or 1DOBASE.FX/1000BASE X

0o .
= @Tﬁﬂ%mﬂﬂ%ﬂﬂmmﬂﬂ%%m
I 2 4 6 8 10 12 14 16 18 20 22 24
[
1 2 3 4 5 6 7

PucyHok 1 —lMepeaHasa naHenb MES1428

B Tabnanue 10 npuBedeH nepeyeHb pPa3bemMoB, CBETOAMOAHbLIX WHAMKATOPOB M OpraHos
yNnpaBAeHNA, PacrosIOKEHHbIX Ha NepeaHen naHenm KommyTtaTtopa.

Tabnvua 10 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHoOB yrpaBaeHua nepeaHen naHean MES1428

dnemeHT nepepgHei

Ne OnucaHue
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHMSA K MCTOUYHMKY 3/1€KTPOMUTAHWUA MepeMeHHOro
1A TOKa
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
2
Alarm NHamkaTop neperpesa

KOHCO/bHbIN NOPT A1 JIOKA/IbHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowian:

He ncnonb3syerca

He ncnonb3syerca

RX

GND

GND

TX

He Mcnosb3yeTcs

He ncnonb3syerca

He ncnonb3syerca

Pacnaiika KOHCOAbHOro Kabena NpmBeaeHa B NPUNOKEHUM A,

3 Console

OoOoNOOULL D WN PR

®YHKUMOHaNbHAA KHOMKa ANA nepesarpysku ycTpoicTea u cbpoca K 3aBo-
[ACKUM HacTpoiKam:
- NPY HaXKaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-

4 F rpy3Ka yCTpoMCTBa;
- NPW Ha)KaTUKW Ha KHOMKY A/auTenbHocTblo 6onee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOM KOHpUrypaumm.

5 [1-24] MopTtbl 10/100BASE-TX (RJ-45).

6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)

Combo-nopTbl: cnoTbl Ana ycTaHOBKM TpaHcmBepoB 1000BASE-X Combo.

7 25, 26, 27, 28 o
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.
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HELTEX

BHewHM BUA nepeaHen naHenm yctponcts cepnm MES2408 nokasaH Ha pucyHKax 2—10.

110-250 VAC 60/50Hz max 0.5A A s, 1 3 s 7 AELTEX MES2408
[ s T e ¥ i W e i ) (el
® (i) i Rl
F
® =3 i el CACT  [EISMEes
L2 4 6 LI | L 1
1 2 3 4 5 6 7

PucyHok 2 —NepeaHasa naHenb MES2408 AC

18-72 VDC max 1A A visseice 1 3 s 7 AELTEX MES2408
@ & e | ] L]
1 21 3 4 5 6 .

PucyHok 3 — MNepepHaa naHens MES2408 DC

110-250 VAC 60/50Hz max 1A

an)
Por

Consale

1 E] 5 7

5,10- 10/100/10008ASE-T
o 100BASE-FX/1000BASE X

9

L]
el

o) A udsice 1 3 s 7 N J.‘.'eLTex MES24088
= IZVE‘( ma_x 28 [=' ()] 00 (=] (=] s:mi muszrrmow:un
@ e 0 cno |Cm] L] L] L]
== NN Alarm O . 9 10

= ] Battery (O 0] Ok

® | (BRI EEm

L 2 4 & 8 1 L 1

1 2 23 3 4 5 6 7
PucyHok 4 — lMepeaHaa naHenb MES2408B
110-250 VAC 60/50Hz max 0.5A A usczl:;:v‘m[ s :‘. EKTGX MES2408C

PucyHok 5 — MNepeaHaa naHenb MES2408C

110-250 VAC 60/50Hz max 2A

@ F
® et i Yo sl 2y B
1| 2 3 4 5| 6 6.1 71

A ulister 1 3 s 7 B JVELTEX MES2408CP
10/100/1000BASE-T, 802.3at PoE+
I 530 10/100/1008ase-
‘ ‘or 100BASE-FX/1000BASE-X
Consol
ﬁ F ‘ 9 10
= o [P~ ow
i (=I "‘ § - uJ lx - J Oseo
L 2 4 6 8 IL 10 g1 |

P o e o]

AELTEX MES24081P
surats

PucyHok 7 — MNepepHaa naHens MES2408IP DC1

-
PoE  Consol le
1357 F
=5, 55?0 ¢ [ e
asmQ, OO0O0O0
Ij_' 2468 L2 2 3 5 1
2.2 3 31 4 5 6
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HELTEX

176-250 VAC 60/50Hz max 24 o\ us 1 7 AELTEX MES2408P

3 5
COCISITD L e

E Cme] ] ]

57 E - .

oo I 1 EAEAEEE [

[ofc] SO D D ST

[ 2 o

om0, C

1
Power O O
[0}

— L 2

2 3 31 4 5 6 7

JuELTEX MES2408P

Aarm Q)

3 31 4

xieeorncs 1 : s 7
36-72 VDC max 104 = [ =P ey v
-+
v e |Coma] G o] ]
1357 F

=5, 306 [0 [
Q000 (=) [y Sy e Sy

2 62 L 2 4 I3 a

PucyHok 9 — lMepegHAaa naHens MES2408P DC

110-250 VAC 60/50Hz max 1 A us) 1 3 s T AELTEX MES24089L
® (i) e TR
1 2 3 3.1 4 5 6 7

PucyHok 10 — NepeaHasa naHenb MES2408PL

B Tabavue 11 npuBegeH nepeyeHb pPa3sbeMoB, CBETOAMOAHbIX WMHOMKATOPOB WM  OpraHoB

ynpaB/ieHWs, Pacno/IOKEHHbIX Ha NepeaHei NaHean KoOMMyTaTopoB cepun MES2408.

Tabnvua 11 — OnucaHMe pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA nepeaHel NnaHean KommyTa-
Topos cepun MES2408

Ne | nemeHT nepepgHeii naHenn OnucaHue
1 = Knemma pgns 3asemneHuma ycTponcrea
) ~110-250VAC, 60/50Hz max | Pasbem A1s MOAKMOHYEHUA K UCTOUHWUKY 3NEKTPOMUTAHUA MepPeMeHHOro
1A TOKa
21 | 18-72 VDC max 10A TPji,:eM ANA NOAKMIOYEHUA K WUCTOYHUKY 3NEKTPOMUTaHUA MOCTOAHHOrO
2.2 | 36-72 VDC max 1A/10A TPj:eM ANA MOAKNIOYEHUA K UCTOYHMKY ISN1EKTPOMUTAHWA MOCTOAHHOro
2.3 | 12VDC max 2A Pasbem gns NogKAtoyYeHna K akKyMyaTopHoi 6aTtapeun
Power MHAWKaTOp NUTAHMA YCTPOMUCTBA
3 Alarm MHAauKaTop neperpesa
Battery (gns MES2408B) NHAanKaTop paboTbl aKKYMyNATOPHOM HGaTapen
3.1 | PoE1-8 MHanKaTopbl cocToAHMA PoE-nopTtos
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KOHCONbHbIN NOPT A/1A SIOKAbHOIO YNPaBAEHUS YCTPOMCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He Mcnosb3yeTca

He Mcnosb3yeTca

RX

GND

GND

TX

He MCNoJib3yeTca

He Mcnosb3yeTca

He Mcnosb3yeTca

Pacnaiika KoHco/bHOTrO Kabena npuseaeHa B NPUAOKEHUM A.

4 Console

OCooNOOULLDWNER

PyHKUMOHANbHAA KHOMKA AN1A Nepe3arpy3kun ycTponctea 1 cbpoca K 3aBo-
[ACKMM HacTpOMKam:
- MPU HaXXaTUM Ha KHOMKY ANuUTeNnbHOCTbio MeHee 10 ¢ npouncxoauT nepe-

F
> 3arpysKa ycTponcTBa;
- NPY Ha)KaTMM Ha KHOMKY AAuTenbHoCTbio 6onee 10 ¢ npoucxogut cbpoc
HaCTPOEK YCTPOICTBA A0 3aBOACKON KOHUIypaLuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Combo -nopTbi: noptbl 10/100/1000BASE-T (RJ-45)

CnoTbl ANA YCTaHOBKM oNTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBasi MHAMKaLMUA COCTOAHUA ONTUYECKUX MHTEPdEcoB

Combo-nopTbl: cAOTbl AAA yCTaHOBKM TpaHcueepos 1000BASE-X Combo.

7.1 | 9, 10, LNK/SPD
e / LNK/SPD — cBeTOBasA MHAMKALMUA COCTOAHUA ONTUYECKUX UHTEpdeiicoB

BHewWwHMI BUA nepeaHen naHenn yctponcts cepmmn MES2428 nokasaH Ha pucyHkax 11-16.

110-250 VAC 60/50Hz max 1A A oS, AELTexX mes2a28
1.

@ e memmmmmm@mmmmﬁﬂ 7| =
U B ESR0000SR0RS L B

1 2 3 4 5 6 7

PucyHok 11 — NepeaHas naHenb MES2428 AC

JVELTEX MES2428

) ) ool 3 3 5 7 g it 13 15 17 19 21 3 2 27
1872 "“i”“‘”“ [ =] =" [P ]| o N e =l = [ N - T - ] ﬁ ﬁ Pepedi e ipaopmtd
- o1 1008ASE-FX/1000BASE-X
Console
F
power O o oo
Alarm O oo =l o ][5 e Y e ) ==, [=, [ Ry e T e
2 a4 6 8 10 12 14 16 18 20 22
T

T T T T ]
1.2 2 3 4 5 6 7
PucyHok 12 — lNepeaHAas naHenb MES2428 DC
10250 fs0e A Az, . B B s N " - N - 19 n - 2 a AeLTex MEes24288
e mmmmmmmmﬁmmmmaﬁﬁ ——
H = mRosonenamasa

1T 11 2 3 4 5 6 7

PucyHok 13 — NepeaHas naHenb MES2428B
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170-264 VAC 60/50Hz max 34

"y

36-72VDC max 15A
- %

1.2

ELTEX MES2428T

[raarmrar ey
COCOOCCC]

PucyHok 16 — NepeaHaa naHeno MES2428T

B Ta6nmu,e 12 npmeegeH nepevyeHb pPas3bemoB, CBETOAMNOAHbLIX WHAWMKATOPOB W OpPraHos

ynpaB/eHnA, PacnosIoXKeHHbIX HA NepeaHen NaHeAn KommyTaTopoBs cepun MES2428.

Tabnnuya 12 — OnucaHuve pasbemoB, MHAMKATOPOB M OPraHOB YNpaBAeHUs NepeaHen NaHean KoMmyTa-
Topos cepun MES2428

~110-250VAC, 60/50Hz max

1 1A Pasbem Ana noakntoyeHMA K UCTOYHMKY SAEKTPOMUTAaHWA NepemMeHHOro

(170-264 VAC 60/50 Hz max | Toka
3A pna MES2428P)

1.1 | 12VvDC max 2A Pasbem AN NOAKAOUYEHUA K aKKYMYyNATOPHOM H6aTapen
18-72 VDC max 2A Pasbem AnAa NOAKNIOYEHUA K WMCTOYHMKY 3NEKTPOMUTAHUA MOCTOAHHOrO

1.2 | (36-72 VDC max 15A ans - A A ¥ P
MES2428P DC)
Power MNHAMKATOp NUTaHMA YCTPOMCTBA
Alarm MHankaTop neperpesa

2
PoE NHankaTop pabotbl PoE

Battery (ans MES2428B)

MHAaMKaTop paboTbl aKKyMynATOpHOM BaTapem
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KOHCO/IbHbIN NOPT A/1A IOKANbHOIO YNpPaBAeHUs YCTPONCTBOM.
PacnuHoBKa pa3bema cneayrowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnosb3yeTcA
8 He ucnonbsyetca
9  He ucnonbsyetca
Pacnaiika KoHconbHOro Kabena npuseseHa B NPUAOKEHUM A.
PDyHKUMOHANbHAA KHOMKa A5 nepesarpysku ycTpoucTea M cbpoca K 3aBo-
ACKMM HacTpoMKam:
4 F - NPU Ha*kaTUM Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWMCTBa;
- NPW HaXXaTUM Ha KHOMKY A/UTENbHOCTblo 6onee 10 ¢ nponcxogut cbpoc
HaCTPOEeK YCTPOICTBA A,0 3aBOACKON KOHbUTypauuu.
5 [1-24] Moptbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: CAOTbl AN YCTAHOBKM TpPaHCUBEPOB 1000BASE-1( Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTepdeincoB
8 T1 4 napbl BXOAHbIX CYXUX KOHTaKTOB

BHewHM BUA nepeaHen naHenn yctponcts MES2424 n MES2424B noKasaH Ha pucyHkax 17 —21.

110-250 VAC 60/50Hz max 1A 1.24. 10/100/10008ASE-T

Power

Alarm

XG1.364 - J00ORASE-X/10GRASER (1t |

124 10/300/10008ASE T

Power

Master
Battery

HGL.%G4 - IOSBASEI/LOGMASER it D
el

T
000
000
000

00

Lo

A

2

3 45

= RIS
SELTEX
H MES2448
oo & |

e [ P A G iy 0 iy
i A =
3 2 45 6 7
PucyHok 19 — NepeaHas naHenb MES2448 DC
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PucyHok 21 — NepeaHas naHenb MES2448E

B Tabnuvue 13 npuBedeH nepevyeHb pPa3bemoB, CBETOAMOAHbLIX MHAMKATOPOB W OPraHoB
ynpaB/aeHnA, PacnosIoXKeHHbIX HA NepeaHen NnaHenn KommyTtatopos MES2424 n MES2424B.

Tabnvua 13 — OnucaHue pasbemoB, MHAVMKATOPOB M OPraHOB yNpaBiAeHUA NepeaHeln naHen KoOMmyTa-
Topos MES2424, MES2424B, MES2448 DC, MES2448B n MES2448E

Ne dnemeHT nepeaHen Onncanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem A/ MOAKMOYEHMSA K MCTOYHMKY 3/1E€KTPOMUTAHUA MepeMeHHOro
1A TOKa
1.1 | 12vDC max 2A Paszbem Ons NOAKNIOYEHMA K aKKYMYNATOpHON baTapeun
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm UHaMKaTop neperpesa
2 Master MHanKaTop peskmma paboTsl yCTpoiicTea (BeayLumil/segombiii)
Battery (ana MES2424B, NHamKaTop paboTbl akKymynsTopHon baTapeun
MES2448B 1 MES2448E) AnKarop p yMyAATop P
3 Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKe
KOHCO/IbHbIM NOPT ANA NOKANBbHOIO YNPaB/AeHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLiasn:
1 Hewucnonb3yetca
2 He ucnosb3yeTca
3 RX
4 GND
4 Console 5 GND
6 TX
7  He ucnosb3syetca
8 He ucnonbayetcA
9 He ucnonbayetcA
Pacnaiika KoHCcONbHOTrO Kabena npuseaeHa B NPUAOKEHUM A.
PyHKLMOHaNbHAA KHOMKa 4/1A nepesarpysku ycTpoictea M cbpoca K 3aBo-
[ACKMM HacTpOMKam:
5 r - NPY HaXKaTUM HA KHOMKY AUTeNbHOCTbIO meHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCcTpoMcTBa;
- PU HA)KaTMM Ha KHONKY AnuTtenbHocTblo 6onee 10 ¢ npoucxoamt cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOM KOHpUrypaumm.
[1-24], [1-48] ana MES2448
6 DC, MES2448B 1t MES2448E Noptbl 10/100/1000BASE-T (RJ-45).
7 [XG-1 - XG-4] MopTbl 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+).

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P
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1.4.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24x npmBeAeH Ha pUCYHKaX HUMKeE.
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PucyHoK 22 — 3aaHAa naHenb kKommyTtatopos MES1428, MES2428, MES2428T, MES2428B, MES2408I1P

DC1, MES2408P, MES2424 n MES2424B
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PucyHoK 24 — 3aaHAA naHenb KommyTtatopa MES2428P
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PucyHoK 27 —3aaHAa naHenb KommyTatopa MES2448E
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B Tabnuuax 14 wu 15 npuBeaeH nepeyeHb Pa3bemMoB, PACMO/IOXNEHHbIX Ha 3agHen naHenu
KOMMYTaTOpPOB.

Tabnnua 14 — OnucaHMe pasbemMoB 3aAHeN naHenu KommyTtatopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne dnemeHT 3agHei naHenu OnucaHue

- o
1 Knemma 3azemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

Tabnmua 15 — OnucaHue pasbemoB 3aaHeN naHenn kommyTtatopa MES2428P, MES2448 DC, MES2448B u
MES2448E

Ne dnemeHT 3agHei naHenu OnucaHue

1 BeHTUNATOPBI ANA OXNaXKAEHUA YCTPOMCTBA.

2 Knemma 3asemnemna = Knemma gna 3asemneHuna ycTpomncrea.

3 12VDC max 2A Pazbem Ans NoAKNOUYEHMA K aKKYMYNATOPHOM 6aTapeun

4 ~110-250VAC, 60/50Hz max Pasbem Ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPONUTAHMA MepemMeHHOro
1A TOKa

5 [XG-5 — XG-6] MopTbl 2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1.4.3 bokosble naHenu ycmpolicmea
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PucyHok 29 — Jlesasa 60KkoBan naHenb Ethernet-kommyTtaTopos

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa pacnonoxeHbl BEHTUNALMOHHbIE pPeLleTKN, KOTOPble CAyXaT ANA
oTBoga Tenna. He 3aKprBal\;1Te BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeaMeTamMmM. JTO MoXKeT
npunBecTn K neperpesy KOMMNOHEHTOB yCTpOVICTBa M BbI3BATb HapyweHNA B ero pa60Te. PekomeHpgaunm no
YCTaHOBKe yCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA 1 NOAKNOYEHUE Y.

1.4.4 KoHcmpykmueHoe ucriosHeHue Kommymamopa MES3708P

B faHHOM pasgesnie onnMcaHo KOHCTPYKTUBHOE UcnosHeHue Ethernet-kommytatopa MES3708P.

YCTPOWCTBO COCTOUT M3 OCHOBHOW MAaThl, NAaTbl 6/10Ka NUTAHMA U MoOAy/iei 3alMTbl NOPTOB
Ethernet 10/100/1000BASE-T oT nepeHanpaeHuiA. MaaTbl pacnosio’KeHbl B METaN/IMYECKOM Kopnyce.

[na KpenneHua YCTPOMCTBA Ha Kopnyce NpeaycCMOTPeH MeTalIMYeckuin Kprok. KpenneHue
NOABECHOE, Ha LWTaHry TONLWMHOM He 6onee 8 mm. MogKnoUeHME MUTAHUA U CeTEBbIX WHTepdelicos
NPOM3BOAMUTCA K pa3bemam, PacnosIoKeHHbIM BHYTPWU Kopnyca. BbiBog, NpoOBOAOB HAPYXKYy BbINOHAETCA
yepes npeAHasHauYeHHble ANA 3TOr0 OTBEPCTMA B KOpnyce.
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Ha pucyHKe 30 noKa3aHbl OCHOBHbIE KOMMNOHEHTbLI U pa3bembl MES3708P.
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PucyHok 30 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P

B Tabnnue 16 npuBeaeHo onncaHMe OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P.

Tabanya 16 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pasbemoB MES3708P

1 Pasbembl 415 YCTAaHOBKM ONTUYeCKMX TpaHcueepoB 100BASE-FX/1000BASE-X (SFP)

2 OcHoBHasn nnaTa ycTpoicTea

3 Mnata 610Ka NnUTaHUA
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4 Pasbem 1A NOAKAIOYEHUA K UCTOUYHUKY 3/1IEKTPONUTAHNA NePEMEHHOrO TOKa

5 Pasbembl 4ns NOAKIUEHNA Moay el 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanps»KeHui
6 Mogaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpsiskeHui

7 Knemma ana 3azemieHuns ycTpomncraa

8 Pasbembl 419 NOAKAOYEHUA YCTPOMCTB IoKanbHOM ceTn Ethernet

9 lFepmoBBOA, AN1A Kabens aneKTponuTaHus

10 | FlepmoBBOA A5 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetn Ethernet

11 | Pa3bem AN NOAKOYEHMA K KOHCOW YCTPOICTBa Yepe3 nHtepdeiic RS-232

1.4.5 Ceemoeas uHoukayusa

CocTtoaHue wuHTepdeiicoB Ethernet wuHanumpyetrca aBymA CBETOAMOAHBIMM  MHAMKATOPaAMM,

LINK/ACT 3eneHoro useta u SPEED saHTapHOro useTa. PacnonoseHue cBeToANOA0B NOKA3aHO Ha PUCYHKaX

31,

32.
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PucyHok 31 — BHewHM BuA pasbema SFP
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PucyHok 32 — BHelwHM BMA pa3bema RJ-45

Tabnnua 17 — CseToBas nHauKauma coctoaHuna Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHANKaTopa CsBeyeHue HAMKaTopa
CocrosiHue uHTepodeiica Ethernet
SPEED LINK/ACT Po
BbikntoueH BbikntoueH MopT BbIKAOYEH UM COEAUHEHUNE HE YCTAHOB/IEHO
YcTaHOB/IEHO coeamHeHmne Ha ckopocTu 10M6uT/c nnm
BbikntoYeH fopuUT NOCTOAHHO
100M6wuT/c
fopuT NOCTOAHHO fopuUT NOCTOAHHO YcTaHOBAEHO coeaMHeHne Ha ckopocTi 1000M6uTt/c
X MwuraHue MaoeT nepepaya faHHbIX

CuctemHble MHAMKaTopbl (Power, Alarm) cay:aT gna onpeaeneHus CocTosHuA paboTbl y3nos

KoMmMmyTaTopos cepum MES14xx, MES24xx.

Tabnmua 18 — CeeToBas MHAMKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue DyHKUUA -
CocTrosHWe HAMKaTopa CocTofHMe YCTPOMUCTBA
WHAMKaTOopa WHAMKaTOopa
BbikntoyeH MuUTaHWe BbIKNOYEHO
CocrosAHue . MuTaHue BKAOYEHO, HOPMa/ibHaA
3eneHbliA, rOpUT NOCTOAHHO o
Power WCTOYHUKOB paboTa ycTpoiicTBa
nUTaHMA . CamoTecTMpoBaHWe yCTPOICTBA NpU
3eneHbli, mepuaeT
crapte (POST)
Al CocTosiHMe He roput HopmanbHas paboTa ycTponcrea
arm < Z
yCTPOUCTBA KpacHbIn, ropuT NOCTOAHHO MNeperpes
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. MoakntoueH notpebutens PoE (roput
NHaukaTop 3eneHbln, ropuT NOCTOAHHO N
WHAMKATOP, COOTBETCTBYIOLLMI NOPTY)
PoE coctoaHuna PoE- S
nopToB KpacHbIn, ropnt NOCTOAHHO Owwnbka PoE Ha nopTy
BbikntoyeH Motpebutens PoE He noakaoyeH
MpusHak . YCTPOICTBO ABASETCA KMAcTEPOM»
3eneHbli, ropuT NOCTOAHHO
BeayLero cTeKka
Master yCTpoWcTBa YCTPOWCTBO He ABNAETCA KMacTepom» B
npu pabote B BbikntoueH CTeKe UK He 3aaH peXxnm
cTeke CTEKMPOBaHUA
WHankaTop 3eneHbli, ropuT NOCTOAHHO AKB nogkntoueHa
Battery cocToAHMA KpacHbii, ropuT NOCTOAHHO Hu3kuit yposeHb 3apaga AKB
AKKYMYIATOPH
ol batapeu BbIkntoueH AKB oTKAtoyeHa

Ecan nuaukatop Alarm u uHanKatop PoE 04HOBPEMEHHO ropAT KPAcHbIM LiBETOM, — 3TO

CUrHanusmupyeT o KpUTUUYECKou owmnbKe PoE.

1.5 KomnaeKT nocraBKku

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;
— KomnneKT Kpeneka B CTOMKY;

—  WHyp nuTaHma EBpoBuaka-Cl3 1.8m (ansa mogeneii c AC-nutaHuem);
—  WHyp nuTtaHma NBC 2x1.5 2m (ana moaeneit ¢ DC-nutaHuem);

— MNamATKa o0 AoKyMmeHTauuu;
— CepTuduKaT COOTBETCTBUSA;
— Nacnopr.

Mo 3aKka3y Nnokynateasa B KOMMAEKT MOCTaBKM ONUMOHA/IbHO MOTYT ObITb BKNIOYEHDI:

—  PyKoBoACTBO Mo 3KcnayaTauuun Ha CD-gucke;

—  KoHconbHbIi Kabenb;
—  SFP/SFP+ TpaHcuBepsl.

36
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUS K NU-
Talowen cetu.

2.1 KpenneHue KPpOHLWTENHOB

B KOMMNAEKT NOCTAaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 415 YCTAaHOBKWU B CTOMKY M BUHTbI A8 Kpen-
JIEHMA KPOHLUTEMHOB K KOPNyCy yCTPOoMCTBa. [11A YCTAaHOBKU KPOHLUTENHOB:

PucyHok 33 — KpenneHune KpoHLITENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA A/1A BUHTOB Ha KPOHLUTEMHE C TaKMMMU XKe OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTPOCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYycCy.

3. MosTopuTe geicTeua 1, 2 Ans BTOPOro KPoHLWTENHa.

2.2 YcTaHOBKA YCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. TpunoxKnTe yCTPOMCTBO K BEPTUKAbHBIM HAaNpPaBAAIOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUMAMM HA HaNpaBAAIOLWMX CTOMKMK. Mcnonb-
3yiTe OTBEepCTMUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANA TOro
4TO6bI YCTPONCTBO PACNONaranoCb ropU3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P 37
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PucyHoK 34 — YcTaHOBKa YCTPOIACTBA B CTOMKY

Ha pucyHKe 35 npuBegeH npumep pasmelleHns kKommytatopoB MES14xx n MES24xx B cTolKe.

o MES14xx/MES24xx N1 o
o KabenbHbI opraHansep o
o  MES14xxMES24xx N2 o
o KabenbHbIn opraHansep o
o|  MES14x«MES24xx N3 o
o KabenbHbIi opraHansep o
o  MES14xwMES24xx N4 o
o KabenbHhlin opraHainaep (o}
o 3 MES14xx/MES24xx N5 o
o KabenbHelin opraHainaep (]

PucyHok 35 — PasmeweHne KommyTtaTopoB MES14xx n MES24xx B CTOMKe

’l He 3aKpbiBaliTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TaKKe BEHTUIATOPbI, PACNoOIOXKEeHHblIe Ha
3aAHel naHenun, NOCTOPOHHUMU MpeamMeTamMmu BO u3bexkaHuMe neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapylueHuA ero paborbl.
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2.3 MoaknioueHue NUTaloLWEN ceTU

1. TMpexnae, 4em K yCcTpoicTBy OyaeT noaK/atyeHa nutatowas cetTb, HeobXoAMMO 3a3eMINTb
KOopnyc yCTpoKcTBa. 3a3emsieHne HeobxoAMMO BbIMOJHATb M30/MPOBAHHBIM MHOTOXWU/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CeYEHME 3a3eMIAIOLLENO NPOBOAA AOJIKHbI CO-
OTBETCTBOBaTbL TpeboBaHMaAmMmM Y3,

’ MopKnoueHne A0MKHO OCYLLECTBAATbCA KBaNMPULMPOBAHHbBIM CNELUAIUCTOM.
-

2. Ecnn npeanonaraetca NOAKAOYEHME KOMMbIOTEPA WAW MHOTO 0BOpPYyAOBaHUA K KOHCO/b-
HOMY NMOPTY KOMMYTaTOpPa, 3TO 060pYyA0BaHUE TaKKe AOMKHO BbiTb HAZEKHO 3a3eM/IEHO.

3. [oakntounTe K YCTPOWCTBY Kabenb NUTAHUA. B 3aBUCMMOCTM OT KOMMJ/IEKTaUuMKn YCTPOMCTBa,
NMUTaHWE MOKET OCYLLECTBAATLCA OT CETU NEepPeMEeHHOro ToKa, IMbo OT CeTU NOCTOSHHOTO
ToKa. Mpu NOAKAOYEHUM CeTU MepemeHHOro Toka caeayeT UCNosb3oBaTb Kabenb, BXoAA-
WMIA B KOMMNEKT ycTponcTBa. AN NOAKAOYEHMA K CeTU NOCTOAHHOIO TOKa UCMOJb3yiTe
NPOBOJA, ceYeHEM He MeHee 1 mm>.

Bo u3berkaHMe BO3HMKHOBEHUA KOPOTKOrO 3aMblKaHMA NpPU MNOAKAIOYEHUM K CeTU
NOCTOAHHOrO TOKa PEKOMEHAYeTCA NPOM3BECTU 3aUMCTKY NPOBOAA Ha AJIMHY 9 MM.

.‘

Llenb nuTaHnA NOCTOAHHbIM TOKOM A0/1)KHA coaep:KaTb yCTpOﬁCTBO OTK/Z1II04YEeHNA NUTAHUA C
¢M3VI‘-IECKMM pasbegnHeHnem coeguHeHuUA (BbIKﬂI-O‘-IaTenb, pa3beém, KOHTAaKTOp, aBTOMa-
TUUYECKMUIA BbIKNIOYaTE/b U T.1.).

.‘

4. BKAlouMTeE NUTaHMeE yCTpoKcTBa U ybeautTecb B OTCYTCTBUM aBapuUi MO COCTOAHUIO MHAMKA-
TOPOB Ha NepeaHel naHenu.

/ Ona nogknoueHua K MES3708P nutalowieit ceT He06X0AMMO CHATb KPbILLKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI1 18 BUHTOB, PACMNO/IOXKEHHbIX N0 KPasm.

2.4 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKA ONTMYECKUX MOAy/ieii MOXKEeT NPou3BOAUTLCA KaK NP BbIKAIOYEHHOM, TaK U
Npu BKNOYEHHOM YCTPOUCTBE.

K

PekomeHpayeTca pasgenbHoe noakaodeHue SFP-tpaHcuBepa v onTUYECKOro naty-KkopAaa B
cnor.

L

1. BcraBbTe BepxHMin SFP-Moay b B C/IOT OTKPbITOM YacTbio pa3bema BHM3, a HUKHMI SFP-
MOAY /b OTKPLITOM YacTblo pa3bema BBEpPX.
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PucyHoK 36 — YcTtaHoBKa SFP-TpaHcuBepos

2. Hapasute Ha moaynb. Korpa oH BCcTaHeT Ha MecTo, Bbl ycabliwnte xapaKTeprlﬁ LeN4yoK.

PucyHok 37 —YctaHoBneHHble SFP-TpaHcuBepbl

Ona ypaneHna TpaHcusepa:

1. OTKpoliTe 3aLLenKy moayns.

PucyHok 38 — OTKpbITHe 3awwenkn SFP-TpaHcMBepoB

2. W3Bnekute moaynb 13 cnoTa.

PucyHok 39 — N3BneyveHune SFP-TpaHcuBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CoueTaHue KnasuLl OnucaHue
Ctrl+A BepHyTbCA K Hayany CTPOKK
Ctrl+E BepHYTbCA K KOHLY CTPOKM
Ctrl+F MpoaBWHYTLCA BNepes Ha OAUH CUMBO
Ctrl+B MpoaBMHYTLCA Ha3ag Ha O4MH CUMBOA
Ctrl+D Yaanntb AaHHbIA CUMBON
Ctrl+U,X Yaanntb Havyano CTPOKM 40 CMMBO/A
Ctrl+K Ypanutb KOHew, CTPOKM Noc/ie CMMBOAA
Ctrl+W Ypaannte npegblayuiee c10B0O
Ctrl+T MNepemecTuTb NpeabloyLIN CUMBON
Ctrl+P MepenTn K NpeablayLLen CTPOKE B UCTOPUN KOMaHA,
Ctrl+N MepelTn K cneayoLen CTPOKe B UCTOPUN KOMaHA,
Ctrl+Z Bo3sspaT K KopHesomy pexumy CLI

3.2 HacTpoiika TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynauum tepmuHana (HyperTerminal, TeraTerm, Minicom)

M nponssectn cnegyrwouwme HaCTpOVIKMI

- Bbl6paTb COOTBETCTBVIOLLI,MVI I'IOC!'IeAOBaTe}'IbeIﬁ nopT;

—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIX — 115200 604;

— 3apaTtb GpopMaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbIN BUT, 6e3 KOHTPOIA YETHOCTY;

—  OTK/JIIOYUTb annapaTHOe U NporpaMmmMmHoe ynpasaeHne NOTOKOM AaHHbIX;

—  334aTb pPeXxum smynauuum TepmuHana VT100 (mMHorMe TepmMHafbHble MPOrpamMmbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHAA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAlueHMe ycTpoiicTBa

YCTaHOBUTb COegUHEHNE KOHCONN KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenoBatesibHOro
MHTepd>el7|ca KOMMNbKOTEPQA, HA KOTOPOM YCTaHOB/NIEHO NMPOrpaMmmHoe obecneyeHune IMYyNAUNN TEPMUHANA.

BKAOUNTL  yCTpOMCTBO. TpM  KakAOM  BKAHOYEHMM KOMMyTaTopa

3anyCckaeTca npouecc

WHWUMANM3aLMM YCTPOWCTBA, MNOC/AE KOTOpPOM HeobxoAMMO NpoMTH npoueaypy aBTopuM3aumMuM Ans

AanbHenwen paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Onsa Bxoda B 3arpy3o4yHoe MeHlo cneayeT NoAKAUUTLCS K YCTPOUCTBY Yepes uHTepdenc RS-232,
nepesarpysutb YCTPOMCTBO M BBECTM Maposib O/1A 3arPy304HOrO MEHK B TeyeHue 3-Xx CeKyHn nocse
NofABJEHUNA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382
khkhkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhrhkhkkhkhhkhhkkhkhkhrhkkhkkhhkhkhhkkhkhkrhkkhkkhkhkhrrhkhkhxkhk*k
#### RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkhkhkhkhkkhhkhkhkhkhkhhkhkhhhrhkhhkhkhkdhhkhkhkrhkhkrkhkhkhhkrhkhkhkhkhkdhkrkrkkhx
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY
hAhkhkhkkhkhkhkhkkhkkhkhhkhhkkhkhkhrhkhkkhkhhkhhkkhkhkhrhkhkkhkhhkhhkkhhkhrhkkhkkhkhhrkhkkhhkxkk*k
#### RTL8218B config - MAC ID = 16 ####

Now External 8218B

Kk hkhkhkhkkhhhkhkhkhkhhkhhhhkhrkhkhhkhkhkdhhkhrhkrhkhkhrhhkh ok hkhkhkhkdhkrkrkkhx
**x%%x RTL8214FC config - MAC ID = 24 **x*

Now External 8214FC

Net: Net Initialization Skipped

rt18380#0

Autobootin 3 seconds..

]
’ Maposnb OT 3arpy304HOro MEHIO N0 YMOYAHUIO ANA BCEX YCTPOMCTB «eltex».
.

Bua 3arpy3o4HOro meHio:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabanua 19 — PyHKUMM MHTepdelica 3arpy304HOro MeH0

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password M3meHeHWe napons Ha 3arpy3o4HoOe MeHIo.

Password Pecovery Procedure BocctaHoBneHWe ycTpadeHHoro napons. Mpu cnegyouwel 3a-
rpyske ocHosHoro MO nonb3oBaTenb Cpasy NOMALET B PEXUM
privil EXEC 6e3 BBOAa Napons.

Image menu BbibpaTb aKTMBHbIA 06pa3 cuctemHoro MO. Ecan HoBbIM 3a-
rpy*KeHHbIl dain cuctemHoro MO He BbIGpaH aKTUBHbBIM, TO
YCTPOMCTBO BbINOJIHUT 3arpy3Ky C UCMO/Ib30BAaHWEM TEKYLLEro
aKTMBHOro obpasa.

Image menu

[1] Show current image — NpocmoTp aKTMBHOrO cnoTa ¢ obpa-
30m MO;

[2] Set current image — BbIGOP aKTMBHOMO CNOTa CUCTEMHOTO
no;

[3] Back.

Serial bandwidth Bbibop ckopocTn nocnesoBaTenbHoOro nHTepdeliica.
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[nA BbIXxoAa M3 3arpy304HOro MeHto 1 NPoAO0IKEHMA 3arpy3Kn oCHOBHOro obpasa M0 Heobxoanmo
HaXaTtb <Esc>.
Ecnn B TeueHMe 1 MUHYTbI He Bbl6paH HM OAUH U3 NYHKTOB MEHIO, 3arpy3Ka ycCTpoiicTBa

’ ! npoAO/MKHUTCA.

3.5 Hacrtpo#ka PpyHKUMU KOMMmyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUIYPMPOBAHMIO YCTPOMCTBA MOXKHO pa3AennTb Ha ABa TUna:

— ba3oBas HacTpoMKa — BKAOYAET B ceba onpeseneHne 6a3oBbIX GYHKUMI KOHOUIYpaLmn 1
HaCTPOMKY AMHaMmyecKkux IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6e30MacHOCTM — BK/AOYaeT YynpaB/ieHWe CUCTEMOM
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/' Mpwu nepesarpysKe yCcTPOMCTBa Bce HECOXPaAHEHHbIe AaHHble byayT yTepaHbl. AN coxpaHe-
HUA NO6bIX BHECEHHbIX U3SMEHEHUI B HAaCTPOIKY KOMMYTaTopa UCMO/b3yeTcA caeaylowan

KOmaHAa:

console# write startup-config

3.5.1 AsmomamuuecKkasa Hacmpoliika napamempoe KoMmmymamopa
(Zero Touch Provisioning)

B uenAax aBTomaTM3auMM ynpasJeHUs KOMMYTaTOPOM Ha YCTpoicTBe noagep:kaHa ¢yHkuma ZTP

(Zero Touch Provisioning). aHHaa GyHKUMA NO3BOASET NONAYYUTb HACTPOMKY HEKOTOPbLIX onuuii ot DHCP-
cepBepa Ha 3Tane NoAKAYEHMA YCTPOICTBA. 1o ymonyaHuio ZTP BKAKOYEH aBTOMATUYECKU.

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxunma rnobanbHom KoHbUrypaumm:
console (config) #

Tabanuya 20 — KomaHAabl pexkmma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
ztp enable BkntounTb paboTy dyHKUMM ZTP.
V Mo ymonuaHuio ZTP nopaep)uBaetr nepepgady on-
umini 43, 66, 67. Mogonuum ana 43 onuuu:
-/BKAKOYEHO, 3anycKaeTcs -1-image
BHayajie cTapTa NPOLUMBKM -2 — bootfile
-3 — config-file
-4 - tftpserver
ztp disable OTKNtoUUTL paboTy pyHKUMK ZTP

3.5.2 bas3osaa Hacmpolika Kommymamopd

[na Hayana KOHPUrypaumm ycTpoicTBa HeObX04MMO NOAK/OUMTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaenoBaTeNbHbIM NOPT. 3anycTUTb Ha KOMNbIOTEPE NPOrPaMmy IMYAALUN TEPMUHANA COTNIACHO MYHKTY

3.2 «HacTtpolika TepMmuHana».
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Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopbin byaeT MCNoAb30BaTbCS
ONA NOAKNOYEHUA K YCTPOMCTBY YAaNIEHHO.

basoBasn HacTpoliKa BKAlOYaeT cneaytollee:

1. 3apaHve naponsa ana nonbsosatens «admin» (c ypoBHem npusuaernin — 15).
YpaneHue y4eTHOM 3anmncK «guest» Unm usmeHeHue naponsa aAna Heé.
Co3faHue HOBbIX Mosib3oBaTene.

HacTtpoiika ctatuyeckoro IP-agpeca, Macku NoACETU U LWIO3a NO YMOIYAHUIO.
HacTtpoiika napameTtpoB npoTokosia SNMP.

vk wn

3.5.2.1 3adaHue naponsa 08 nonvzoeamensa «admin» u co30aHue Hoabix nosab3zosameneii

Ona obecneyeHuns 3alULLEHHOro0 BX04a B CMCTeMY HEO6X0AMMO Ha3HauUTb Naponb npu-
e BUNErMpoBaHHOMY Nosb3oBaTtesio «adminy,

Mma nonb3oBatena w naponab BBOAUTCA NpM BXOAe B CUCTEMY BO BpemA CeaHCoB
AOMUHUCTPUPOBAHUA yCTpOﬁCTBa. [na co3gaHmAa HOBOro Nosib3oBaTesia CUCTEMbI AN HaCTpOVIKM noboro
M3 NapameTpoB — MMEHWN NO/1b30BATENA, NAPOA, YPOBHA anvaerMﬁ, MCNONb3YOTCA KOMaHAbI:

console# configure terminal
console (config) # username name password password privilege {1-15}

V YpoBeHb npusuneruii ¢ 1 no 14 paspeluaeT 40CTyN K YCTPOMCTBY, HO 3anpeLlaeT HaCTPOMKY.
YpoBeHb npuBuneruii 15 paspeluaer KaK 40CTyN, TaK U HACTPOIKY YCTPOMCTBaA.

Mpumep KomaHA AnAa 3agaHusa nonb3oBaTento «admin» napons «Eltex_1» u co3gaHus
nosib3osatens «operator» c naposem «Pass_2» 1 ypoBHeMm npusuaernin 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/ MHdopMauMA 0 NOKaNbHDBIX YYETHbIX 3aNUCAX XPAHUTCA B IHEProHe3aBUCMMOW NaMATU U
MmoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.
’ ‘ Heobxogumo 6paTb B KaBblUKM MMEHA YYETHbIX 3anuceil U Naposu, copeprKaliue cnew-
- CMMBO/IbI.

3.5.2.2 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wst03d 1o yMosa4YaHuo

[na BO3MOXHOCTM ynpaBieHUs KOMMYTaTOPOM W3 CETU HeobxoAMMO HasHauuTb yCTponcTey IP-
afpec, MacKy noaceTu U, B Cyvae ynpaBaeHWA U3 APYron ceTu, WA3 No ymoadaHuto. IP-agpec MoxKHO
HasHaunTb nbomy WHTepdeicy — VLAN, ¢dusmyeckomy nopTy, rpynne MOopToB (MO yMOAYAHWUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOMKEH
NPUHaZNEeXKaTb K TON e NOACETH, YTO M 0AMH U3 IP-uHTepdeicoB ycTponcTBa.

MNprmep KOMaHA HacTpoiKku IP-agpeca ans nntepdeinca VLAN 1

MapameTpbl MHTEpdEiica:

IP-adpec, HazHa4yaemblll 0a158 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1
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console# configure terminal

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if)# exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

[nsa Toro utobbl yoeanTsca, UTo agpec bbin HasHayYeH UHTepdENiCY, BBEAMTE KOMaHAY:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.5.2.3 Hacmpoiika napamempoe npomokoaa SNMP 8na docmyna K ycmpolicmey

YCTPOWUCTBO COAEpP>KMT BCTPOEHHbIM areHT SNMP 1 noanepsusaeT sepcum npoTtokona vl/v2c/v3.
AreHT SNMP nogaeprknBaeT Habop cTaHAAPTHbIX NepemeHHbix MIB.

[Na BO3MOXHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA NOCpPeacTBOM npoTokona SNMP, HeobxoamMmo
€o34aTb XOTs 6bl OAHY CTPOKY coobuiecTBa.

dopmat KoHourypaumm SNMP goaxKeH NpUHMMaTh CaeayoLWnin BUA:

snmp user user

snmp community index indexNumber name community security user

snmp group groupname user user security-model version

snmp access groupname version read view write view notify view

snmp view view oid included

snmp targetaddr targetAddr param targetParam ip-address taglist taglist
snmp targetparams targetParam user user security-model version message-
processing version

snmp notify user tag taglist type type

B KayectBe npumepa byaem mcnonb3osatb Bepcuto snmpv2c. Cosgaamm nosb3osaTens USER,
npuHagnexauwero rpynne GROUP. [aHHbIi nonb3oBaTeslb JOMKEH MMETb BO3MOMKHOCTb MCMOJ/b30BaTh
community NETMAN, Kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yapet paspeweH p[ocTyn Ha
yTeHme/3anncb/nonydeHne snmp-trap no obbeKkTam, npuHagNexallmMm viewiso. OBbeKTbl, 417 KOTOPbIX
pa3spelleHa OTnpaBKa TPANoB, AO/KHbI NPUHAANEXKaTb Ter-nnucty TAG, oTnpaBaATbCA Ha rpynny agpecos
ADDR, B KoTopyto BxoguT IP-agpec 192.168.1.1. MMapameTpbl OTNPaBKM YyKasbiBatoTca B targetparam
TRAPS, onpeaensemom gna nonbsosartena USER.

console (config
console (config
console (config

( #snmp user USER

(

(
console (config

(

(

#snmp community index I name NETMAN security USER

#snmp group GROUP user USER security-model vZc

#snmp access GROUP vZ2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model vZc
message-processing vZc

console (confiqg) #snmp notify USER tag TAG type Trap

~— o~

KomaHObI pexcuma 2a06asa6Hol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnunuya 21 — KomaHabl perknma rnobanbHol KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTUBMPOBATb OTNPaBKY Tpanos no cobbiTuio login/logout

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BblKNIOYEHO

AKTVMBMPOBaTL OTNPABKY TPANoB No COBbITUIO 3amblKkaHUs/
pPa3MbIKaHUA CYXMX KOHTAKTOB

OTKAOUUTL OTNPaBKy Tpanos No cobbITHIO 3aMbIKaHVIFI/
Pa3MblKaHUA CYXUX KOHTAKTOB

snmp enable traps coldstart

AKTMBMPOBATb OTNPABKY TPANoB No cobbiTUIo “*KecTKol’ nepe-
3arpysku

no snmp enable traps
warmstart

-/BKAOYEHO - =
no snmp enable traps OTKAOUYUTL OTNPABKY TPaANoB no cobbiTUiO ‘KecTkol’ nepesa-
coldstart rpy3Ku
snmp enable traps warmstart AKTMBMPOBATb OTNPABKY TPAanos No cobbITUIO Nepe3arpysku
no KkomaHge ‘reload’
-/BKNKOYEHO

OTKN0YUTL OTNPABKY TPANoB Mo cobbITMIO Nepe3arpysku no
KomaHze ‘reload’

snmp user user_name
{EnginelD EnginelD}

no snmp user name

user_name: (1..32)
CUMBOJI0B

Cospatb SNMP-nonb3oBsartens.
- EnginelD — ngeHtndukatop SNMP-ycTpoiicTea
Bkniouatoulee B ceba cneucMmBsobl user_name
H TpebyeTca yKasbiBaTb B KaBblYKaXx.

Ypanutb SNMP-nonb3osaTena.

snmp community index index
name name security
user_name

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32)
C“MBO/I0OB

MpuBA3aTb COOBLLECTBO C 3aaHHBIM MHAEKCOM K paHee co3-
AaHHOMY NoNb30BaTeNto.
YT106bl paspewnTb MCMoAb30oBaHWE MHOro cneunanbHoro
CMMBOJIA B Ha3BaHWM U UHAEKce cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblyKax. ECciM HasBaHve M MHAEKC coobluecTBa
coAepKaT To/IbKo ByKBbl U UMbPbI, TOrAa ABONHbIE KaBbIYKM
He HY}KHbl.
’ BKnloualouiee B ceba cneucMmsosibl community
H TpebyeTcA yKa3biBaTb B KaBbl4Kax.

Yaanutb SNMP-coo6LecTBo ¢ yKazaHHbIM MHIAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CYMBOJIOB;
group_name: (1..32)
C“MBO/IOB

Co3patb SNMP-rpynny nam tabamuy coorsetctaunit SNMP-
nonb3osaTenen u npasun obospennini SNMP

Yaanutb SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
CMMBOJIOB

Paspewuntb SNMP-rpynne A0CTyn Ha YTeHWe, 3anNucb 1 oT-
npaBKy SNMp-TPanoB No 06beKkTam, NPUHAANENKALLUM
read/write/notify-view.

3anpetutb SNMP-rpynne AocTyn Ha YTeHUe, 3anncb U OTNPaB-
Ky SNMp-Tpanos no o6beKkTam, NpUHaLIeKaLLmMm
read/write/notify-view.

snmp view view_nameOID
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOIOB

Co3paTb UM pefakTMpoBaTbnpasmno obospeHna ana
SNMP—paspeLatoiee npasuno, nMbo orpaHuymBatoLLee
cepBepy-ob6o3pesatento goctyn K OID.

- OID —vaeHTnduKatopa obekta MIB, npeacTBNeHHbIN B BUAE
pepesa ASN.1

- included — OID BK/toyeHa B npaBu/o ana 0603peBaHus;

- excluded — OID uckntoyeHa B npaBmno ans obospesaHuUs.

Yaanutb npasuao o6o3peHus ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

no snmp targetaddr
targetAddr

targetAddr: (1..32)
CUMBO/I0B;
targetParam: (1..32)
CUMBO/IOB;
taglist: (1..255) cumBonos

Co3aatb rpynny agpecos, Ha KOTopble ByAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucra

YpanuTb rpynny agpecos, Ha KoTopble 6yayT oTNpaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucra
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snmp targetparams
target_param user user_name
security-model {v1 | v2c | v3}
message-processing {v1 | v2c
| v3}

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;

YKasaTb NapameTpbl OTNPaBKM TPanos, onpeaensiemble nob-
30Baenem

YAanute napameTpbl OTNPaBKKM TPanos, onpeaensemblie nojb-
30Baesiem

system location text

Name:(1..255) cumBonos

3aaTb MHGOPMALMIO O MECTOMOOKEHNM YCTPOIACTBA.

system contact text

Name:(1..255) cumsonos

3a/aTb KOHTaKTHYI0 MHGOPMALMIO YCTPOICTBA.

3.5.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTM CUCTEMbI MUCMOAb3yeTcs MexaHusm AAA (ayTeHTUdMKaLMA,
aBTopu3aums, yyeT). Ana wnudpoBaHMA AaHHbIX UCNONb3YeTcA MmexaHu3m SSH.

— Authentication (ayTeHTUdMKauMa) — conocTaBaeHMe 3anpoca CyLIecTBYHOLWENn YUYETHOMN
3anucu B cucteme 6e30nNacHOCTHU.

— Authorization (aBTopu3auus, NpPoBEpPKa YPOBHA A0OCTyna) — COMNOCTaBjAeHME Y4YETHOM
3anucu B cucteme (nNpolleawein ayTeHTUGUKaLMIO) 1 onpeaenéHHbIX NOSTHOMOUMIA.

— Accounting (y4€T) — cnexeHue 3a noTpebieHneM pecypcoB No/b30BaTeNIeM.

napoJyis — admin.

[Ipy MCHOJIB30BAHUM HACTPOEK YCTPOMCTBAa 10 yMOJIUAHMIO MMsS [OJib30BaTens — admin,
[lapoJib Has3HAYAETCs IIOJIb30OBATEJIEM.

Memodbl aymeHmuguKayuu U asmopusayuu moaym bbimb HacmpoeHsb! 2106aa1bHO Uau

Ha omoesbHbIE AUHUU.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #

[na BXo4a B PEXKMM KOHOUIYPaLMM TUHMIA UCNOb3YIOTCA KOMaHAbI:

line {console |

telnet |

ssh}

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHOUrypauum NHUNA:

console (config-line) #

Tabnnuya 22 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHda

3HauyeHue/3HayeHue no

ymon4yaHuro

Aelicmeue

enable authentication
{local | radius | tacacs}

no enable authentication

-/BbIKAOYEHO

3apatb meTof ayTeHTUdMKaLMK NONb30BaTeNA NPU MNOBbILLEHUN
YPOBHS NpUBUAETUIA AN KOHCoNM, telnet, ssh.
- radius — ucnosb3oBaTb cnvcok RADIUS-cepBepoB A/ ayTeH-
TMdUKaLmm;
- tacacs — ucnonb3sosatb cnucok TACACS-cepBepoB Ana ayTeH-
TMdUKaLMK.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.

login authentication
{radius | tacacs} [local]

no login authentication

-/local

3agaTb MeTog, ayTeHTUMKaLMM NONb30BaTeNA MPU BXoAde ANA
KoHconw, telnet, ssh

YCTaHOBUTb 3HAYeHue no YMOIHaHUIO.
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEPGENC KOMAHAHON CTPOKU

ONnA KOHPUIrypauMm HacTpoeK KOMMYTaTopa MCMO/b3yeTcs HECKO/IbKO PEeXMMOB. B Kaxaom
pexume AOCTyneH onpegeneHHbli CNMCOK KOMaHA. BBOA CMMBONA «?» CAYXWUT A/1A NPOCMOTpa Habopa
KOMaHJ, AOCTYMHbIX B KaXKA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLWMX PEXMMOB M KOMaHS, BXO4A B PEXKMUM:

KomaHOdHbiii pexcum (EXEC), paHHbIV peXXMM AOCTYNeH cpasy nocse yCrnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MUMEHM NO/Ab30BaTeNs M Napona (4Na HenpuBUAErMPOBAHHOIO Nosb3osaTtens). Mpurnawe-
HME CUCTEMbI B 3TOM PEXMME COCTOUT U3 UMEHU ycTpoicTea (host name) n cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), paHHbIV pexxnm A0CTyrNeH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAA MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoli koHguaypayuu (global configuration), naHHbI pexxum npeaHasHaveH ANns
334aHuA 0bLWMX HAcTpoeK KommyTaTopa. KomaHapl pexknma rnobasibHOM KOHPUrypaumm AOCTYMHbI U3
ntoboro noapexkmma KoHPUrypauum. Bxoa B pexkmm ocyLLecTBaseTca KOMaHAoN configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHand (line configuration), naHHbIN pexnm npegHasHavyeH AR KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perruma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua:

console>

Tabnunua 23 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
enable [priv] priv: (1.15)/15 MepeKkNtounTLCA B NPUBUAETMPOBAHHDBIV PEXMM (eCNU 3HaYeHue
He yKa3aHo — TO ypOBeHb npusuaerni 15).
logout - 3aBepLUeHne TeKYLLLeN ceccumn U CMeHa noab3oBaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOM WMHPopmaumm o paboTe MHTepdenca Ko-
i MaHAHOW CTPOKM
show privilege - MoKa3aTb ypoOBEeHb NPUBUIETUIA TEKYLLETO NOb30BATENS.
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KomaHObl pexcuma privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console#

Tabnunua 24 — basoBble KOMaHAbI, AOCTYMHbIe B pexkmume privileged EXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no ymon4aHuro
disable [priv] priv: (1, 7, 15)/1 BepHyTbCA B HOPMabHbIN PEXUM U3 NPUBUAETMPOBAHHOTO.
configure terminal - MepeiTn B pexxnm KoHbUrypaumm.

KomaHOb1, 0ocmyriHbie 80 8cex perumMax KOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:
console#
console (config) #

console (config-line)#

Tabanua 25 — ba3oBble KOMaHAbI, 4OCTYMHbIE BO BCEX peXUMax KOHUTypaLmm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMoA4YaHuto

exit ) BbIiT 13 ntoboro pexxkmma KoHdUrypaLumm Ha ypoBeHb Bbille B
nepapxum Komang CLI.

end BbIiTM 13 ntob0oro pexkuma KoHOUrypaLum B KOMaHAHbIA peXum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAy KomaHgHoro yposHs (EXEC) u3 nwboro
pexxuma KoHourypaumm.

help - BbIBECTU CNpPaBKy NO MCMNOb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®dunbTpaumns coobLleHnn No3BONAET YMEHbLWUTb 06beM OToOparkaembiX AaHHbIX B OTBET Ha
3anpocbl nonb3osatensa u obneryntb NoUcK Heobxoanmon mHdpopmaumu. Ana dunbtpaumm TpebyeTca
006aBUTb B KOHEL, KOMaHAHON CTPOKM CUMMBOJ «|» M MCMONb30BaTb OAHY W3 ONuUMA GUAbTpPaLUW,
nepeyncieHHbIx B Tabanue 26. Punbrpayma paboTaeT TONbKO 41a show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 26 — ba3oBble KOMaHAbl, AOCTYMHble B pexume Privileged EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
Mo ymoa4YaHuro
grep BbIBECTU BCe CTPOKM, cofeprralume WwabnoH.
grep-v - BbiBECTU BCE CTPOKM, HE coaeprKalume WwabnoH

BblBECTM BCe CTPOKM, COAEpIKaLLme peryaspHble BblparKeHus:

. — COOTBETCTBYET /Il060MY OTAE/NbHOMY CUMBOJY;

* — npepplayLwmnin cumeon cootsetctyeT O unu 6onee pas;

A — cooTBeTcBYeT Npobeny B Hauyane CTPoKM;

grep -c "regexp" - \b — cooTBetctByeT npobeny B KOHUE Cl10Ba;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPHKATCA CUMBOJbI U3
KBa4pPaTHbIX CKOBOK;

\ — UrHOPWTYET CMBOJI, CNelyloWmnii 33 PeryasapHbIM Bbipaxe-
HVem
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4.3 HacTpoiiKa MaKpOKOMaHp,

[daHHas ¢yHKUMA NO3BOMIAET CO34aBaTb YHUPUUMPOBAHHblE Habopbl KOMaHA — MaKpoCl,
KOTOPblE MOXKHO BMOC/NEeACTBMM NPUMEHATL B MPOLUECCe KOHOUrypaumm. MaKcumanbHoe KO/MYecTBo

MaKpocos - 15.

KomaHObI pexcuma 2a06an6HolU KOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunuya 27 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHda ue no Aeiicmeue
YMOAYAHUIO
macro name word Co3aaTb HOBbI HAaboOp KOMaHA, ecan Habop € TaKUM UMEHeEM
cylecTByeT — nepesanucaTb ero. Habop KomaHg BBOAUTCA
NMOCTPOYHO. 3aKOHYUTb MAKPOC MOMKHO C MOMOLLbIO CUMBOJIA
word: (1..32) umyn
@”. MaKkcumanbHas AnvHa makpoca — 510 cumsonos. B
cMmBonos TeNe MaKpoca MOXHO MCNO/Ib30BATb A0 TPEX NepemMeHHbIX B
KOHUrypaumu.
no macro name word YAanuTb yKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoC.
word: (1..32) - pattern - WwabaoH, cocTOAWMA U3 0OBABNEHUA, HAaNpUMepP
[patternl valuel] [pattern2 CMMBOOB cumsona "$", n nepemeHHOM, HanMCaHHbIX CANTHO
value2] [pattern3 value3] - value — nepemeHHan KoHOUrypauum
macro trace word word: (1..32) OT106pa3mnTb NpoLecc BbINONHEHMA MaKpOCa.
CMMBONOB - pattern - WabnoH, coCTOAWMIN U3 06BABNEHMA, HAaNpUMep
[patternl valuel] [pattern2 cumBonia "$", M nepemeHHOM, HaNMCaHHbIX CIMTHO
value2] [pattern3 value3] - value — nepemeHHaa KoHOUrypauum

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 28 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

macro apply word

[patternl valuel] [pattern2
value2] [pattern3 value3]
macro trace word

word: (1..32)
CUMBOIOB

[patternl valuel] [pattern2
value2] [pattern3 value3]

MpUMEHWTb YKa3aHHBbIN Makpoc.

- pattern - WabNoOH, COCTOALWMIN U3 06BABNEHMA, HAaNpUMepP
cumBonia "$", M nepemeHHOM, HanMCaHHbIX CIMTHO

- value — nepemeHHas KoHdUrypaumm

OTO6pa3smnTbL NpoLecc BbINOJHEHNA MaKpoca.

- pattern - WabNoOH, COCTOALWMIN U3 06BABNEHMA, HAaNpUMepP
cumBonia "$", M nepemeHHOM, HanMCcaHHbIX CIMTHO

- value — nepemeHHas KOHGUrypaunm

show macro

OT06pasuTb NapameTpbl HACTPOEHHbIX MAaKpPOCOB Ha yCT-
povicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Buza 3anpoca KOMaHZAHOW CTPOKM pexnma KoHouUrypaumm nHtepdeica:

console (config-if) #

50

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

Tabnnua 29 — KomaHabl pexkmma KoHourypauum uHtepdelica

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

macro apply word

MPUMEHUTb YKa3aHHbIN MaKpoc.

[patternl valuel] [pattern2
value2] [pattern3 value3]

word: (1..32) - pattern - wabnoH, cocToAWMI N3 06BABNAEHUA, HANPUMEpP
[patternl valuel] [pattern2 CMMBO/OB cumsona "S", n nepemMeHHoOM, HanMCcaHHbIX CANTHO
value2] [pattern3 value3] - value — nepemeHHas KoHoUrypauum
macro trace word word: (1..32) OT06pasnTb NpoLLECC BbINOJHEHMA MaKpOCa.
CUMBOJI0B - pattern - wWabnoH, COCTOAWMIA U3 06BABNEHUA, HAaNpUMep

cumsona "S", n nepemMeHHOM, HanMCcaHHbIX CANTHO
- value — nepemeHHas KoHbUrypauum

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #macro name 1

Enter macro commands, one per line. End with symbol '@'.
conf t
interface gi0/%1
switchport mode access
switchport access vlan %2
description %3
@
consolef#macro apply 1 %1 6 %2 10 %3 "giO/6"
4.4 KomaHAbl ynpaB/ieHUA CUCTEMOMN
KomaHOel pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>
Tabanuya 30 — KomaHAabl ynpasaeHna cuctemom B pexkume EXEC
3Ha4yeHue/3HayeHue rno ”
KomaHoa HaueHue/3HaveHue n Aelicmeue

YyMOMYaHUO

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] host: (1..158) cumBoNOB;
size: (36..2080)/64 6aiiT;
count: (0..10)/3;

timeout: (1..100)

KomaHga cnyut ansa nepegaumn 3anpocos (ICMP Echo-Request)
npoTokona ICMP ykazaHHOMY y31y CeTW, a TaKXKe A/1A KOHTPOANsA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- host — LOMeHHOe MMA y3na ceTy;

- Size — pa3mep nakeTa 419 OTNPABKM, KOANYECTBO 6alT B nakeTe;
- count — KONMYECTBO NAKeTOB A/1A Nepefayn;

- timeout — Bpema 0XnaaHusa oTBeTa Ha 3anpoc.

traceroute{A.B.C.D | ipv6
AAAA::BBBB} [size size] [ttl
ttl] [count count] [timeout

OnpepeneHve MmaplipyTa TpaduKa Ha3HauyeHuA.
- A.B.C.D — IPv4-appec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

00 y3na

timeout] . . - host — pOMeHHOe MMA y3na ceTu;
size: (64..1518)/64 6airT; . . .
ttl: (1.255)/30; - Size — pa3mep nakeTa A/1A OTNPaBKKW, KOANYeCTBO HalT B NaKeTe;
’ t”(l 10)/3’ - tt/ — MaKCcMMaibHOE KOIMYECTBO YYACTKOB B MapLUpyTe;
count: (1.. ;
. ! - count — KO/NIMYECTBO MOMbITOK Mepefayn MakeTa Ha Kaxaom
timeout: (1..60)/3 ¢ )
yyacTke;
- timeout — Bpema 0XnAaHusA oTBeTa Ha 3anpoc;
OnucaHue owU60K NpU BbINONHEHUU KOMaHA U pe-
V 3y/NbTaTOB NpUBeAEHO B Tabauue 32.
show users OT06pasnTb MHOOPMaLMIO O NOMb30BATENAX, MWCMOb3YHOLMX

pecypcbl ycTpoicTea.

show system information -

BbiBOA, CUCTEMHOMN MHPOPMaLUN.

show nvram

OT06pasnTb MHPOpPMaLMto 06 YyCTPOMCTBE B SHEPrOHE3aBMCHMMOW
NamaTu.

show tech-support

OTo6pasntb nHbopmaumio 06 ycTpoicTee, Heobxoaumon anA
Haya/ibHOM AMArHOCTUKKM Npobaem.
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KomaHObI pexcuma privileged EXEC

3anpoc KomaHAaHoOM cTpokK B pexkmme privileged EXEC umeet cnegytowmin sua;:

console#

Tabaunuya 31 — KomaHzabl ynpasaeHus cuctemomn B pexkume privileged EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

reload

KomaHaa cnyxut ans nepesanycka ycTpoicTsa.

reload at hh:mm:ss [day month ]

hh: (0..23), mm:
(0..59), ss: (0..59)/ day:
(1...31)/ month: (1..12)

YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsea.

reload in { hours minutes}

hours: (0..168), minutes:
(0..59).

YcTaHOBKa BpeMeHMU, Yepes KoTopoe Npou3oiaeT nepesarpys-
Ka yCTpolicTBa.

reload cancel

OTMeHa OTNOXKEHHOM nepesarpysku.

show reload

MpoCMOTp BpemMeHU, Ha KOTOPOe Ha3HadYeHa nepesa-rpyskxa.

show env CPU

MOHUTOPUHT yTUAM3aunm CPU.

show env tasks

MoHuTopuHr ytuausauum CPU no npoueccam.

show env RAM

MOHUTOPUHT yTAM3aumnm RAM.

show env temperature

MOHUTOPUHT TepmogaTumKa.

show env flash

MoHuTtopuHr flash-namartu.

show env power

MOHWUTOPUHT NUTaHKA.

show env all

MOHWUTOPUHT BCEX MAPAaMETPOB OKPYKEHUA.

show env dry-contacts

MOHUTOPUHT TEKYLLErO COCTOAHWA CYyXMX KOHTAKTOB.

show env fan

MOHUTOPUHI COCTOAHMA BEHTUNATOPOB.

telnet {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]

OTkpbiTe TELNET-ceccun gna ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface - nHTepdelic;

- name — msA Nosib3oBaTens.

show telnet-client

OTob6pa3nTb cTaTyc KaueHTa Telnet M KOAMYECTBO aKTUBHbIX
ceccum.

ssh [name@[{A.B.C.D |
AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-1]-2] [-C] [-v] [command]

OTKpbITME SSH-ceccun ana y3na cetu.

- A.B.C.D — IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetu

- interface - nHTepdelic;

- name — UMA Nosb30BaTeNs;

-1 —wucnonb3osatb ToAbKO SSH Bepcuu 1;

-2 —ncnonb3oBaTb TobKo SSH Bepcuu 2;

-C — 3anpocuTb cxKaTue JaHHbIX;

-V —nogpobHo oTobpakaTb NpoLecc NOAKNOYEHUS;

- command — KomaHAa, BbiNosHAemMasn Ha SSH-cepaepe.

show ssh-client

OT06pasunTb cTaTyc KAnMeHTa SSH M KOAMYeCcTBO aKTUBHBbIX cec-
CUIA.

an BbIMO/IHEHUN KOMaHAbI

npueeaeHo B Tabauue 32.

traceroute MOFYT MPOU3OWNTM OLUINOBKM,

onucaHve OWMOOK

Tabnunua 32 — OWKBKM NpU BLINONHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepesayn nakeTa.
? HeunsBecTHbIM TN NakeTa.
A AZMUHUCTPATUBHO HeaocTyneH. O6bIYHO MPOUCXOAUT NPU BNOKMPOBAHMMU UCXOAALLETO
TpadmKka no npasuiam B Tabaunue gocrtyna ACL.
TpebyeTcs pparmeHTaums 1 yctaHoBka 6mTos DF.
H Y3en cetv He4OCTyNEH.

CeTb HegOCTYyMHa.
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MpoToKON HegoCTYNEH.

McToYHMK nogasneH.

McTekno Bpemsa NOBTOPHOW CHOPKKN dparmeHTa.

OwmnbKa ncxoALLero mapLipyTa.

Clvw|mm|O|©

MopT HepocTyneH.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexXume rnobanbHoM KOHOUTYpPaLMN MMEET CAeayoLWni BUA,:

console (confiqg) #

Tabanuya 33 — KomaHabl ynpaBaeHNa CUCTEMOW B pexxume rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
no ymoa4YaHuro
hostname name name: (1..64) KomaHgaa cny»Kut ans 3aaHmsa CeTEBOrO UMEHW YCTPOMCTBA.
no hostname CUMBOIOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHWNE MO YMONYAHMIO.

cpu rate limit queue queue
maxrate pps

queue: (1-8) pps:

YCTaHOBUTb OrpaHUYEHME CKOPOCTU BXOAALWMX GpernmoB gas on-
peaeneHHon oyepegm
- pps - NAKETOB B CEKYHAY.

set ssh-client disable

— 1..2000/128 -
cpu-rate limit queue queue BOCCTaHOBUTb 3HAYeHWe pps MO YMOSYAHUIO A/1A ONpeaeseHHON
maxrate 128 oyepeam
reset-button {enable | disable - enable — Nnpu HaxKaTuM KHoNKKM F anntenbHocTbio meHee 10 ce-
| reset-only} KYHZ, NPOMCXOAMT nepesarpyska yCTpoMCTBa; NPy HaXKaTuu Ha

_Jenable KHOMKy 6onee 10 cekyHA, NpoMCXoauT cbpoc yCTpOMCTBa 40 3aBO-
OCKOW KOHUrypaLmu;
- disable — kHonKa F oTKAtoYeHa (He pearMpyeTt Ha HaxKaTue);
- reset-only — TONbKO Nepesarpyska.
set telnet-client enable BkntounTb paboty TELNET-KnneHTa
- - -/BKNOYEHO
set telnet-client disable Bbikntountb paboty TELNET-knneHTa
set ip http enable .
Bkatountb HTTP-cepBep Ha ycTpouncTee
-/BKAKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse
HasHauntb nopt, NpPOCAYLIMBaEMbIi HTTP-cepsepom.
ip http port port 30 Tpebyetca nepesanyck HTTP-cepsepa Ana npumeHeHUa
! HacTPOIKK
set ssh-client enable BkntounTb paboTy SSH-kAneHTa
-/BKAKOYEHO

BbIKkntounTb paboTy SSH-knMeHTa

env dying-gasp enable

-/BbIK/IOYEHO

env dying-gasp disable

BKAtOUMTb OTNpaBKy coobuieHnit diyng gasp.
V TonbKo gna ycrpoiicts MES2448B u MES2448E
Mpw BKAOYEHUMN OTNPaBKKU coobuieHnit dying-gasp BbiK-

V niovaetca moHutopur AKb

BbIKNHOUNTL OTNPABKY coobuieHuit dying gasp.

env battery monitor enable

-/BKAKOYEHO

env battery monitor disable

BkntounTtb MOHUTOPUHT AKB.
V- TonbKo ana ycrpoiicts MES2448B n MES2448E.

Y

Mpu BrkAOYEeHUU MOHUTOpPUHTa AKB BbiKatovaeTca oTn-
paBKa coobuweHunit gying-gasp

BbikntounTtb moHuTOpUr AKB.

banner exec [ string ]

-/BbIK/IOYEHO

no banner exec

HacTpouTb npuBeTcTBMe AN HeaBTOPM30BaHHbLIX MOJb30BaTesNen
Npv NOAKAOYEHUN K KOMMYTATOPY.

string — TEKCT NPUBETCTBUSA O/IMHON A0 256 CMMBOJIOB.

Mpu BBOAE KOMaHAbl 6e3 mapameTpa string NpuBeTCTBUE MOXKET
umeTb aavHy o 1023 cumBonoB. BBog, npuBeTCTBUA NpepbiBaeTca
C NOMOLLbIO cMmBoaa "@".

Yaanutb npusBeTcTBME 419 HEaBTOPU3OBaAHHbIX nosb3osaTesnei.
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banner login [ string ]

-/BbIK/IIOYEHO

no banner login

HactpouTb npuBeTcTBUE 418 NOAb30BaTENElN NOC/NE aBTOPU3ALMUM.

string — TEKCT NpUBETCTBUSA A/IMHON A0 256 cimBOIOB.

Mpu BBOAE KOMaHAbl 6€3 nmapameTpa string NPUBETCTBME MOXKET
nmetb aavHy ao 1023 cumsonos. BBog npmBeTcTBMA NpepbiBaeTca
C nomolubio cumsona "'@".

Ypanutb NpMBETCTBME A/1A aBTOPU30BaAHHbIX NOJ/Ib30BATE/EN.

Tabnnua 34 — KomaHgbl pe

*Kmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

clear cpu rate limit counters

OumnCTUTL cYeTUMKM rate limit Ha CPU

show cpu rate limit

OTobparkeHune cueTunkos rate limit Ha CPU

set cli pagination on

BK/IOUMTb NOCTPAHUYHbIN BbIBOA KOHOUTYpaL MK

— -/on "
set cli pagination off OTKAOUUTb MOCTPAHWUYHbIN BbIBOA KOHOUIYpaLmum
. BK/IIOUMTL MOATBEPKAEHWE Mepes BbiNOJHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHz,
-/on

set cli prompt off

OTKNIOUYNTL MOATBEPKAEHWE Mepes BbINOJHEHMEM HEKOTOPbIX
KOMaHZ,

4.5 KomaHabl ANA HaCTPOMKKN NapameTpoB AgnA 3a4aHuA naponei

[aHHbIl pa3gen npeaHasHavyeH A5 HaCTPOMKM 3aJaHua Napoaen ansa nosib3oBaTesien.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxnume rnobasbHON KOHOUIypaLMn UMEET CieayoWwmin BUA,:

console (confiqg) #

Tabnuua 35 — KomaHAabl ynpaBaeHUA CUCTEMO B pexxnme rnobanbHo KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
{lowercase | numbers |
symbols | uppercase}

-/BbIK/OYEHO

no password validate

BK/IIOYMTb MeXaHM3M NPOBEPKM naponei.

- lowercase — naponb [OMKEH COAEpKaTb CUMBOJIbI HUMKHETO pe-
rMcTpa;

- numbers — Napo/b JONKEH COAEPHKaTb XOTA 6bl 04HY LndpPY;

- symbols — naposib JONKEH COXKepKaTb XOTA 6bl OAMH CUMBO;

- uppercase — Naposib AOJKEH COAepKaTb CMMBO/bI BEPXHEro
perucTpa.

OTKAOUUTL MEXAHU3M NPOBEPKU Naponei.

password validate length
length

length: (0..20)/0

no password validate

3apatb MWHUMANbHYHO A/IMHY NAapOoaA.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cneaytowmim BuA;:

console#

Tabnunua 36 — KomaHabl ans paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

Aeilicmeue

show password validate rules

MpocmoTp TeKyLel HaCTPOMKM MexaHM3Ma NPOBEPKM Naponei.
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4.6 Pab6orta c ¢painamm

4.6.1 OnucaHue ap2ymeHmMoe KOMAaHO

Mpu ocyuwecTeneHmn onepaumin Hag dannamm, B KayecTBe apryMeHTOB KOMaHA, BbICTyMNatoT ajapeca

URL -

onpeaenuTeIn MeCTOHaxOXAeHna pecypca.

onepaumax, npuseaeHo B Tabauue 37.

OnucaHue KAn4veBbIX CNOB, NUCNONIb3yeMblX B

Tabnnua 37 — CNUCoK KAtoYeBbIX C0B U UX ONUCaHKNe

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbIvi agpec v agpec mecta HasHavyeHuA A SHeProHe3aBUCUMON NaMATU. DHeproHesaBu-
CMMan NamATb UCMO/b3yeTca No ymondaHuio, ecam agpec URL onpeaeneH 6e3 npedukca (npedmk-
camu asnstotca: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

startup-config

daiin nepeBoHaYanbHOM KOHOUTypauuu.

active-image

®aiin c akTMBHbIM 06pasom.

inactive-image

daiin c HeaKTMBHbIM 06pa3om.

UcxopHbIv agpec nnm agpec mecta HasHaveHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MmA yCTPOICTBA;
- directory — kaTanor;
- filename — vma dainna.

logging daiin c uctopureit KomaHa,

4.6.2 KomaHObI s pabomeli ¢ paiinamu

3anpoc KomaHAHOM cTPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnua 38 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copy source_url boot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBOIOB

KonupoBaHue ¢aitna U3 MectononoxXeHnsa UCTOYHUKA B MeCTOmMo-
NOXKeHue HasHaveHwus.

- source_url — mecTononoxeHune konmpyemoro ¢aina;

- destination_url — appec mecta HasHauyeHus, Kyaa dainn byaet
CKOMMPOBAH.

CoxpaHeHwue nepBoHavanbHOM KoHbUIypaLmMm Ha cepaepe.

KOI'IMpOBaHMe d)aﬁna Ha4a/IbHOro 3arpysydnka U3 mectononoxe-
HUA UCTOYHUKA B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK palinos B yKasaHHOM KaTasore.

more [flash:path | file_name]

OT06pasunTb coaepkmmoe daina.

pwd

OT06pasuTb NyTb A0 TEKYLLEN ANPEKTOPUMU.

cd [flash:path | dir_name]

M3MEHUTb AUPEKTOPUIO HA YKa3aHHY!IO.

mkdir [flash:path | dir_name]

Co3gatb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

rmdir [flash:path | dir_name]

Ypanutb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

erase ur/

Yaoanutb dann

erase startup-config

Yaanutb ¢ann nepBoHavyanbHON KOHUTypauuu.

erase nvram:

C6pocutsb A0 AedoNTHON SIHEProHe3aBUCUMYIO NAaMATb.

erase flash:/LogDir/filename

Yaanutb $ann 3anucu aBapunHbIX M OTIa404HbIX COOBLLEHNI

boot system inactive

3arpy3unTbCcs ¢ HeakTMBHOro obpasa Mo.

boot system active

3arpysuTbca ¢ akTMBHOro obpasa Mo.

delete startup-config

Yaanutb ¢anin nepsBoHayYaNbHOM KOHOUIypaLmmM BMeECTe C OYUCT-
KoW rnobanbHbIX HACTPOEK NVram U yaaneHnem nosb3oBaTtesnen.
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show running-config OTobpasnTb copep:knumoe ¢aiia  TeKywenh KoHourypaumm
[interface {gigabitethernet (running-config).

gi_port | fastethernet fa_port - interface — koHbUrypauua nHTepdeiico KommyTaTopa - dusmue-
| port-channel group | vlan CKUX WHTepdelicoB, rpynn uHTepdelicos (port-channel), VLAN-
vlan_id ][module] MHTepdeincos, MHTepdeica 3ambikaHMA Ha cebs;

- igs — IGMP snooping;

- la — link-aggregation;

- stp — spanning-tree.

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

show startup-config OT06pasuTb cogepxumoe daina nepBoHayvasbHON KoHoOUrypa-
) umn.

show bootvar MoKas3aTb aKTUBHbLIN dann cuctemHoro MO, KOTOPbIA YCTPOMCTBO
) 3arpysKaert npu 3anycke.

write {startup-config | url} CoxpaHWUTb TeKyluyl KoHdurypauuio B ¢ail nepBoHavaNbHOM
) KoHbUrypauuu.

Cepsep TFTP He moKeT 6bITb 3APECOM UCTOYHMKOM U aAPECOM Ha3HAYeHUA ANA O4HOMK
bl KOMaHAbl KONUPOBaHUA.

MpocMoTp aKTUBHOIO WU HEaKTMBHOro obpasa gocyTneH 13 u-boot. [Ina 3Toro B KOMaHAHOW CTPOKe
u-boot HeobxogMmo BBECTY:
MES2428# bootimg print
KomaHaa ans cmeHbl akTMBHOro obpasa us u-boot:

MES2428# bootimg inactive

KomaHpa «bootimg inactive» npumeHsertca 6e3 0XXupaH1Ma NOATBEPKAEHUA.

AL

Mpu 3arpy3ke daiina KoHpUrypaumm c yaaneHHoro cepeepa B «startup-config» B Hauyane
daiina Heobxoaumo A06aBUTL CTPOKY C CUMBOAIOM « I».,
®daitn KoHpUrypaumm foNKEeH UMeTb paclumpeHme «.conf».

AL

4.6.3 KomaHObI 0514 pe3upeuposaHuUa KOHguU2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, MO3BONAIOWME Pe3epBUPOBaTL KOHOUIYpPaLMIO Ha cepeep.
[na pesepBnpoBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasibHon KoHOUrypaumm:

console (config) #

Tabnunuya 39 — KomaHabl perknuma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeHue ”
KomaHda / Aeilicmeue
Mo yMOMYAHUIO
backup server dest_url YKa3aTb aApec cepBepa, Ha KOTopbli byaeT npou3BoANTLCA pe-
3epBuUpoBaHue KOHdUrypaumu. CTpoka B dopmaTe
- «tftp:/ /XXX XXX XXX XXX ».
no backup server YpanuTe agpec cepsepa.
backup path path YKaszaTb NyTb pacnonioxeHua ¢alina Ha cepsepe C NpepuKcom
- umeHun ¢arina. Mpu coxpaHeHun K npedukcy byaet pobasneHa
TeKyLan aata u Bpemsa B popmare rrrrmmaad4mmcec.
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no backup path

YAanuTb NyTb ANA pe3epBUpPOBaHUA.

backup auto

no backup auto

BK/11OUMTL aBTOMATUYECKOe pe3epBrpoBaHme KoHbUrypaLmm.

BbIK/IIOYNTb aBTOMATUYECKOE pe3epBrpPOBaHNE KOHUTypaLmK.

backup history enable

no backup history enable

BKOUMTbL COXpaHeHWe NCTOPUM pe3epBHbIX KOMWN.

BbIKNOYMTb COXpaHEHME NCTOPUN pe3epPBHbIX KOMWWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKasaTb NPOMEXKYTOK BPEeMeHM, Mo UcTeuyeHun Kotoporo byaer
OCYLLEeCTBAATLCA OBTOMATUYECKOE pe3epBupoBaHMe KoHdUrypa-
uum.

HYT

YCTaHOBWTb 3HaY€HMeE N0 YMOJIYAHMUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

Bk/itoueHWe pe3epBUMPOBAHUA KOHOUIypaLuum Npu COXpaHEHUU
nonb3osaTenem KoHdurypaumum Ha flash-Hakonurens.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabanuya 40 — KomaHAabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup running-config

Co3faTb pe3epBHYH KOMUIO KOHGUIypaLmIo Ha cepBepe.

4.7 HacTpoiiKa CUCTEMHOro BpemeHu

/ ) Mo ymonuaHuio aBTOMAaTUUYECKUIA Nepexos Ha IeTHee Bpemsa OCYLLEeCTBNAETCA B COOTBETCT-
BUM co cTaHaapTamu CLUA u Eeponbl. B KoHOUrypauum moryt 6biTb 3agaHbl tobble paTta U
Bpems ANA Nnepexopna Ha neTHee BpemaA u o6paTtHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnnua 41 — KomaHAbl HACTPOMKM CUCTEMHOIO BpemeHu B pexkmume Privileged EXEC

3HayeHue/3Ha4yeHue

month: (Jan..Dec);

year: (2000..2037)

KomaHoa Aelicmeue
o ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHana ycTaHOBKa CUCTEMHOrO BpemMeHW (KomaHaa [OCTynHa
year mm: (0..59); TO/IbKO A/1A MPUBUIErMPOBAHHOIO NOJ/Ib30BaTENSA).
ss: (0..59); - hh — 4acbl, MM — MWHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsaw,; year — rog.

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOW CTPOKK B pexknme EXEC numeet cneayowmin Bua;

console>
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Tabnnua 42 — KomaHabl HACTPOMKM CUCTEMHOTO BPEMEHM B pexknme « EXEC»

KomaHoa 3HavyeHue/3HayeHue Aelicmeue
no ymon4aHuwo
show clock MoKas3aTb cMCTeEMHOE Bpema U aary.
show clock properties i OTo6pasunTb CBOMNCTBA.

KomaHObI pexcuma 2106aabHOU KOHGpU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabaunua 43 — CNMCOK KOMaHA, A/1A HacTPOMKM CUCTEMHOIO BPEMEHW B pekmnme rnobanbHol KoHoUrypa-

Yy

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock time source ntp

no clock time source

YCTaHOBUTL Sntp-cepBep WMCTOYHMKOM CUHXPOHM3ALMM BPEMEHMU
LR YCTPOKCTBa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBWUTbL YacoBOE CMeLLeHMEe OTHOCUTENIbHO HY/JeBOTO Mepu-
OuaHa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu SNTP

[na nepexona B pexxunm KoHourypaumm SNTP HeobxoaAMMO MCNoNb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKU B pexXmme KOHPUrypaumm nHtepderica uMeeT cieayowmn sma;

console (config-sntp) #

Tabnuua 44 — CNUCOK KOMaHA, AN HAaCTPOMKM CUCTEMHOTO BPEMEHU B PeXXMMeE KOHbUrypaLmm sntp

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

sntp

MepeiTn B pexxnm KoHdUrypmuposaHma npotokona SNTP

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

BKtOUNTL aBTOMATMYECKUI NOUCK sntp-cepsepa B pexkume unicast

BbIKNOUMTb aBTOMATUYECKMNI MOUCK SNtp-CepBEpPA B perKMme
unicast

set sntp unicast-server
domain-name name [primary
| secondary] [version version]
[port udp_port]

no sntp unicast-server domain-
name name

port: (1025..36564);
version: (3..4)

YKasaTb gomeH cepsepa SNTP.

Ypanutb aomeH cepsepa SNTP.

set sntp unicast-server ipv4
ip_addr [secondary]

no sntp unicast-server ipv4
ib_addr

YKasaTb ipv4-agpec SNTP-cepsepa
- secondary — yKasaTb pe3epBHblil ntp-cepsep

Ypanntb ipv4-agpec SNTP-cepsepa

set sntp client enable

set sntp client disable

BKkntounTb paboty SNTP-KnuneHTa

BbIkMounTb paboTy SNTP-K/MeHTa

set sntp client addressing-
mode {unicast}

YKaszatb pexxum paboTbl SNTP-knneHTa

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHOBUTbL KAtoY ayTeHTUdMKaumm ana SNTP-knmeHTa
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set sntp client clock-format

{ampm | hours} -/hours

YcTaHOBUTL popmat yacos ans SNTP

set sntp client port port_num
65535)

port_num: (123, 1025-

YcTaHOBWUTb UdpP-NOPT ANA sntp-KAMEHTa

set sntp client time-zone zone
+14:00)

zone: (+00:00 to

3a4aTtb 3HaYeHWe YacoBOro nosca

set sntp client version version

version: (v1,,v4)

3afaTtb Bepcuio NPoToKoNa ANa paboTbl sntp-KAneHTa

show sntp statistics -

Moka3aTb cTaTucTuKy npotokosaa SNTP.

show sntp status -

Mokasatb cTaTyc npoTtokona SNTP.

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config) # sntp

(
console (config-sntp)# set sntp client enabled
console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
(
(

console (config-sntp)# exit

console (config) #clock time source ntp

4.8 KoHdurypauua nutepdeicos u VLAN

4.8.1 [Mapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback- unmepdpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3zoHa uHmepgelicos)

console# configure terminal

console (config) # interface { gigabitethernet gi port | fastethernet

fa port | port-channel group | range (..} | loopback lIoopback id }

console (config-if) #

[aHHbIN pekMm A0CTyneH U3 pexKMma KoHOUrypauum u npegHasHadeH Aaa 3a4aHuna napameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTatopa WAM [pynnbl MNopToB, paboTalowmMx B pexume
pasgeneHus Harpysku), inbo aAnanasoHa MHTepdencos.

Bbibop uHTEepdelica ocylecTBAAETCA NPYM NOMOLLY KOMAHA, NpUBEeAEHHbIX B Tabamues5:

Tabnuua 45 — KomaHabl Bbibopa nHtepderica gna MES1424, MES2428

KomaHda

Ha3HayeHue

interface gigabitethernet gi_port

[na HacTpoiikn 1G-uHTepdericos

interface fastethernet fa_port

[na HacTpoliku nHTepoericos Fast Ethernet

interface port-channel group

[lns HacTPOWKM rpynn KaHanos

interface loopback loopback_id

[ns HaCTPOMKM BUPTYabHbIX MHTEpdEeNncos

roe:

— gi_port — nopaakosbliit Homep 1G-uHTepdeiica, 3agaertca 8 suae: 0/1;
— fa_port — nopagxosbiit Homep 100MB-uHTepdeiica, 3apaetca 8 suae: 0/1;
— group — NnopaaKoBbIii HOMep rpynnbl, obLLee KONMYECTBO corlacHo Tabauue 9 (cTpoka «Arpera-

umA KaHanos (LAG)»);

— loopback_id — nopsaakoBbIi HOMep BUPTyanbHOro uHTepdeiica, obuiee KOAMYECTBO COrNacHoO Tab-
nuvue 9 (cTpoKa «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHZbl, BBeAeHHble B peuMme KOHdUrypauuu uHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepoeicy.
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Tabnunua 46 — KomaHabl perkuma KoHourypaumm nHtepdericos Ethernet u Port-Channel

no shutdown

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
shutdown BbikNtounTb  KoHdUrypupyembii  uHtepdelic (Ethernet, port-
-/BKNIOYEHO channel).

BKNOUUTL KOHOUTYPUPYEMbBIA HTEpdENC.

description description

description: (1..64)

no description

CMMBONOB/HET
onuncaHua

[o6asunTb onucaHme nHtepoeiica (Ethernet, port-channel).

Yaanutb onucaHue nHtepdelica.

speed mode

no speed

mode: (10, 100, 1000)

3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

duplex mode

mode: (full, half)/full

3apaTb pexum gynaekca nHtepdeica (noaHoaynnekcHoe coeau-
HeHue, nonyaynaekcHoe coeguHenune, Ethernet).

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

no duplex YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
negotiation [capl BKntouaeT aBTOCOr/1IacoBaHMe A1 CKOPOCTM M AynjieKca Ha HacT-
[cap2...cap5]] pavBaemom WHTepdelice. MOXKHO yKasaTb onpenefieHHble COB-

MEeCTMMOCTM NnapameTpa aBTocornacosaHus. Ecim napamerpbl He

3afiaHbl, TO NOAAEPKMBAIOTCA BCE COBMECTUMOCTH.
ABTOCOrn1acoBaHME HACTPaMBAETCA TO/MbKO Ha MHTep-
deiicax Ethernet.

BbIKk/lOYaeT aBTOCOr/IacoBaHWe ANA CKOPOCTM U AynaeKkca Ha Ha-
cTpamBaemom uHTepdeiice.

flowcontrol mode

mode: (on, off,
auto)/off

no flowcontrol

3agaTtb pexum ynpasneHus notokom flowcontrol (BKAtOUUTL, OT-
KNHOYMTb UM aBTOCOrnacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/M PEeXUM aBTOCOrNacoBaHUA
negotiation BK/iOYeH Ha HacTpamMBaemom MHTepdeiice (Ethernet,
port-channel).

OTKNOYUTD pexXum ynpassieHNA NOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbi6op TMNa KOMBO-NopPTa B Ka4ecTBe OCHOBHOrO HOCUTENSA.

- force-fiber— paspelweHa aKTMBHOCTb TONILKO OMNTUYECKOWN YacTu
KOMb0-nopTa;

- force-cooper — paspelieHa aKTMBHOCTb TOJIbKO MeAHOW YacTu
KOMb0-nopTa;

- prefer-fiber— npevmyLL,ecTBO ONTUYECKOTO IMHKA.

mtu size

size: (128..12288)/
12288 6ait

no mtu

YCTaHOBWTb 3HaueHMe maximum transmission unit (MTU) ans
MHTepodeiica
- size — pasmep nakema (konuvyecmeo 6alim e nakeme)

[} KomaHpaa AocTynHa TONbKO ANA YCTPOMCTB

. MES2424,MES2424B.

’ Ecnu Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
H TO Ha HeM HeNb3A U3MeHATb 3HayeHne MTU.

, | DedonTtHoe 3HaueHne MTU pnsa Ethernet u Port-Channel
H MHTepdeiicoB pPaBHO 3HAYEHUIO 3aAaHHOMY KOMaH-
Aol system mtu B pexxume rnobanbHoii KOHPUrypauuu.

YCTaHOBUTb 3HaYeHue no YMOAN4aHUIO

KomaHObI pexcuma 2a06ana6Hol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM B peXXume rnobasibHon KoHbUrypaumm:

console (config) #

Tabnunua 47 — KomaHzabl perknuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

interval: (30..86400)/300

YCTaHOBUTb BPEMEHHOM MHTEpBan ANA aBTOMaTUYEeCKoro
NOBTOPHOrO BKAloYeHUA WHTepdelica. MNpu cmeHe UHTep-
Bana Talimep obHoBAseTcA ANA Bcex 3ab60KMPOBaHHbLIX
NOPTOB, Ha KOTOPbIX BKIOYEHO aBTOCOr/1aCOBaHMeE.
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no errdisable recovery YCTaHOBUTb 3HaYeHUe No YMOIYAHUIO.
interval
errdisable recovery cause BKNHOUMTb aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne

{storm-control | loopback-
detection | udid}

no errdisable recovery
cause {storm-
control|loopback-detection

| udid}

-/3anpeuyeHo

€ero OTKNK4YeHUA B Cneayrouwmx cnydyanax:

- loopback-detection — 06HapyxeHue neTenb;

- udld — akTnBauus sawmtol UDLD;

- storm-control — WKpoKoBeL,aTe IbHbIN LITOPM.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6ait
(Tonbko gna MES2424,
MES2424B)

YCTaHOBWUTb 3HAaYEHWE CUCTEMHOrO maximum transmission
unit (MTU)
- size — pa3mep nakeTa (KosmyecTBo 6aT B NakeTe)

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO

default interface [range]
{fastethernet fa_port |
gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group | vlan
vlan_id | loopback loop-
back_id }

fa_port: (0/1..24); gi_port:
(0/1..24); te_port: (0/1..4);
group: (1..8); vlan_id: (1..4094)
loopback_id: (1..10)

Cbpoc HacTpoek nHTepdelica nam rpynnbl MHTEpPdencoB Ha
3HaYeHUA, YCTAaHOB/IEHHbIE MO YMONYAHMIO.
’ Bo Bpemsa BbINONHEHUA KOMaHAbl MHTepdeiic
b 6yAeT OTK/NOYEH.

’

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 48 — KomaHgpbl perkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

clear counters

C6poc cTaTUCTUKK AN BCeX MHTepdencos.

clear counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

C6poc CTaTUCTUKKM ANnsA uHTepdelica.

show interfaces
{gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

MokasaTb CBOAHYIO MHPOPMALMIO O COCTOSHUM, HAaCTPOMKe M CTa-

TUCTUKe NopTa.

show interfaces status

MoKasaTb COCTOSHME BCEX MHTEPOECOoB.

show interfaces description

Moka3aTb onucaHua Bcex nHTepdeicos.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCEX MHTepdeicos.

show interfaces counters {
gigabitethernet gi_port |
fastethernet fa_port | port-

channel group | vian vian_id }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdeiica.

show errdisable interfaces {
gigabitethernet gi_port |
fastethernet fa_port }

fa_port: (0/1..24);
gi_port: (0/1..24);

MoKasaTb NPUYMHY OTKAIOYEHMS NopTa, FPynnbl NOpPTOB, 326,10
pOBaHHble MopPThI.

Kun-

show errdisable recovery

MNokasaTtb HaCTpOI7IKVI ana aBTOMATUYECKON I'IOBTOpHOf/'I aKTmBauuu

nopra.

set interface active
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

AKTMBMpPOBaATb MHTepdeiic nocne errdisable.

show interfaces utilization
{gigabitethernet gi_port |

interval}

fastethernet fa_port} {interval

fa_port: (0/1..24);
gi_port: (0/1..24);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO Harpyske gnsa uHTepdelica.
- Interval — nHTepBan B cekyHAax.
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4.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2n0bas1bHoU KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rN1o6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunuya 49 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmesue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexxnm KoHOUrypmupoBaHmaA yKkasaHHoro VLAN
map protocol { ip | other} HacTpouTb rpynny npoToKoa0B, N0 KOTOpbiM ByaeT Npov3BOaUTb-
{enet-v2 | IlicOther | snap} €A KnaccuduKaumsa Kagpos. B oaHy rpynny MOXKHO 06beaAUHUTb

protocols-group group-id

no map protocol { ip | other}
{enet-v2] licOther | snap}

group-id:
(1..2147483647)/-

HECKOJIbKO NMPOTOKO/IOB, YKa3biBaA ANA HUX OAMH U TOT e Group
ID. Homep NpoToKona MOXKHO BblOpaTb M3 CAMCKa NpeayCcTaHOB-
NEHHbIX 3HAYeHUI UAK 3a4aTb BPYYHYLO Yepe3 napametp other B
dopmaTe XX:XX. PacnonoxkeHme nosia ¢ HOMEPOM MPOTOKONA 3a-
BMCUT OT TUNa L2-3aronoBKa 1 MHKaNcynaunm:

- enet-v2 — Kagp c 3arosioBkom Ethernet Il, npoTokon onpegenseT-
ca no nonto EtherType. Mpu Hanuumm VLAN-Teros Bbibupaetca
cambit nocnegHui EtherType, ¢ Hanbonbwmm odpdcetTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). [Byx6aiTHbI
HOMep npoToKkona cootseTcTByeT nonam DSAP:SSAP B LLC-
3aronoBKe.

- snap — Kagp c LLC/SNAP-uHkancynsaumeir. Homep npoToKkona
cooTtseTcTByeT nosto Protocol ID B SNAP-3arosioBke.

Ypansert protocol-group ¢ kommyTaTtopa

map mac { host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-aapecos, No KOTopbiM byaeT npousBo-
ANTbcA Knaccudukauma. Ona pasHbix MAC-afpecoB MOMHO Bbl-
6paTb OAHY 1 Ty XKe rpynny.

no map mac { host | mac-
address }

YpanuTb yKkasaHHbIi MAC-agpec 13 macs-group.

shutdown garp

no shutdown garp

-/BbIK/IIOYEHO

OTKAtouUTL paboTy moayna GARP Ha ycTpoicTse.
’ [aHHaa KomaHpa oTkaloyaeT pabory moayna GARP c
H 6e3B03BpaTHbIM yAa/eHMeM Bcex HacTpoeK 610ka GARP.

BkatounTtb moaynb npoTtokona GARP.
Ana pabotbl mogyna GARP pesepBupyetca 15 M6aur
. onepaTtMBHOM NaMATH.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BKkatounTb npotokon GVRP rnobansbHo

BbikntounTb NpoTtokon GVRP rnobanbHo

KomaHObI pexcuma koHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 50 — KomaHabl perkuma KoHourypaummVLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

vlan active

AkTMBMpOBaTb vlan nau rpynny vlan’os

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BKAtoUnNTL/BbIKAOUNTL U3yYeHne MAC-aapecos gns VLAN

YCTaHOBUTb 3HAYeHUe no YMOAN4YaHUIO
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexkume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | port-channel group}

console (config-if) #

[aHHbIN peXxnm JOCTYNeH U3 pexkMma KOHOUrypaumm M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHdUrypaummn nHtepodeica.

MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — MHTepdelc A0CTyNa — HETETMPOBAHHbIN MHTepdelic ana ogHon VLAN;

—  trunk — HTepdeinc, NPUHUMaAIOWMIA TONBKO TErMPOBaHHbIN TpaduK, 33 UCKIOYEHNEM OA-
Horo VLAN, KoTopbIi MOKeT bbITb A06aBAEH C MOMOLLbIO KOMAHAbl switchport trunk
native vlan,

— general — nHTepdeic c nonHol noaaep:Kkor 802.1q, NPUHUMAET Kak TErMPOBaHHbIN, TaK
N HETErMpPOBaHHbLIN TPADUK;

Tabnunua 51 — KomaHgpl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apaTtb pexkum paboTbl nopta B8 VLAN.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport dotlq tunnel

MepeBectn NopT pexmm paboTsbl ¢ BHewHUM VLAN-Terom. KomaHr-
[a ucnonb3yeTca Ana HacTponku dyHKummn Q-in-Q.

switchport trunk native vlan
vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

[Oo6asutb Homep VLAN B KauvectBe Default VLAN ans gaHHoro
uHTepderica. Becb HeTerMpoBaHHbIM TpaduK, MOCTynarowWmMin Ha
OaHHbIN NopT, onpeaensetca B AaHHyo VLAN.
- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

switchport dotlq tunnel

MepeBecTn NOpT pexmm paboTsbl ¢ BHewHUM VLAN-Terom. Koman-
A3 UCNoJIb3yeTcs ANs HAaCTPOMKM dyHKumMm Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

Jo6asutb cnmcok VLAN gna nHtepdeiica.

- vlan_list — cnnucok VLAN ID. Ouana3soH VLAN mMOXHO 33aaTb ne-
peuncneHnem Yyepes 3anAaTyO UM YKa3aTb HavasibHOE U KOHEYHoe
3HaYeHuA AnanasoHa yepes geduc "-".

Yaoanutb cnucok VLAN ans nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
Nno YMONYaHMIo

[Oo6asutb mnaeHtuoukatop VLAN nopta (PVID) pgna ocHOBHOro
nHTepodelica.
-vlan_id — naeHTMdUKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpauus
BKJ/IlOYEHa

BKkAtounTb GUABbTPaALMIO BXOAALLMX MAKETOB Ha OCHOBE NPWUCBOEH-
Horo um 3HauyeHua VLAN ID. Eciv dunbTpauma BKAOYEHA, M NaKeT
He BxoauT B rpynny VLAN c npuMcBOEHHbIM MaKeTy 3HayeHuem
VLAN ID, To nakeTt oTbpacbiBaeTcs.

BbIKNOUNTb PUABTPALMIO BXOAALWMX NAKETOB HAa OCHOBE NPUCBO-
€HHOro um 3HadeHua VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged - Ha nopTty paspewaetca npuem
TONIbKO HETErMPOBaHHbIX ppelimos

-tagged - TONbKO TErMPOBaHHbIX

-all - nobbix ppeimos

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

- vlan_list — cnucok VLAN ID. AnanasoH VLAN MOXKHO 3agaTtb ne-
peyncieHnem Yepes 3anATY0 UAKN YKa3aTb HavalbHOE U KOHeYHoe
3HauyeHua ananasoHa yepes geduc "-".

PaspewunTb AobasneHne ykasaHHbix VLAN-nopty.

switchport forbidden default-
vilan

no switchport forbidden
default-vlan

Mo ymonyanuo
4YNeHcTBO B AedonTHOM
VLAN pa3pelieHo

3anpetutb gobasneHune gedontHon VLAN-noprty.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

switchport protected

no switchport protected

MepeBecTv NOPT B PEXKMM U30AALMUMN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHMe No YMONYaHUIO.

port-isolation {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Co3paTb MAM nepesanucaTb CYLLECTBYIOWMI CNUCOK MOPTOB Ha
YKa3aHHbI HOBbIN.

port-isolation {add | remove}
{gigabitethernet gi_port |
fastethernet fa_port | port-

fa_port: (0/1..24);
gi_port: (0/1..24);

[l06aBUTb CMNCOK YKa3aHHbIX MOPTOB K Y¥Ke CYLLECTBYIOLLEMY CMK-
CKY.

group group-id vlan vian-id

no port protocol-vlan

(1..2147483647);
vlan_id: (1..4094)/no
ymonyaHuto PBV
BKJIIOYEH Ha BCEX
noprax

channel group} group: (1..8)

switchport default-vlan tagged YCTaHOBUTb MOPT KakK Ternpyowmi B gepontHon VLAN.

no switchport default-vlan - YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

tagged

switchport map protocols- group_id: HasHauntb VLAN ID naketam, nonagarowmm B yKasaHHyt Group

ID Ha 3TOM nopTy. PasHble NOPTbl OAHON U TOW e rpynnbl MoryT
COOTBETCTBOBATb Pa3Hbim VLAN.

Bbikntountb PBV Ha nopTy.

port mac-vlan

no port mac-vlan

-/OTKNIOYEHO

MepesecTn NOPT B perum pabotbl MBV.

OTKNtoUNTL perkum MBVHa nHTepdeiice.

switchport map macs-group
group-id vlan vian-id

no switchport

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuiecTBUTbHa3HavYeHue vlan-id ana macs-group.

OTMeHUTb HasHadeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BkatounTb npoTokon GVRP Ha nHTepdeiice

BbintounTtb Nnpotokon GVRP Ha nHTepdeiice

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BKAOUMTL 3anpeT Ha u3yyeHue vlian-aTpubyTOB, MOAYYEHHbIX OT
npotokona GVRP, Ha uHtepdelic

BbIK/IOUNTL 3anpeT Ha usydeHue vlan-aTpubyToB, NONYYEHHBIX OT
npoTtokona GVRP, Ha nHTepdeiice

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
Leaveall:msec/10000

YCTaHOBUTb 3HaYeHua Taimepos GVRP Ha nHtepdelice

switchport unicast-mac
learning enable

BkntoumTb nsyyeHne MAC-agpecoB Ha MHTepdeiice

no switchport egress-filter

- . -/BKAtOYEHO
switchport unicast-mac .
. . Bbikntountb n3yyeHne MAC-agpecoB Ha UHTepdelice

learning disable

switchport egress-filter BktoyaeT GpuabTpaumio ncxopalmx Gperimos Ha OCHOBE NPUCBO-
€HHOro MM 3HauyeHusi VLAN ID. Ecnv dunbTpauma BKAKOYEHA, U
nakeT He BXOAMT B rpynmny paspelueHHbiX Ha uHTepdeice VLAN ID,

-/BK/IOYEHO TO naKkeT oTbpacbiBaeTcs.

BbIkntountb PpuabTpaumio ncxoaalwmx G¢penmos Ha OCHOBE Npuc-
BOEHHOro nm 3HaveHuna VLAN ID.
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.‘

MoO3KeT 6bITb A4PYroro 3alWmiLEHHOro NopTa. 3To NoApasymeBaeT BO3MOXKHOCTb AeNaTb
3aWMLWEHHBIMM egress NOPTbl B U30AALMM UM ingress NOPT, HO He ingress U egress NopTbl

OAHOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal
console (config) # interface gi 0/1
console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99

config-if)# switchport dotlq tunnel

console (config) # interface gi 0/2
console (config-if)# switchport mode trunk

(
(
console (
(
(

!

KnueHTtckuii nopt ana pabotbl Q-in-Q 06a3aTenbHO A0NXKEH 6biTb B peXXume access.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnuua 52 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

Mpu coBmecTHOI paboTe port-isolation u port-protected gonxHo cobniogatbca npasuao: ana
3alWMLWEHHOrO ingress NOPTa, B CNUCKe pa3peLlléHHbIX, KoOmaHabl port-isolation, He

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

mac-address-table static
unicast mac_add vlan vian
interface [gigabitethernet
gi_port | fastethernet fa_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

no mac-address-table static
unicast mac_add vlan vian

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

[o6asunTb ncxoaHbli MAC-agpec B Tabauuy rpynnosoi agpeca-
umn.

-Permanent — gaHHbIli MAC-agpec octaeTca B Tabavue agpeca-
unn nocne nepekatoyeHun cTaTyca nHTepdeiica;
-Deleteonreset — faHHbI agpec yaanuTca nocae nepesarpysku
YCTPOWCTBa;

-Deleteontimeout — gaHHbIV agpec yaanunTca no Tamm-ayTty

Ypanute MAC-agpec u3 Tabaunupl rpynnosoi agpecaLmm

clear mac-address-table dy-
namic [interface
{gigabitethernet gi_port |
fastethernet fa_port} | vlan
vlan]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

Yaanutb guHamuyeckue 3anucu us Tabanubl rpynnosoi agpeca-
umun.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 53 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcen Tabanupl MAC-agpecos

show mac-address-table count

MokasaTb KoAnyecTso 3anucert B Tabanue MAC-agpecos

show mac-address-table count
summary

afpecos.

MoKas3aTb CymMMapHyl CTaTUCTUKY Mo Tabauue MAC-
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show mac-address-table ) MNokasaTtb Tabanuy ¢ aguHamuyecknmm MAC-agpecamm
dynamic unicast
show mac-address-table MokasaTtb Tabanuy MAC-agpecoB ana ykasaHHOro nHtepdelica

fa_port: (0/1..24);

interface [gigabitethernet gi_port: (0/1..24)

gi_port fastethernet fa_port]

show mac-address-table static MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu
unicast

j;w mac-address-table vian vian_id: (1..4094); MokasaTb Tabanuy MAC-agpecos ans ykasaHHoro VLAN

show garp timer [port OT06pasunTb 3HaueHUs Taiimepos GVRP Ha uHTepdericax
{fastethernet | gigabitethernet

| tengigabitethernet | port- s
channel}]

show gvrp statistics [port OT06pa3nTb CTaTUCTUKY NpoToKosa GVRP
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}]

clear garp counters{all | port O4YUCTUTL CTAaTUCTUKY NpoTOoKona GARP
{fastethernet | gigabitethernet
| tengigabitethernet | port-
channel}}

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 54 — KomaHabl pexkmuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
show vlan - MokasaTb nHpopmaumto no scem VLAN.
show vlan id vian_id vlan_id: (1..4094) Moka3aTb MHPopMaLmio No KoHKkpeTHomy VLAN.
show vlan protocols-group - MokasaTb MHPOPMALMIO O HACTPOEHHbIX FPYNMNax U NPOTOKONAX.
show protocol-vian ) MNokaszatb nHpopmaumio o VLAN, COOTBETCTBYOLMX Fpynnam npo-
TOKOJI0B Ha pPa3HbIX NOPTaXx.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 55 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue

Aeilicmeue
o ymon4aHuro

KomaHda

show interfaces switchport
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24); Moka3aTb KOHbUrypaLmMio NopTa, rPynmnbl NOPTOB.

gi_port: (0/1..24)

4.9 Selective Q-in-Q

[daHHaa dyHKUMA NO3BOSIAET Ha OCHOBE CKOH(UIYPUPOBaHHbIX NPaBua GUALTPALUKN NO HOMepam
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb gobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), noameHsTb Customer VLAN.

[nA ycTpoiicTBa co34aeTcsA CNMCOK NPaBu, Ha OCHOBaHMM KOTopbIx byaeT obpabaTbiBaTbea TpaduK.
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BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHuUrypaumm nHtepoeinca KoHpurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | por
t-channel group | range{...} }
console (config-if) #

Tabnvua 56 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepodeicos) Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

selective-qinq list ingress
override-vlan vian_id
[ingress_vlan ingress_vlan_id]

no selective-ging list ingress
ingress-vlan vian_id

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3zaTb NPaBWIO, HA OCHOBAHMM KOTOPOTO BHELLHASA MeTKa
ingress_vlan_id Bxopauiero nakeTta byaet 3ameHATbCA Ha vlan_id.

YpanuTb ykasaHHoe npasuo selective qing ana sxoaAawmx nake-
TOB.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan ingress_vian_id]

no selective-qginq list egress
ingress_vlan vian_id

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3aaTb NPaBWUIO, Ha OCHOBaHMM KOTOPOIO BHELWHSAA MeTKa
ingress_vlan_id ncxopauiero naketa byget 3ameHsATbea Ha vlan_id.

YpanuTe cnucok npasun selective qing Ana ncxoaawmx nakeTos.

selective-qinq list ingress add-
vlan vian_id [ingress_vlan
ingress_vian_id]

no selective-qinq list ingress
ingress-vlan vian_id

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3patb NpaBu/IO, Ha OCHOBAHMKM KOTOPOro ANA TpaduKa ¢ BHeLU-
Hel meTkoM ingress_vlan_id 6ypeT nobasnatbca meTka ¢ vlan_id.

Yoanutb yKkasaHHoe npasuno selective qing 4ns Bxoaawmx nake-
TOB.

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 57 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show selective-qinq
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

OT06pasnTL CMMCOK Npasu sqing

4.10 KoHTpONb LUIMPOKOBELLATENIbHOIO «KLWTOPMa»

LLinpoKoBeLaTenbHbIi

«LITOPM»

BO3HUKaET

Bcnegcrsune Yype3amepHoro Konn4yecTtBa

LUIMPOKOBELLATENbHbIX COOBLWEHMI, OAHOBPEMEHHO MepeaaBaembiX MO CEeTM 4Yepe3 OAuH NOPT, 4To
NPMBOAUT K Meperpyske PecypcoB CEeTUM U MOABAEHWMIO 3ageprKeK. «LLUTopm» MOMeT BO3HWKHYTb Npu
Ha/ZIMYNM «3aKOJIbLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KOMMYTaTop namepAaeTr CKOPOCTb MNPUHMMaeMOoro wnpokosewaTenbHOro, MHOroagpecHoro w“
Hen3BeCTHOro oaHoagpecHoro TpachKa AnAa nopTtoB C BK/IKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATE/IBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MAaKCUMa/IbHOE 3HAa4YEHUE.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoi KoHUrypauum:

console (config) #
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Tabnunua 58 — KomaHabl perknma rnobanbHo KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control mode {kbps |

pps}

-/pps

YCTaHOBUTb r106aNbHO Kakne eauHuULbl U3mepeHus Heobxoaumo
MCnoab30oBaTh.

- pps - 06bem TpaduKa NaKeToB B CEKYHAY

- kbps - 06bem Tpaduka KGUT B ceRyHAY

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypauum mHtepdeiica Ethernet, nnrtepdeica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 59 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOYNTBL KOHTPO/Ib MHOr0aApeCcHOro TpaduKa:

- pps - 06bem TpadrKa NaKeToB B CEKYHAY

- kbps - 06bem Tpadmka KOUT B ceKyHAY

Mpw 06Hapy»KeHMM MHOroaapecHoro TpadurKa nHTepdeinc moxeT
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anuch B XKypHan co-
obuweHui (trap).

no storm-control multicast
level {pps | kbps}

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOTO TpaduKa.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BKHOUNTbL KOHTPOJ/Ib HEM3BECTHOMO OAHOAAPECHOro TpaduKa.

- pps - 06bem TpaduKa NAKETOB B CEKYHAY

- kbps - 06bem Tpadmka KOUT B ceKyHAY

Mpu 06HapPyKEeHNM HEM3BECTHOTO OA4HOAAPECHOrO TpadUKa UHTEp-
deic moxeT 6bITb OTKAtoYeH (shutdown) nan nobasneHa 3anuch B
KYpHan coobuieHunit (trap).

no storm-control dif level
{pps | kbps}

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro Tpad)MKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- pps - o6bem TpaduKa NakeTos B CEKYHAY

- kbps - 06bem Tpaduka KOUT B CEKYHAY

Mpw 0bHapy»KeHMM WIMPOKOBeLLLaTeNIbHOTO TpaduKa nHTepdenc
MOXKeT bbITb oTK/toYeH (shutdown) nnn nobasneHa 3anuco B Kyp-
Han coobueHnin (trap).

no storm-control broadcast
level {pps | kbps}

BbIKOUMTL KOHTPO/Ib LWIMPOKOBELLATENbHOIO TPaduKa.

storm-control {multicast | dIf |
broadcast} action shutdown

OTKNOUUTB UHTEpdeiic Npu 06HaAPYKEHUM MHOTOAAPECHOTO, Heus-
BECTHOTO OAHOAAPECHOTO WJ/IW LIMPOKOBELLATENBHOTO TpaduKa.

no storm-control {multicast |
dif | broadcast} action
shutdown

OTMEHUTb OTKAoYeHMe uHTepdelica Npy o6HapyKEHUN MHOroaa-
pecHoro, Hen3BeCcTHOro 0AHOAAPECHOMO UM LMPOKOBELLATEIbHOrO
TpaduKa.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexunma EXEC:

console#
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Tabnmua 60 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmoA4aHuo

show interface [fastethernet
fa_port | gigabitethernet
gi_port | port-channel group]
storm-control

MokasaTb KOHPUIrypaLMIo GYHKLMU KOHTPONA LUMPOKOBELLATE N b-

fa_port: (0/1..24);
HOTO «LUITOPMa» A8 YKa3aHHOro NopTa, 60 BCex NopTos.

gi_port: (0/1..24);
group: (1..8)

Show storm-control - OTObparKaeT TEKYLLYIO HACTPOMKY eANHUL, USMEPEHWUA.

4.11 Tpynnbl arperaummu KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl 0b6ecneymBaloT NOALERNKKY rpynn arperaumm KaHanos LAG B KOnMYecTBE COMNacHo
Tabnmue 9 (ctpoka «Arperauma KaHanoe (LAG)»). Kakgas rpynna noproB [AO/IKHA COCTOATb M3
nHTepdeiicos Ethernet ¢ oanHakoBOW CKOpOCTbIO, paboTalowmx B AynaeKCHOM pexume. Ob6beamHeHue
NopTOB B TrPYnNny YyBEAMYMBAET MPONYCKHYI0 CMNOCOBHOCTb KaHana MeXay B3auMOAENCTBYIOLMMM
YCTPOCTBAMM U MOBbIWAET OTKA30yCTOMUYMBOCTb. [pynna MNopToB ABAAETCA ANA KOMMYTaTopa OAHWM
NIOTMYECKMM NOPTOM.

YCcTpoWicTBO NoaaeprKMBaeT ABa pemma paboTbl rpynnbl NOPTOB — CTaTMYECKaA rpynna u rpynna,
paborTatowas no npotokony LACP. PaboTta no npotokosy LACP onucaHa B COOTBETCTBYIOLLEM pa3gene
KOHUrypauum.

/ Ecau gna nntepdeiica npousseaeHbl HaCTPOKK, TO ana aobasneHuns ero B rpynny cnegyer
BEPHYTb HAaCTPOKMU NO YMONUAHUIO.

[JobasneHne wuHTepdelicoB B rpynny arperaumm KaHaloB [AOCTYNHO TO/NbKO B perumme
KoHoUrypaumm nHtepodeiica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 61 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymoa4aHuro
channel-group group mode {on [Oob6asutb Ethernet-uHtepdeiic B rpynny nopTos.
| active | passive} group: (1..8); l Ecnam 3HaueHune MTU gnsa Ethernet u Port-Channel uH-
mode: (on, active, + TepdeiicoB oTAnuaoTCA, TO 406aBUTb AaHHbIN
passive) Ethernet-uHtepdeiic B rpynny nopros HeNb3s
no channel-group Ypanute Ethernet-untepdelic ns rpynnsl nopTos.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console# configure terminal
console (config) #

Tabanua 62 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3Ha4eHue ”
KomaHoa / Aeilicmeue
o ymon4aHuro
shutdown port-channel o
OTkntountb  paboty mopyna port-channel Ha ycTpoicTse.
I [laHHaA KomaHpa oTKAouyaeT pabotry mogynsa port-
channel c 6e3Bo3BpaTHbIM yaaneHnem Bcex HacTpoek
-/BK/IOYEHO - P YA P
6n0Ka LAG.
no shutdown port-channel o
Bkatountb paboty moayns port-channel Ha ycTpolicTse.
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port-channel load-balance 3apaTb MmexaHn3m 6anaHCUpPOBKK HArpysKku ansa ctpaternm ECMP
{src-dest-mac-ip | src-dest-mac W ANA rPynnbl arperMposaHHbIX NOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaH1M3m H6anaHCMPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece u IP-agpece;
dest-mac | dest-ip | src-mac | - src-dest-mac — mexaHuM3M 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-ip} MAC-agpece;

- src-dest-ip — mexaHW3M 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-

-/src-dest-mac
aapece;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKN OCHOBbIBAET-
cAa Ha MAC-agpece, IP-agpece n TCP-nopTe Ha3HayeHus;

- dest-mac — mexaHn3m 6anaHCMpPOBKM OCHOBbIBaeTcAa Ha MAC-
agpece nony4yartens;

- dest-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-
agpece nony4yartens;

set port-channel enable BKkAtounTb paboty LAG rnobanbHO Ha KOMMyTaTope
set port-channel disable BbIkntounTb paboty LAG rnobanbHo Ha KommyTaTope
set port-channel -/OTKNOYEHO BKN11OYNTL aBTOHOMHbIN pexxknum paboTbl LAG
independentmode enable

set port-channel BbIKNHOUMTb aBTOHOMHbIN pexkum paboTel LAG

independentmode disable

4.11.1 Cmamu4eckue 2pynnel azpe2ayuu KaHan0e

®dyHKuMeln ctaTuyeckux rpynn LAG ssnsetca obbeguHeHMe HEeCKONbKUMX QU3MYECKMX KaHa/loB B
O/IMH, YTO NO3BO/AET YBE/IMUYNTb NPOMYCKHYIO CNOCOHBHOCTb KaHana M NOBbLICUTb ero 0TKa30yCTONYMBOCTb.
[ns cTaTMyeckux rpynn NpUOPUTET UCNOIb30BAHUA KaHAN0B B 06beAMHEHHOM My4YKe He 3a4aeTcs.

DOna BknloueHua paboTtbl MHTepdeiica B cocTaBe CTaTUUECKOW rpynnbl UCNONb3YyiiTe KOoMaHAy
channel-group {group} mode on B pexxume KoOHUrypaumm cooTBeTCTBYIOLLEro MHTepdeiica.

4.11.2 lpomoKon azpez2ayuu KaHanoe LACP

dyHKkumelt npotokona Link Aggregation Control Protocol (LACP) sBnsetca o6beanHeHue
HECKONIbKUX (PU3MYECKUX KaHaNOB B OAMH. ArperMpoBaHMe KaHa/n0B WMCMNO/b3yeTca AAa YyBe/nYyeHun
NPONYCKHOM CNOCOBHOCTM KaHana M NOBbIWEHUA ero oTkasoycTtoiumsoctu. LACP nossonseT nepenasatb
TpaduK No 06beANHEHHbIM KaHaNam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMM.

Ona BKaoueHna pabotbl uMHTepdeiica no npotokony LACP wucnonb3yiite KomaHAay
channel-group {group} mode active/passive B pexnme KoHpUrypaunmn cooTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxxnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnunuya 63 — KomaHabl perknuma riobanbHoM KoHGUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro

lacp system-priority value YCTaHOBWTb NPUOPUTET CUCTEMDBI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
lacp system-identifier YcTaHoBUWTb id yyacTHMKa lacp
mac_addr
no lacp system-identifier B Yaanuts id yyacTHuKa lacp

70 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P



HELTEX

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnnua 64 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no ymona4aHuro
lacp timeout {long | short} YCTaHOBUTb aAMMHUCTPATMBHbIM TalimayT npoTokosa LACP:
/ - long — annTenbHoe Bpems TaiimayTa;
-/long - short — manoe Bpemsa TaimayTa.
no lacp timeout YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
lacp port-priority value YcTaHoBUTL NpuopuTeT nHTepdelica Ethernet.
— value: (1..65535)/1
no lacp port-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 65 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
no yMoa4YaHuto

show lacp [neighbor | i Moka3aTb nHpopmaumio o npotokone LACP.
counters]
show etherchannel summary - MpocmoTp nHGopmaumm o LAG.
show etherchannel detail - MpocmoTp noapobHoM nHpopmaunm o LAG.
show etherchannel load- ) MpocmoTp anroputma 6anaHcnpoBku LAG.
balance
show etherchannel protocol - MpocmoTp npoTokona LAG.
show etherchannel port - MpocmoTp MHPOpPMaumm o nopTtax B cocTase LAG.
show etherchannel port- i MpocmoTp nHGopmaumm o LAG.
channel

Mprumep HACTPONKMU:

console (config)# set port-channel enable

console (config)# interface port-channel I

console (config-if)# no shutdown

console (config-if)# exit

console (config) # interface range fa 0/1-2

console (config-if-range)# no shutdown

console (config-if-range)# channel-group I mode active

4.12 Hacrpoiika IPv4-agpecauum

B gaHHOM pasgene onncaHbl KOMaHAbl ONA HaCTpOﬁKM CTaTU4ECKUX MapameTposB IP-a,u,pecau,MM,
TAaKUX KaK IP-ap,pec, MacCKa noaceTu, Wa3 No yYMON4aHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxknume KoHpurypaumm nHtepoerica VLAN:

console (config-if)#
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Tabnunua 66 — KomaHabl perknuma KoHourypaumm nHtepdeiica

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
ip address ip_address HasHaueHue 3agaHHOMY UHTepdelicy IP-aapeca u macku noaceTu.
prefix_length prefix_length: (8..32)
no ip address [/P_address] Yananexue IP-appeca nntepdelica.
ip address dhcp Monyuyenwne IP-agpeca ot DHCP-cepsepa.
no ip address dhcp - 3anpeT ucnoab3oBaHua npoTokona DHCP ana nonyyenus IP-
aapeca ot DHCP-cepsepa.

Mo-ymonuaHuto, untepoeiicol Vlan Haxoaarca B coctoasHum Admin down. Mpueectu 8 co-
. croaHne Admin Up ux moxXHo KomaHgoit no shutdown.

KomaHOwbi pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexnme EXEC:

console>

Tabnnuya 67 — KomaHabl pexkmma EXEC
3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

MoKasaTb KoHduUrypaumio IP-agpecauumn 418 yKasaHHOro UHTep-
deiica.

show ip interface vlan vian_id vian_id: (1..4094)

4.13 Hactpoiika IPv6-agpecauum

4.13.1 lMpomokon IPv6

KommyTatopbl noagep:kmsatoT paboty no npoTtokoay IPv6, uTto aABnAetcA  60/blimm
npevmyLLecTBOM, T.K. npotokon IPv6 paspabotaH ana Toro, 4tobbl B GyAyliem MOSHOCTbIO 3aMEHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPv6 MmeeT pacwmpeHHoe afgpecHoe
npoctpaHcteo — 128 6ut Bmecto 32. Agpec IPv6 npeacrasnsetr coboit 8 6/10KoB, pasgeneHHbIX
[BOETOYMEM, B KaXKAOM 6/10Ke 16 BUT, 3aNnCaHHbIX B BUAE YETbIPEX LECTHAAUATEPUYHBIX YNCEN.

MOMMMO YyBEAMYEHMS aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXMyecKkyro cxemy
aapecaumn, obecneuymBaeT arperauyio MapLipyToB, ynpolwaet Tabauuy Maplipytusaumm, npu 3Tom
adPeKTMBHOCTb paboTbl MaplUpyTM3aTopa MOBLIWAETCA 3a CYET MexaHM3Ma OBHapy)KeHWA coceaHuX
y3/108B.

V Ecnn 3HayeHue rpynnbl AU HECKONIbKUX Fpynn Noapan B aapece nporokona IPvé pasHo
Hynilo — 0000, To paHHbie rpynnbl MoryT 6biTb onyweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpaleHuto He MoryT 6biTb NOABEPrHyTbl 2 pasaesieHHble Hy/leBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 3T0 ngeHtudukarop, cosaaHHbl Ha 6a3e MAC-agpeca uHtepdeiica, ABNAOLWMACA
64 mnagwmmu 6utamm IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gBe 4actu no 24 6ura,
MeXpay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaoctaBasieT 3allMUTY OT aTak, OCHOBAHHbIX HA paccbliKe NoAanenbHbIX
naketoB Router Advertisement, paspeLuas oTCbI/IKy COOOLLEHN TONbKO C AOBEPEHHbIX MOPTOB.
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L/

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobasibHoro KOHGUryprupoBaHus:

console (config) #

Tabnnuya 68 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHusa

B Tekywei Bepcuun MO He noapepkusaetca Ha mogenax MES2424, MES2424B, MES2448,
MES2448B, MES2448E.

3HayeHue/3HayeHue no

no shutdown ipv6 snooping

KomaHoa Aelicmeue
YMOMYAHUIO
shutdown ipv6 snooping OTKAounTb paboty moayns IPv6 RA Guard Ha ycTpolicTBe.
[} [aHHaA KomaHAa oOTKAYaeT paboty moayna
H IPv6 RA Guard c 6e3B03BpaTHbIM yAaneHuem Bcex
-/BKIOYEHO

HacTpoek 6n0kKa IPv6 RA Guard.

BkntounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspelwnTb KOMMYTaTOpy KOHTPOAMPOBaHWE MNOCPEACTBOM
dyHKumm IPv6 RA Guard.

BbikntoueHue pyHKumm IPv6 RA Guard.

ipv6 nd ra-guard policy poli-
cy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb 1 ckoHPUrypuposaTb policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq
segmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq
segmac_addr

access_list_num:
(1..65535);
seq: (1..5)

Co3gatb 3anucb B cnucke gocTtyna RA Guard Ha ocHose link
layer agpeca

YaanuTb 3anuchb B cnmcke goctyna RA Guard

ipv6 rag-prefix-list /list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3gatb 3anuchk B cnucke goctyna RA Guard Ha ocHose IPv6
npedukca

YpanuTe 3anucb B cnuncke goctyna RA Guard

KomaHObI pexcuma 2106aa6Ho020 KOHu2ypuposaHug policy IPvé6 RA Guard

Bua 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypmuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnnuya 69 — KomaHabl pexkmma KoHourypmuposaHus policy IPvé RA Guard

3HayeHue/3HayeHue no

medium | high | none}

KomaHoa Aelicmeue
YMOMYAHUIO
device-role {host | router} Bblbop pexxnma paboTbl nopTa.
/host - host — 610KMpoBKa Bcex Bxoaawmx RA-coobweHnit;
- router — punbTpaumns RA-coobuieHnin B COOTBETCTBUM C
HaCTPOEHHbIMM NPaBUAAMMU.
other-config flag { on | off | Ynpasnatb O-6utom B RA-coobLeHmax
-/none
none}
managed-config flag{ on | off Ynpasnate M-6utom B RA-co0bLLEHNAX
-/none
| none}
router-preference {low | /none Ynpasnatb nosnem router-preference 8 RA-coobuieHunsx

match rag-acl-list ac/_num

no match rag-acl-list ac/_num

acl_num: (1..100)

OcyuiectsuTb NpuBA3sKy acl K policy IPv6 RA Guard

Yaanutb npueasky acl K policy IPv6 RA Guard

match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

OcyuwectBuTb PpuabTpaumio coobueHnin IPv6 RA Guard no-
npeduKkcy
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no match rag-prefix-list pre- Yaanutb ¢unbtpaymio no npedukcy IPvé RA Guard

fix_id

match rag-src-ipvé6-list OcyuwectBuUTb ¢unbTpaumnto coobuweHnin IPv6 RA Guard no
ipv6_prefix_id . . ipv6_prefix_id: (1..100) IPv6-npedukcy _

no match rag-src-ipv6-list Ypanute dunbTpaumio coobuenuii IPv6 RA Guard no IPv6-
ipv6_prefix_id npeduKcy

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM PeXKMMa KOHGUTYpUpoBaHUA MHTepdeinca:

console (config-if)#

Tabaunuya 70 — KomaHzabl perkmuma KoHourypmposaHua nHtepdeliica Ethernet

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

ipv6 nd ra-guard
-/BbIKNOYEHO

PaspewmnTb KomMyTaTopy KOHTpoAnpoBaHune GyHKuum IPv6 RA
Guard Ha uHTepodetice.

no ipv6 nd ra-guard

Bbikntountb dyHKUMO IPv6 RA Guard Ha nHTepdeiice.

ipv6 nd ra-guard trust-

state trusted Mo ymonyaHuio Bce NopTbl

[06aB1Tb MOPT B CMINCOK AOBEPEHHbIX.

ipv6 nd ra-guard trust- AasnaoTcA untrusted

state untrusted

YpanuTe nopt us trusted-list

ipv6 nd ra-guard attach-
policy policy_id

MpuBA3aTb CKOHOUTYpUpoBaHHbIK policy IPv6 RA Guard K uH-
Tepdelicy

" policy_id: (1..65535)
no ipv6 nd ra-guard attach-

policy policy_id

Ypanute policy IPv6 RA Guard Ha nHtepdeiice

4.14 HacTtpoiika NnpoTOKON0B

4.14.1 Hacmpolika npomokosaa ARP

ARP (Address Resolution Protocol — npoTokon paspelieHua agpecoB) — MNPOTOKOA KaHalbHOro
YPOBHA, BbINONHALWMA PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMM COAep KaLLerocsa B 3anpoce

IP-appeca.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 71 — KomaHabl pexkunma rnobanbHOM KoHPUrypauum

3Ha4yeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

arp ip_addr hw_addr dopmar ip_addr:

[o6aBuTb cTaTMyeckyto 3anucb cooTseTcTBua IP- u MAC-
aapecos B Tabavuy ARP ans yKasaHHOro B KOmaHae UHTepoein-
ca.

- ip_address — IP-agpec;

- hw_address - MAC-aapec.

[fastethernet fa_port | A.B.C.D;

gigabitethernet gi_port | port- dopmat hw_address:

channel group] H.H.H
H:H:H:H:H:H

arp ip_addr hw_addr H-H-H-H-H-H;

fa_port: (0/1-24)
gi_port: (0/1..24);
group: (1..8)
vlan_id: (1..4094)

[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

Ypanutb ctaTMyeckyto 3anucb cootsetcteuna IP- n MAC-agpecos
13 Tabanupl ARP ana ykasaHHOro B KomaHae uHtepdelica.

arp timeout sec
sec: (30..86400) cek

HacTpouTb Bpemsa XWU3HW AMHaMUYecKux 3anuceit B Tabauue
ARP (cek).

no arp timeout

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.
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clearip arp

YpanuTb Bce AnHamunyeckune 3anucu us ARP-tabauubl (KomaHaa
[0CTYMHA TOIbKO 1A NPUBUIETMPOBAHHOIO NO/b30BaTENS).

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOWM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 72 — KomaHgb! pexkmma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H vav H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Mokasatb 3anucu ARP-Tabnuubl: Bce 3anucu, ¢uabtp no |IP-
agpecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY NPOTOKOA arp

4.14.2 MexaHu3m obHapy»ceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M MO3BONAET YCTPOMCTBY OTC/AEXUBATb 3aK0/bLOBaHHbIe NOPTbl. MeTas Ha nopTy
obHapy»KMBaeTcA NYTEM OTCbINKM KOMMYTaTOpom ¢pelima € aApecom HasHayeHuA, COoBMadalolWmm C
oAHuMm 13 MAC-azapecoB yCcTpoiicTBa.

KomaHObI pexcuma 2a06anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnuua 73 — KomaHab! pexxkmma rnobanbHon KoHGuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/BKNOYEHO

OTkAtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

' [aHHasa KomaHAa oTKAtovaeT paboty moayna loopback-

L detection ¢ 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0kKa LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

no loopback-detection enable

-/BbIK/IOYEHO

BKAOUMTL MeXaHU3M 06Hapy)KeHMFI neTenb 4NA KOMMYTATOpPa.

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHWUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL MHTepBan mexay loopback-dpperimamu.
- seconds — HTepBasa BpeMeHu mexay LBD ¢peitmamu.

mac_address

CeKyH
no loopback-detection interval YHA BocCTaHOBWTL 3HaYeHME N0 YMONYAHULIO
loopback-detection Onpegenntb MAC-agpec HazHauyeHus, yKkasaHHbIn B LDB-dpelime.
destination-address ainiRiniHiRil Mo ymonuaHuio MAC-agpec Ha3HauYeHUA LWUPOKoBeELa-

Y

TeNbHbIN.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgeticos) Ethernet, uHmep-

ghelica 2pynnel nopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure terminal
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console(config)# interface {gigabitethernet gi port | fastethernet fa port
| port-channel group}
console (config-if) #

Tabnunua 74 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
loopback-detection enable BK/IOUMTb MeXaHM3M 0B6HapyKeHWUs neTesb Ha NopPTy
- -/BbIKAOYEHO

no loopback-detection enable BoCCTaHOBUTbL 3HaYEHME NO YMONYAHUIO

KomaHOoel pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#
Tabnunuya 75 — KomaHabl pexkmma EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoa4YaHuto

show loopback-detection OTob6pa3unTb cocTosaHne mexaHM3ma loopback-detection.

[gigabitethernet gi_port | gi_port: (0/1..24);

fastethernet fa_port | fa_port: (0/1..24)

statistics]

debug loopback-detection [all BKAtounTb 0TNpaBKy coobLieHmii no cobbitnam loopback-

| buffer-alloc | control | -/OTK/IIOHYEHO detection.

critical | pkt-dump | pkt-flow ]

4.14.3 Cemelicmeo npomoKonoe STP (STP, RSTP, MSTP)

OcHoBHoOM 3agaveit npoTtokona STP (Spanning Tree Protocol) ansetca npuseaeHue cetn Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOMOMMKN, UCKAIOYAIOLWEN LMKAbI NakeToB. KommyTaTopbl
0bMeHMBalOTCA KOHPUIYPaUMOHHBbIMU COOBLLEHMAMM, UCNOAb3YA Kaapbl chneunanbHoro dopmara, M
BbIOOPOYHO BKAIOYAIOT M OTKAIOYAIOT Nepeaaydy Ha NopTol.

Rapid (6bicTpbiit) STP (RSTP) aBnsieTca ycoBeplUueHCTBOBaHMEM MNpoToKosa STP, xapakTepusyetcs
MEHbWWM BpEMEHEM TMPUBELEHNA CETU K LPEBOBMAHOM TOMOMAOIMM U UMeeT 6osiee  BbICOKYHO
YCTOYNBOCTb.

Mpotokon Multiple STP (MSTP) saBndeTcA Haubonee coBpemeHHOW peanusaumeinn STP,
nogaeprmeatoweir  mncnonbzosaHne VLAN. MSTP npeanosaraeTr KoHouUrypauuio Heobxogmmoro
KO/IMYECTBA 3K3EMNIAPOB CBA3YIOLWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT uncaa rpynn VLAN Ha
KommyTaTope. Kaxkabii aK3eMnaap MOXKeT cogepaTb HeckosnbKo rpynn VLAN. HegoctaTkom npoTokona
MSTP sBnsieTca To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencTeyolwmx no MSTP, fonKHbl OblTb 04MHAKOBO
CKOHoUrypuposaHbl rpynnbl VLAN.

V MakcumanbHO gonyctumoe Konm4yecrTso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM penma riobanbHoM KoHbUrypauum:

console (config) #
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Tabnuua 76 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4yaHuro
shutdown spanning-tree OTKNOUUTL paboty moayns STP Ha ycTpoWcTBe.
[aHHasa KomaHaa oTKAtovaeT paboty moayna STP c 6e3-
. BO3BPaTHbIM yAaseHUuem BcCeX HacTpoeK 6noka STP.
-/BKAOYEHO - .
' Mogpaynb STP BK/lOYaeTcsa KOMaHAOM spanning-tree.
Ll
spanning-tree /BKAIOYEHO Pa3spewnTtb ncnosb3oBaHMe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode { rst | YCcTaHOBUTb pexum paboTbl NpoTokona STP:
mst - rst — [EEE 802.1W Rapid Spanning Tree Protocol;
} -/MSTP pId Spanning

no spanning-tree mode

- mst — IEEE 802.1S Multiple Spanning Tree Protocol.

YCTaHOBUTb 3HAYeHUE NO YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBAN BPEMEHM, 3aTPauMBaEMbIil Ha NPOC/YLWMBa-
HUE W M3ydeHWMe COCTOAHWN nepes NepekloYeHNEM B COCTOAHME
nepegaun.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWUTb WMHTEPBAN BPEMEHU MEXAY nepefayamu LWWPOKoBe-
waTenbHbIX coobuweHnn «Hello» K B3aMmoaencTBYOWMM KOMMY-
TaTopam.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA KMU3HM cBA3ytoLwero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTtb npuopuTtet ceasytouero gepesa STP.
3HayeHune NnpuopuTeTa AONKHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNIOYEHO

BKAOUMTL AMHAMMYeCcKoe onpeseneHne LeHHOCTM NyTu.
-lag-speed — onpeaeneHune LeHHOCTM NyTN ByAeT BbIMUCAATLCA NpU
M3meHeHun ckopoctn LAG

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHUIO.

spanning-tree compatibility
{mst | rst | stp}

no spanning-tree
compatibility

-/BKNOYEHO

Bepcua coemectumoctn STP

YCTaHOBUTb 3HAYEHME Mo YMON4YaHUIO

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe KoAWYecTBO tcn, MpuM KOTOpPOM 3anyckaeTcs Taumep,
KOTOPbI paBeH 3HaYeHwuto flush-interval

OTMeHUTb noporosoe 3Ha4yeHUe

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTbL 3HayYeHMe WHTepBana, Mocje KOTOPOro Mpov3onAaeT
flash MAC-Tabanupl nocae nonyyeHus tcn

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

3TO 3HayYeHWe YKas3blBaeT MaKCMMasjbHOE KO/NMYEeCTBO MNaKeToB,
KOTOpble MOTYT 6bITb OTNPaBAEHbI B 334aHHbI UHTEPBA/ BPEMEHU
hello-time.

OTMEHUTb HaCTPOIKY OrpaHMYeHUs NakeTos B MHTepBan hello-time

spanning-tree pathcost
method {long|short}

no spanning-tree pathcost
method

-/long

YCcTaHOBUTbL METOZ onpeaeneHna LLeHHOCTU NyTK.
- long— 3HauyeHue yeHHocTn B AnanasoHe 1..200000000;
- short — 3HauYeHue LeHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

Mpun 3agaHuun STP napamertpos forward-time, hello-time, max-age Heo6xogumo BbinonHe-
e Hue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet, uHmepagelica 2pynnsi NIOpmMos

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 77 — KomaHapl pexkxnuma KoHourypauum nHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npoTokosna STP Ha KOHPUrypupyemom MHTep-
deiice.

-/paspeleHo
no spanning-tree disable /pasp Pa3petutb paboTty npotokona STP Ha KOHOUIypupyemom UHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbI MHTepdeic.
: (1..200000000)/cMm. - cOSt — LEHHOCTb NyTU.
no spanning-tree cost YCTaHOBUTb 3HauyeHue, onpeAensiemoe Ha OCHOBAHWUM CKOPOCTU
Tabnanuy 78

nopTa U MeToa Onpeae/ieHns LEHHOCTU NyTH, CM.Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTEpdeica B cBasytollem aepese STP.

V' 3HaueHue nNpuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBWTb 3HaYe€HMe N0 YMOIYAHWUIO.

spanning-tree portfast

no spanning-tree portfast

BKOUYNTL PEXKMM, B KOTOPOM NOPT NPY NOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWTCS B COCTOAHME MEpPeaayu, He A0XKMNAAACh UcTeye-
HUA Tallmepa.

BbIKNIOUMTDL pEXMM MOMEHTANbHOIO nepexoAa B COCTOAHME ne-
pefadn Nno NOAHATUIO KIUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpeleHo

PaspewnTb Ha MHTepdeice AONONHUTENbHYIO 3aLWUTY OT neTenb. B
cnyyae, ecnn uHTepdenc HaxoaUTCA B COCTOSAHUM, OTJIMYHOM OT
Designated n npu 3Tom nepectaeT nonyyatb BPDU, uHTepdeiic
6n0KupyeTca.

3anpeTnTb AONONHUTENbHYIO 3aWMTY OT BOSHUKHOBEHUA NeTeNb.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HaCTPOMKK

BK/IIOUMTL 3aLLUTY KKOPHA» O/ BCEX CBA3YHOWMX AepesBbeB STP
BblbpaHHOro nopTa.

- root — 3anpeLuaet nHTepdeiicy 6bITb KOPHEBBIM MOPTOM KOMMY-
TaTopa;

- loop — BK/tOYaeT Ha MHTepdeice JONONHUTENBHYIO 3aWUTY OT
netenb. B cnyyae, ecnm mHTepdenc HaxoaUTCA B COCTOSHUMU, OT-
nmyHom oT Designated u npu aTom nepectaeT nosayyat BPDU,
nHTepoeric baokupyercs;

- none — oTK/to4aeT Bce Guard-pyHKLMU Ha uHTepdelice.

Mcnonb3oBath r106a/bHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspewnTb 3awWmMTy, BbIK/OYalOLLY0 UHTepdec Npu npuéme na-
Ketos BPDU.

3anpeTuTb 3alWMTy, BbIKNIOYAIOLLYO MHTepdec Npu Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na AynnekcHoro
nopTa «TOYKa-TOUKa»,
AN NONYAYNNEKCHOro
— «pPaA3BETBNAEHHbIN»

YctaHoBuTb NpoTokon RSTP B nepepatowee coctoaHMe un onpeae-
JIUTb TUN CBA3W A/1A BbIOPAHHOrO NopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHbIN.

YCTaHOBWTb 3HAYeHne no YMO4YaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIKAOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ dpnarom TCN.

spanning-tree bpdufilter

Onpenenntb pexkmum pabotbl BPDU filtering Ha nHtepdelice.

{disable | enable | | none} -/disabled
no spanning-tree bpdufilter YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
spanning-tree auto-edge JeKnioueHo BK/IIOYMTb aBTOMATMHECKOE OnpeaeneHne KAMeHTCKUX NoOPTOoB.
no spanning-tree auto-edge BbIK/IOYMTb aBTOMATMYECKOE ONnpeaeneHne KANEHTCKMX NopPToB..
spanning-tree {bpdu-receive | BKOUNTL peXkum npuéma u/vnm nepeaayn Ha uHtepoeiice.
bpdu-transmit} enable

-/BKOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIKNOUNTL pexknm npuéma u/unv nepesauv Ha uHtepdeiice.
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spanning-tree layer2-gateway-
port

Ha3HauMTb NOPT KaK W03 2 YPOBHS.

/1 Spanning-tree Ha JaHHOM NOPTY AO/MKeH 6bITb B cocToA-

-/BbIK/IOYEHO Huu disabled

no spanning-tree layer2- OTMEHUTb HaCTPOMKY

gateway-port

spanning-tree pseudoRootld HactpouTb npnoputet ana pseudoRoot Ha nHTepdeiice.

priority priority

priority: (0..61440)

no spanning-tree OTMEHUTb HAaCTPOMKY

pseudoRootld

spanning-tree {restricted-role BkntounTb Ha UHTepderice GyHKUMIO 3aLLMTbI OT aTakK.

| restricted-tcn}

no spanning-tree {restricted- OTKAOUUTL Ha UHTepdelice GYHKLMIO 3aLLMTbl OT aTak.

role | restricted-tcn}

Tabnnua 78 — CTOMMOCTb NyTK, YCTaHOBAEHHAA MO YMOAYaHUIo (spanning-tree cost)

Memod onpedeneHusn
Unmepdpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100
KomaHOsl pexcuma privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:
console#
Tabnuua 79 — KomaHab! pexxkmma privileged EXEC
3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue

no ymon4aHuro

show spanning-tree MoKa3aTbcocTofHMe NpoTokona STP Ha uHTepodelice.
interface[gigabitethernet
gi_port | fastethernet fa_port

| port-channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

show spanning-tree detail MoKa3aTb NoAPOOHY0 MHPOPMALLMIO O HACTPOMKAX MPOTOKOA

STP.
show spanning-tree active Moka3aTb MHPOPMALMIO O COCTOAHUM O HACTPOMKax STP Ha akTUB-
[detail] HbIX MOpPTax

show spanning-tree bridge 0OT06pa3unTb HacTpoiku STP Ha bridge
[address | detail | forward-
time| hello-time | id | max-

age | priority | protocol]

show spanning-tree layer2- OTO6pPa3nTb HACTPOMKM LII03a 2 YPOBHSA

gateway-port

show spanning-tree pathcost
method

OT06pasnTb MHGOPMALMIO O MeTo4e onpeaeneHus CTOMMOCTH
nyTu

show spanning-tree root - OT06pasnTb MHPOPMaLmio o root B Tononorum STP

OT06pasnTb cOCTOAHME NPOTOKONA STP OTHOCUTENbHO UHTEpdeit-
coB

show spanning-tree summary

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06anabHol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #
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Tabnnua 80 — KomaHAabl perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBUTbL NPUOPUTET A/ AAHHOrO KOMMYTaTopa nepes, ocTanb-
HbIMU, UCMONb3YOLWMMM 06LWMIA 3K3emnaap MSTP.

- instance_id — ak3emnasap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHue NnpuopuTeTa A0NKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMaNbHOE KOIMYECTBO TPAH3UTHbIX yHaCTKOB A/1A
naketa BPDU, Heobxoaummbix ana ¢$GOpPMMpOBaHUA AepeBa U
yAepKaHua MHpopmauumn o ero cTpoeHuu. Ecnm naket yxke npo-
Wwen MaKCMManbHOE KO/MYEeCTBO TPaH3UTHbIX YYacTKOB, TO Ha
cnepyloLem yqactke oH oTbpacbiaeTcs.

- hop_count — makcMManbHOE KO/IMYECTBO TPAH3UTHbIX Y4aCTKOB
Ana naketa BPDU.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypauum npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokosa MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabnunua 81 — KomaHabl pexkruma KoHoburypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MENXAY 3K3emMnaapom npoTtokona MSTP un
rpynnamum VLAN.

- instance-id — naeHTUdUKATOP 3K3emnaapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Y0anutb COOTBETCTBME MEXAY IK3emMnnAapom npotokona MSTP u

vlan_range rpynnamu VLAN.

name string 3apaTtb UMa KoHurypauum MST.
string: (1..32) cumBona | - string — uma KoHdUrypauumn MST.

no name Yaanutb umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3nmn KoHoUurypaumm MST.
- value — Homep peBun3nKn KoHdUrypauumn MST.

YCTaHOBWTb 3HaYeHMe No ymonyanuio (value).

exit

Bbixoa 13 pexkuma KoHdurypauum npotokona MSTP ¢ coxpaHeHu-
em KoHburypauuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepdagelica Ethernet, uHmepagelica 2pynmnbi Mopmos

Bupa, 3anpoca KomMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 82 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsi noptos

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/33 LWWMTa BblK/IKOYEHA

BKkAounTb 3aWmTy «KOpHA» ANA BCeX CBA3ylowmux aepesbes STP
BblbpaHHOro nopta. [JjaHHas 3alMTa 3anpewaer uHTepoency bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTopa.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTbL NpuopuTeT nHTepdelica B aksemnasape MSTP.
- instance-id — vaeHTUdMKaTOp 3K3emnaspa npotokona MSTP;
- priority — npuopuTeT HTepdeica.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YCTaHOBUTbL LLEHHOCTb NyTU 4epe3 BblbpaHHbIA WHTepdeic ana
onpeaesieHHOro ak3emnaapa npotokona MSTP.

- instance-id — vaeHTUdMKaTOp 3K3emnasapa npotokona MSTP.

- COSt — LLleHHOCTb NyTK.

YCTaHOBWUTb 3HauyeHwue, onpegenfiemoe Ha OCHOBAHWWM CKOPOCTU
nopTa M MeToAa onpeseneHns LLeHHOCTM NyTH, CM. Tabauuy 78

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTepdeinca B KOPHEBOM CBA3YHOLLEM
nepese MSTP.

V 3HauyeHMe NpUopUTETa J,OMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTbL NpuopuTeT pseudoroot B aksemnaape MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YCTaHOBUTb 3HaYyeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnuua 83 — KomaHgpbl perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_portport-
channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MokasaTb KOHOUrypaLmto npoTokona STP.

show spanning-tree detail

instance_id: (1..4094)

MoKa3aTb NoAPO6HY0 MHPOPMALLMIO O HACTPOMKe NPoToKoNa STP.

show spanning-tree mst
configuration

MokasaTb MHOOPMALMIO O CKOHOUIYPUPOBAHHbLIX 3K3emmnaspax
MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port | port-
channel group}}

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MepesanycTuTb NpoLLecc MUrpaumn NPOToKoaa. 3aHOBO MPOMUCXO-
ONT NPOCYET aepesa STP.

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayXebHble NakeTbl pas/InyHbIX
L2-npoTokonos (PDU) uepe3 ceTb npoBaiigepa, YTO MNO3BO/AET «MNPO3PAYHO» CBA3ATb KAMEHTCKUE

CermeHTbl CeTun.

L2PT wmHkancyavpyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYro rpaHWYHbIN
KOMMYTaTOp, KOTOPbI OXUAAET CreunanbHble MHKANCYIMPOBAHHbIE Kaapbl, @ 3aTeM AeKancympyeT ux,
YTO NO3BONAET NO/b30BaTENAM NepeaaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypauuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHbUrypaumm:

console (config) #
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Tabnunua 84 — KomaHabl perkuma KoHourypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTbL aApec Ha3HaYeHUA O/1 UHKAMNCY/IMPOBaHHbIX dpein-

MOB COOTBETCTBYHOLEro NpPpoOTOKONA

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWUTb afpec HasHayeHua ans
MOB COOTBETCTBYHOLLErO MPOTOKO/A

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBUTb afpec HasHadeHus ans
MOB COOTBETCTBYHOLL,Ero NPOTOKO/1a

isis-11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb afpec HasHadeHus ans
MOB COOTBETCTBYHOLLErO MPOTOKO/A

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBWUTb afpec HasHayeHua ans
MOB COOTBETCTBYHOLLErO MPOTOKO/A

pvst-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:df

YCTaHOBUTb afpec HasHayeHus ans
MOB COOTBETCTBYIOLLEro NPOTOKOAA

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBUTb afpec Ha3HayeHusa ans
MOB COOTBETCTBYIOLLEFO MPOTOKOA

ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb afpec Ha3HayeHusa ans
MOB COOTBETCTBYIOLLEFO MPOTOKOA

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb afpec HasHayeHua ans
MOB COOTBETCTBYHOLLErO MPOTOKO/A

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBUTb afpec HasHayeHua ans
MOB COOTBETCTBYIOLLErO NPOTOKOAA

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnvua 85 — KomaHabl pexknuma kKoHburypaumm nHtepoeicos Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp

ospf | rip | vtp | pvst }

lidp | isis-I1 | isis-12 | fctl |

| lacp |

no I2protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12 |
fctl | ospf | rip | vtp | pvst }

-/BbIK/IIOYEHO

BkntounTb pexkum nHkancynauum PDU.

BbIKNHOUNTL peXXnm nHKkancynaumm PDU.

)

. MES2448B, MES2448E.

Mpu BKAOYEHUM MHKacnyasauun gna VTP nHKkancyamposatbca 6yaer BcA rpynna nponpue-
. TapHbIX MPOTOKOJ/I0B CiSCO ¢ MaK-aapecamu HasHauyeHmA 01:00:0C:CC:CC:CC.

KomaHObI pexcuma privileged EXEC

B Tekyweit Bepcuun NO He nogaepxuBaetca Ha mogenax MES2424, MES2424B, MES2448,

Bupa 3anpoca KomaHAHOM CTPOKM perxkmma privileged EXEC:

console#
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Tabnmua 86 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa Aelicmeue

OT06pasnTtb KoHoUrypaumio L2PT cymmapHO M No OTAEeNbHbIM
MHTepdencam.

show I2protocol-tunnel
[interface gigabitethernet
gi_port | fastethernet fa_port
| tengigabitethernet te_port

gi_port: (0/1..24);
fa_port: (0/1..24);
te_port: (0/1..4);

port-channel group } | group: (1..8)

summary ]

show I2protocol tunnel-mac- OT06pasnTb agpeca HasHaYeHUA A1A UHKANCYIMPOBAHHbIX Gpeii-
address i MOB.

4.14.5 Hacmpolika npomokona LLDP

OcHoBHOW ¢yHKUMelN npoTokona Link Layer Discovery Protocol (LLDP) saBnaetca obmeH mexay
CEeTeBbIMWN YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTUKax. MHpopmauma, cobpaHHan nocpeacTtsom
npoToKosa LLDP, HaKan/iMBaeTcsa B YCTPOMCTBAX M MOXKeET ObITb 3anpoLleHa ynpasisatowmMm KOMMNbIOTEPOM
no npotokony SNMP. Takum obpa3om, Ha OCHOBaHWM COOpPAHHOM MHPOPMALMKU, Ha YMPaABAAIOLLEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMNOJIOTUS CETU.

KommyTaTopbl noagepusBatoT nepenady Kak CTaHAAPTHbIX MapameTpoB, TakK M OMNUMOHA/bHbIX,
TaKUX Kak:

—  MM#A YCTPOICTBa M ero onucaHue;
—  WMA MopTa U ero onucaHue;

—  uHbopmauma o MAC/PHY;

- UT.A

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnunua 87 — KomaHabl pexkmuma rnobanbHo KoHPUrypaumnm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
o yMoA4YaHuto
shutdown lidp OTKNOYNTD paboty moayna LLDP Ha ycTpoicTae.
[OaHHaa KomaHpga oTKAuvaeT paboty moaynsa LLDP c
-/BKAOYEHO H 6e3B03BpaTHbIM yAaNeHUEeM BCeX HacTpoeKk 610Ka
LLDP.

no shutdown lidp

BkntoumTb paboty moayna LLDP Ha ycTpolicTse.

set lidp enable

set lldp disable

-/BbIKNIOYEHO

Paspewmntb KOMMyTaTOpPYy MCNONb30BaHWe NpoToKona LLDP.

3anpeTnTb KOMMYTATOPY UCMO/Ib30BaHWE NPoToKoaa LLDP.

set lidp version {v1 | v2} /vl 3apaTb Bepcuio npoTokosa LLDP.
lidp mac_address YKasaTb MAC-agpec, Ha KoTopblii byayT oTcbigateca lldp-dppelimbl.
- lldp-pperimbl Tak ke ByayT AybanmpoBaTbcsa Ha CTaHAAPTHLIM MAC-
aapec.
lidp lldpdu flooding Jfiltering YcTaHOBUTL pexkum dpunbTpaumm naketos LLDP BPDU

lidp lidpdu filtering

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO

lidp chassis-id-subtype type

lidp chassis-id-subtype mac-
addr

-/mac-address

3apaTtb chassis-id-subtype ans lldp-dpeiima.

BepHyTb K 3HAaYEHWIO N0 YMONYAHUIO

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBWUTb 3aZepyKKy MOBTOPHOW WMHMUMaNM3aumu (Bpemsa 3a-
LEPKKU, BbiNosHAemoe LLDP gas noBTOPHOM MHUUMANU3ALMU Ha
nobom nHTepodeice).
Y106bl OTMEHUTb HACTPOIiKY HEeo6XoAMMO BbICTAaBUTb
V 3HauyeHue No yMmoN4yaHuio.
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lldp transmit-interval interval

interval: (5-32768)/30

YcTaHoBUTb MHTepBan nepegaun lldp -dpperimos.
| Y106bl OTMEHUTb HACTPOIKY HEeo6XoAMMO BbICTAaBUTb
\ / 3HayeHne No YMONYAHUIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpOCTb Nepegaun lldp-¢peimos.
Seconds — nepwog, BpemMeHU B TEYEHUU KOTOPOro YCTPOWCTBO
MOMKET OTNpPaBuTb He Bosiee ogHOro dperima.
V' Y106bl OTMEHUTb HACTPOKY HEeo6XoAMMO BbICTAaBUTb
3HauyeHne No YMONAYaHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMA/IbHYIO A/IUTENBHOCTb 3a4EPXKKM, MeXay no-
cnepoBaTenbHbIMKU Kagpamu LLDP.
» UYTOObI OTMEHUTb HACTPONKYy Heo6X0A4MMO BbICTaBUTb

lldp txCreditmax value

3HayeHue No YMONYaHuUIo.
YctaHoBUTL 3HadeHue Credit Max (MaKcMmanbHOE KOMYEecTBO

value: (1..10) nocnegosatenbHbix LLDPDU, KoTopble mMoryT 6biTb nepeaaHbl B
noboe Bpems)
lldp txFastlnit value value: (1..8) YCTaHOBWTb YNC/IO NAKETOB, KOTOpoe byayT OTNPaBAATLCA B Nepu-

ogp fast init.

KomaHObI pexcuma KoHgpu2ypayuu uHmepageticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 88 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp dest-mac mac_address

lidp dest-mac mac_address

-/BbIKNIOYEHO

3agatb MAC-agpec,
dpelimbl.

Ha KoTopblit b6yayT oTcbinatecs lldp-

Yaanute MAC-agpec, Ha KoTopbli 6yayT oTcbinateca lldp-
dpelimbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKNIOYEHO

PaspelwaeTt nepegadvy naketos no npoTtokoay LLDP Ha uHTep-
delice.

3anpeTnTb nepegayy nakeTos No npotokony LLDP Ha uHTep-
deiice.

lidp med-app-type type
{none | vlan}

no lldp med-app-type type

HasHauuTb npasuno network-policy saHHOMy UHTepdelicy.

Ypanutb npasuno.

lidp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lldp med-location

-/BbIK/IOYEHO

3aaTb MecCTOMONIOXKEeHUEe YCTpOWCTBAa Ans npoTokona LLDP
(3HayeHue napameTpa location npotokona LLDP MED).
-coordinate — agpec B cucteme KOOpAMHaT;

-civic_address_data — agMMHUCTPATUBHbBIN agpec yCTPOMCTBa;
-elin_data — agpec B popmare, onpeaenerHHom ANSI/TIA 1057.

Yaanutb MectononoxKeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lldp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IOYEHO

CKoHourypuposats TLV LLDP-MED Ha gaHHOM nHTepdeiice.

Yaanutb HacTpoiky TLV LLDP-MED Ha nHTtepdeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BK/OYUTB OTNPaBKY Tpanos no cobbiTuam LLDP.

OTKNOUYNUTL OTNPABKY TPanos no cobbiTuam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr, port-comp)
/ interface alias

3apgatb ID Port Subtype ans kagpa LLDP
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lidp receive [mac-address
mac_addr]

no lidp receive [mac-address
mac_addr]

Paspewntb MHTEpdelicy NpuHMMaTb Kagpbl LLDP

-/BKNOYEHO
/eknioen 3anpeTntb UHTepdericy NpUHMMaTb Kaapbl LLDP

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

Onpenenntb Kakue 6asosble onuuoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaemsbiii LLDP-naker.
YCTaHOBWTb 3HaYeHNe N0 YMOAYAHUIO

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

OnpeaennTb Kakue cneuuanbHble onuMoHanbHble TLV-nona
6yAyT BKAOYEHbI YCTPOMCTBOM B nepegasaembiii LLDP-nakerT.
YCTaHOBWTb 3HA4YEHME MO YMONYAHUIO

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

v/
v/

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nNopTtos, 3anOMUHAIOTCA UHAUBUAYANbHO NOpTamMmu
rpynnbl, NPUHABWIMMM coobueHusa. LLDP oTnpaBaseT pasnnyHblie COO6LLEHUA HA KaXKAbli

PaboTta npotoKona LLDP He 3aBUCUT OT cOoCTOAHUA NPOTOKona STP Ha nopty, naketbl LLDP
OTNPaBAAIOTCA U NPUHUMALIOTCA HA 3a610KMPOBaAHHbIX NPOTOKo/I0M STP-nopTax.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabanua 89 — KomaHgbl pexkmma privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aeiicmeue
o yMmon4YaHuo

show lidp local

- Moka3saTtb LLDP-nHdopmaLmio, KOTOPYO aHOHCUPYIOT NOPTLI.

show lidp neighbors [detail]

MoKkasaTb MHGOPMALMIO O COCEAHMX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics

- Mokasartb ctatnuctuky LLDP.

Tabnnua 90 — OnucaHme pesynbTaTos

lMone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBNEHMA.
Onpeaenset BennumHy spemenu (TTL, Time-To-Live) Ana npuHMMalOLLEro YCTPOICTBa,
Hold Multiplier B TEYEHME KOTOPOTrO HYXKHO yAepKMBaTb NPUHMMaeMble nakeTbl LLDP nepeg nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela OnpesenseTr MMHUMaNbHOE BpeMSA, B TEUEHME KOTOPOro NopT byAeT oxuaaTb nepes,
¥ nocbinkol cnegytowiero LLDP-coobweHus.
Tx dela OnpegenseT 3afepXKKy Mexay nocieaywowmmm nepegadyamm LLDP-¢ppeitmos, NHK-
4 LUMNPOBAHHbIX U3MEHEHUAMM 3HAYEHUIN NMbBO cTaTyca.
Port Homep nopTa.
State Pexknum paboTbl nopTa Ana npoTtokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
Bo3MOXHble 3HaYeHuA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHue cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaenma LLDP.
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Tabnnuya 91 — OnucaHune pesynbTaToB

Mone OnucaHue
Port Homep nopra.
Device ID Uma nan MAC-agpec coceHero ycTpomncrea.
Port ID NaeHTUdMKaTOp NopTa coceaHEero ycTpomncTaa.

System name

CUCTeMHOEe MMA YCTPOWCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOCTBa:

B — MocrT (Bridge);

R — MapuwpyTunsaTtop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-yctpotiicteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTteo (Host);

r — NosTopuTens (Repeater);

O — Tun HeunssecteH (Other).

System description

OnucaHuWe cocefHEro ycTpoiicTea.

Port description

OnucaHve nopTa coceaHero yCTpoicTea.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation support

OnpegenseT, noaLep’KMBaeTca M aBTOMATUYECKOE onpegeneHune pexxnma nopra.

Auto-negotiation status

OnpegfenseT, BKAOYEHa /M NOAAEPKKA aBTOMATUYECKOTO ONpeaeneHns pexuma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT pexunmsl, noaaepmaemble GyHKUMEN aBTOMATUYECKOrO onpeaeneHuns
nopTa.

Operational MAU type

Pabounin MAU-TUN ycTpoicTaa.

Mpumep HacTpoikm TLV-onumit Ha nHtepodeiice Gigabitethernet 0/1:

console (config) # set 1lldp enable

console (config) # interface gigabitethernet 0/1

(

(
console (config-if)# 1l1ldp tlv-select basic-tlv port-descr
console (config-if)# 1lldp tlv-select basic-tlv sys-name
console (config-if)# 1lldp tlv-select basic-tlv sys-descr
console (config-if) # 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1lldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 1lldp tlv-select dotltlv port-vlan-id
console (config-if)# 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if)# 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if)# 1lldp tlv-select dot3tlv max-framesize

4.15 Hacrtpoiika npotokona OAM

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHKUUM YpPOBHA
KaHana nepefayy AaHHbIX NpeacTaBAAloT coboli NMPOTOKOA MOHWUTOPWUHra COCTOAHWMA KaHana. B stom
NnpoToKo/e ANA nepefaydn MHGOPMaLMKN O COCTOAHUM KaHana Mexay HenocpeacTBEHHO NOAKAOUYEHHbBIMM
ycTpoiicteamm Ethernet ucnonwsyiotcs 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTtea
LOMKHbI noanep»KneaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHoburypaumm nutepdencos Ethernet:

console (config-if) #
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¥

Hactpoiika Ethernet OAM TpebyeTca ana oTnpaBKu snmp-trap no cobbituio Dying Gasp.

Tabanuya 92 — KomaHabl pexkmma KoHourypauum nHtepdeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

shutdown ethernet-oam

OTknountb paboty moayna Ethernet OAM Ha ycTpolicTBe.
[aHHaA KOMaHAa oTKAlYaeT paboty moayna Ether-

no shutdown fault-
management

-/BKNOYEHO ! net OAM c 6e3B03BpaTHbIM yAanNeHUEeM BCEX HACTPoO-
ek 6noka OAM.
no shutdown ethernet-oam BkntoumTb paboty moayna Ethernet OAM Ha ycTpoiicTse.
shutdown fault-management OTKAounTb paboTy moaynsa Fault-management Ha ycTpoiicTBe.
[laHHaA KomaHAa oTKAuaeT paboty moayna Fault-
l management c 6e3B03BpaTHbIM yAaneHMemM BCeX Ha-
-/BKAIOYEHO e

cTpoek 6noka Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTse.

ethernet-oam enable

ethernet-oam disable

-/BbIKNOYEHO

PaspewunTtb paboty OAM

3anpetutb paboty OAM

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KO/AMYecTBa OWWOOK 3a yKasaHHbIN nepuop,
(nepnog, yctaHaBAuBaetca KomaHgow ethernet oam link-
monitor frame window).

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBUTb BPEMEHHOW NMPOMENKYTOK A/1A NMOACYETA KONMYECTBA
owmnboK.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBWUTbL nopor gna cobbitna «frame-period» (nepuog ycra-
HaB/MBaeTca KomaHgon ethernet-oam link-monitor frame-
period window).

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEXYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTbL nopor ans cobbitna «frame-period» (nepuog ycra-
HaBauBaeTcA KomaHaon Ethernet-oam link-monitor frame-
seconds window), B cekyHAax.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPEMEHHOM NPOMEXKYTOK Ana cobbitna «frame-
period».

no ethernet-oam link-monitor me BocCCcTaHOBUTbL 3HaUYEHWE MO YMOYAHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb pexkum paboTbl npoTtokona OAM:
{active|passive} Jactive - active — kommyTaTOp NocTtosHHO oTnpasasaeTr OAM PDU;

- passive — KOMMyTaTop HauyMHaeT otnpasnaTe OAM PDU TonbKo
npu Haanuum OAM PDU co BCTPEYHOM CTOPOHBI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIKNIOYEHO

KomaHZa ana ynpasneHus nNoAfepiKKoh ¢yHKUMM 3aBopoTa
TpaduKa.

deny — urHopupyet KomaHab! loopback

disable — 610kupyeT loopback

enable — BkatoyaeT KOHTposb gna loopback

permit — BkatoyaeT 06paboTky loopback

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIKNOYEHO

BKOUMTb GYHKLMIO OBHApYKeHUA OJHOHaMNpPaB/iEHHbIX CBA3eW
Ha 6a3e npoTokona Ethernet OAM.

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.
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ethernet-oam uni-directional
detection action
{log| errdisable}

-/log

no ethernet-oam
uni-directional detection
action

Onpenenntb peakuMio KOMMyTaTopa Ha OAHOHAaMNpPaBAEHHYH
CBA3b:

- log — otnpaBka SNMP trap v 3anucb B }KypHan;

- errdisable — nepeBog nopta B coctosiHue «error-disable», 3a-
NUCb B XXypHan u otnpaska SNMP trap.

BoccTaHOBUTL 3HAYeHMe No YMON4YaHUIO.

ethernet-oam uni-directional
detection agressive

-/BbIK/IIOYEHO

no ethernet-oam
uni-directional detection
aggressive

BKOUNTD arpeccuBHbIV peXxum onpeaeneHns o4HOHanpas/eH-
HOM cBA3K. Ecin OT cocegHero ycTpomcTBa MmepecTaroT MpUxo-
auTb Ethernet OAM-co0bLLeHUs — IUHK NOMeYaeTcs Kak o0AHOo-
HanpaB/iEHHbIN.

BoccTaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBUTb BPEeMEHHOM UHTepBan ANA onpegeneHusa TMna cBasu
Ha nopry.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

KomaHObI pexcuma 2n06anabHoU KoOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 93 — KomaHabl perknma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

Aelicmeue

set ethernet-oam

{enable|disable} +/disable

BKkntounTb/BbikNOUMTE OAM B cucTeme

set ethernet-oam oui oui oui: (aa:aa:aa)

3agaTb OUl gns OAM

KomaHObi pexcuma privileged EXEC

Bce KomaHabl AOCTYNHbI ANA NPUBUIErMPOBAHHONO nosb3osBaTenAa. Bug 3anpoca KOMaH,EI,HOﬁ

CTPOKM pexkuma privileged EXEC:

console#

Tabnunua 94 — KomaHabl perkuma privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show port ethernet-oam

0OT06pasnTb MHGOPMALMIO O TEKYLLLEM COCTOAHUN 0am

show port ethernet-
oam({gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..8/0/1..48);
o_port: (1..8/0/1..4).

OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHUWM O0am ANA KOH-
KpeTHoro nHtepdelica

show port ethernet-
oam|gigabitethernet gi_port |
fastethernet fa_port]neighbor

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTO6pasnTb COCTOAHUE COCEeACTBYIOLEN KoHbUrypauum

show port ethernet-
oam(gigabitethernet gi_port |
fastethernet fa_port]statistics

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OT06pasnTb ctatuctmky OAM  ans  uHTepdeicos/KOHKPETHOro
MHTepodeica

show port ethernet-
oam({gigabitethernet gi_port |
fastethernet fa_port} event-
notifications

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OT1obpasntb OAM HacTpoliku nopTta

show port ethernet-
oam|gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OT06pasunTb nor cobbiTnit coctosHma OAM
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show ethernet-oam global OT06pa3sunTb rnobanbHble HAaCTPOKKN 61oka OAM
information

Mpumep HacTpoliku Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 0/1
console (config-if)# ethernet-oam enable

4.16 NpynnoBan agpecauma

4.16.1 ®yHKyuAa nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping ncnosb3yeTca B CETAX rPynnoBoi paccblikM. OcHOBHOM 3agadveit IGMP
Snooping sBnseTca nNpefoCTaB/leHME MHOrOaApPecHoOro TpaduKka TONAbKO AJA TeX MOPTOB, KOTOpble
3anpocunu ero.

V NoapeprkusaloTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

l ®dyHKumAa rpynnosoii punbtpauum “bridge multicast filtering” BkntoueHa no ymonuaHuio.
ol
PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOAAPECHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayrowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npunHATbI Ha NoOpTY;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 95 — KomaHabl pexkuma rnobanbHo KoHGUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
Mo YyMOAYAHUIO
shutdown snooping OTKAtoUNTb paboTy mogyns IGMP/MLD Snooping Ha ycTpolicTae.
| [aHHaa KomaHAa oOTKAYaeT paboty moayna
-/BKAIOYEHO - IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHMem
Bcex HacTpoeK 6;i10ka IGMP/MLD Snooping.
no shutdown snooping Bkatountb paboty moayns IGMP/MLD Snooping Ha ycTpoiicTae.
ip igmp snooping PaspewunTtb ucnonbsosaHme ¢pyHKUun IGMP Snooping KommyTa-
TOpPOM.
— - -/BbIKNOYEHO -
no ip igmp snooping 3anpeTuTb Ucnonb3osaHne GpyHKUMnM IGMP Snooping KommyTa-
TOPOM.
ip igmp snooping vlan vian_id PaspewunTtb ucnonb3osaHme ¢dyHkuun IGMP Snooping kommyTa-
. TOPOM ANA AaHHOro nHTepderica VLAN.
vlan_id: . o
- - vlan_id — vaeHTUdUKaumoHHbIi Homep VLAN.
— - (1..4094)/BbIKNtO4EHO -
no ip igmp snooping vlan 3anpetutb ucnonbsosaHue ¢yHKUMKM IGMP Snooping KommyTa-
vlan_id TOPOM ANA AaHHOro nHtepderica VLAN.
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ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);

Onpefenute MOPT, K KOTOPOMY MOAKAIOYEH MApLUPyTM3aTop
MHOroaZpecHoOm paccblIkM Ans 3agaHHon VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN.

YKasaTb, 4TO K MOPTY He NMOAKIOUYEH MApLIPYTU3aTOP MHOroas-
PECHOW PacCbIIKK.

ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

Bkatountb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN. O3HayaerT, 4To NopT A0/KeH bbITb HeMeaeHHO yaa-
neH us rpynnsl IGMP nocne nonyyexuns coobueHma IGMP leave.

OTKkAtounTb nNpouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id:
(1..4094)/BbIKNIO4EHO

BKntounTb nogmeHy KOMMYTaTOpOM ajpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN
-ip_addr — IP-agpec, KoTopbiii ByaeT Mcnonb3oBaTbCA A4 Noa-
MeHbl
NoameHa Ha 3apaHHbIA agpec ANA TPAH3UTHOrO Tpa-
! $uKa npoucxoguT nNpuU  BKAKOYEHHOM ip igmp
snooping. MogmeHa Ha 3afaHHbIA agpec Aana Tpadu-
Ka, ucxogauiero ¢ CPU kommyrtatopa, — Npu BKAKOYEH-
HOM ip igmp snooping u ip igmp snooping proxy-
reporting.

BbIKNOUMTE MOAMEHY KOMMYTAaTOPOM agpeca WUCTOYHMKA Ha
3afaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping group-query-
interval value

ip igmp snooping group-query-
interval

value: (2..5)

YCTaHOBUTb MHTEPBan BPEMEHW B CeKyHAaXx, nociae KoToporo
YCTPOICTBO OTNpaBAseT group-query Ha mrouter

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTbL MHTEPBaN BPEMEHWU B CEKYHAaX, MO UCTEYEHUU KO-
TOporo mrouter yaansaetca, ecan He nonyyaet IGMP reports

OTKNOYUTD HACTPOMKY

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BKIOUMTbL OTMPaBKY query BO BCE MOPTbI.

BKAOUMTbL OTNPaBKyY query B non-router-nopTbl

ip igmp snooping report-
suppression-interval value

3apaTb MHTepBan (B cekyHaax), ana kotoporo IGMPv2 report
A7 O4HOW M TOW »Ke rpynnbl He ByayT nepeHanpaBieHbl

— - value: (1..25) —
no ip igmp snooping report- OTKNOYUTD HACTPOMKY
suppression-interval
ip igmp snooping retry-count MaKcumanbHOe KOMIMYeCcTBO query, OTHOCALLMXCA K rpynne, OT-
value npaBAeHHbIX Ha mrouter
value: (1..5)

no ip igmp snooping retry-
count

OTKNOUUTL HACTPOMKY

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

Pa3pelwnTtb Nepesayy query-nakeToB Ha yCTpoOcTBe

3anpeTuTb NepeAayy query-nakeTos Ha ycTpoicTee

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWTb MHTEPBa (B CEKyHAAX), Noc/ie KOTOporo MopT yaa-
naetca, ecam IGMP reports He nosyyYeHbl

OTKNOUYUTL Talimep

ip igmp snooping filter

no ip igmp snooping filter

-/BbIK/IIOYEHO

Paspewntb ucnonb3oBaHue o¢yHKUMKA PunbTpaumm IGMP Ha
MHTepdericax.

3anpeTtntb ncnonbsosBaHne GyHKUUN dunbTpaummn IGMP Ha UH-
Tepdelicax.
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KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN’08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range)#

Tabnnua 96 — KomaHab! pexkmma KoHourypaumum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_add

BKAOUNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report.
-ip_addr - IP-agpec, KoTopblli 6ygeT ncnonb3oBaTbCa ANA nogme-
Hbl
MoameHa Ha 3afaHHbIW agpec ANA TPAH3UTHOrO Tpa-
! ¢$UKa NPoMCXO4UT NPU BKAKOYEHHOM ip igmp snooping.
MopameHa Ha 3afaHHbI agpec ana TpaduKa, ncxopa-
wero ¢ CPU KommyTtaTopa, — Npyu BKAIOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping replace
source-ip

BbIKNOYUMTE NOAMEHY KOMMYTaTOPOM ajpeca MCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping cos cos

YcTaHoBUTb 3HadeHne 802.1p ans IGMP-nakeTos, KoTopble byayT
MCMN0Nb30BaTbCA KOMMYTAaTOPOM Ha nHTepdeiice VLAN.

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HaueHve meTkn 802.1p gna IGMP-nakeToB Ha WHTep-
¢deiice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuto npotokonaa IGMP B8 VLAN

v2 | v3} -/v3

ip igmp snooping

YCTaHOBUTb 3HaYeHWe MO0 YMOYAHUIO

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

Bkntouaet pyHKumto fast-leave gns VLAN.

BobikntovaeTdyHkumio fast-leave ana VLAN.

ip igmp snooping max-response-
code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBUTb MaKCMMa/ibHOE BpeMsA OTBETa Ha 3anpoc, 3ajalollee-
CA B KOAE, r4e O4Ha eAMHMLA KOLaA paBHA OAHOM LeCATON CeKyH-
abl.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

no ip igmp snooping mrouter-
port{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

CTaTMyecKn HaCcTpOoUTb NOPTbI MappyTusaTopa ana VLAN

Y[anutb yKasaHHble NpTbl MapwpyTusaTtopa ana VLAN

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} [time-out
time]

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

time: (60..600)

HacTtpouTb nHTEpBan OXMAaHMA A0 OYUCTKM NOPTa MapLUpyTM3a-
Topa ansa uHtepoerica VLAN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} version
{vi|v2]|v3}

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port} version

fa_port: (0/1..24);
gi_port: (0/1..24)

Hactpoutb Bepcuto IGMP ana nopta mapwpytusaTtopa ana VLAN.
-v1- IGMP snooping Version 1
-v2 - IGMP snooping Version 2
-v3 - IGMP snooping Version 3

YcTaHOBUTb BEPCUIO NO YMONTHAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueAasaTb multicast-npoduab ¢ 3agaHHbIM MHAEKCOM K VLAN

Yaanutb npmeaAsky K VLAN
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ip igmp snooping querier

no ip igmp snooping querier

-/BbIK/IIOYEHO

BkaounTb NoaaepiKKy BblAauM 3anpocoB igmp-query KommyTaTo-
pom Bo VLAN

BbIkNOUNTL MOAAEPIKKY BblAauM 3anpocoB igmp-query KommyTa-
Topom B8O VLAN

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNIO4EHO

YCTaHOBWUTb TaimayT, MO KOTOPOMY CUCTEMa OTNPaB/AeT OCHOB-
Hble 3anpOoChbl BCEM YYaCTHWKAM rpynnbl MHOTOAAPECHOM nepeaa-
4M AN NPOBEPKM UX aKTUBHOCTU

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAOUNTD perMM GUNBbTPALLIUM HE3APErnCTPUPOBaHHOTO TpaduKa
8 VLAN

OTK/OUNUTD peXUM GUABTPALUN HE3aperncTpUpoBaHHOro Tpadu-
Ka B VLAN

ip igmp snooping static-group
ip_add [ports ports]

no ip igmp snooping static-
group ip_add

Co3faTb CTaTMYECKYHo 3anuch B TabauLe rpynnoBoi agpecaumm

YanuTb CTaTUYECKYH0 3anmch U3 Tabnubl rpynnoBoit agpecaumm

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica (QuanaszoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabnanua 97 — KomaHgpbl pexnma KoHdurypaumm nHtepdelrica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

switchport multicast-tv vlan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

Bkatountb nepeHanpasneHne |IGMP-3anpocoB M3 KAWEHTCKUX
Vlan B Multicast Vlan n mynbTMKacTtoBoro Tpaduka B KAMEHTCKUE
Vlan B HeTermposaHHOM BUAE.

-tagged — BkatounTb nepeHanpasieHne IGMP-3anpocos w3
KnneHTckux Vlan 8 Multicast Vlan n mynbTukactosoro Tpaduka B
KnneHTckue Vian gna nHtepdeiica B TerMpoBaHHOM BUAE.

BbikntounTb nepeHanpasaeHne |IGMP-3anpocoB C KIMEHTCKMUX
Vlan 8 Multicast Vlan u mynbTukactoBoro TpadmKka B KIMEHTCKUNE
Vlan gna nHtepdeiica B pexmme «access».

ip igmp snooping limit groups
limit

no ip igmp snooping limit

-/BbIK/IIOYEHO

YCTaHOBWTb OrpaHMYeHne No KOAWYEeCTBY Fpynn Ha uHTepdeiice.
Ona pabotbl TpebyercAa KomaHga ip igmp snooping
e filter.

CHATb OrpaHMYeHne Ha KOIMYECTBO rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIKNIOYEHO

BkntounTb dunbTpaumio no filter-id Ha nHTepdeiice.

OTKNtouNUTL dunbTpaumto no filter-id Ha nHTepdeice

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTb pexum leave Ha MHTepodeiice.

exp-hosttrack - c oTciexkmBaeHme XxocTos

fastleave - ynanenue cpasy nocne nonyyeHue leave
normalleave - pexxum no ymonyaHuio

[Ons paboTbl TpebyeTcs KomaHAa snooping leave-process config-
level port

MpyMmep HAacTPOMKM MOAMMUCKN HA CTaTUYECKMUEe rpynnbl:

console# configure terminal
console (config)# vlan 10
console (config-vlan)# wvlan active

console
console
console (config) # ip igmp snooping proxy-reporting

(
(
(config) # ip igmp snooping
(
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Mpumep HacTpolikn MVR:

B npumepe gigabitethernet 0/1 - mrouter-port, fastethernet 0/1 - KaneHTcknit nopT

console
console

config)# wvlan 10,100
config-vlan)# wvlan active

console (config-vlan)# exit

console (config)# ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable
console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1

console
console
console
console
console
console
console
console

config)# interface gigabitethernet 0/1
config-if) # switchport mode trunk
config-if)# exit

config)# interface fastethernet (/1
config-if) # switchport mode access
config-if) # switchport access vlan 10
config-if) # switchport multicast-tv vlan 100
config-if)# exit

N~ e~~~ o~~~ o~~~ o~~~ o~~~ o~~~ o~ —~

KomaHOb! pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 98 — KomaHgpb! perkmuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
Mo YyMOAYAHUIO
show ip igmp snooping MokasaTb MHPopmaumio 06 M3y4YeHHbIX MHOroaApPecHbIX Map-
mrouter WpyTM3aTopax B yKasaHHoW rpynne VLAN.

show ip igmp snooping MokasaTb MHPopmaumio IGMP-snooping Ans AaHHOTO WHTep-
interface vian_id delica.

show ip igmp snooping groups MoKasaTb MHbOPMaLUIO 06 M3y4yeHHbIX MHOrOaAPEecHbIX rpyn-
nax, y4acTBYIOLLMX B FPYyNMnoOBOM paccblake.

vlan_id: (1..4094)

clear ip igmp snooping groups OumncTUTb TabInLy rpynn NOJIHOCTBIO MM B YKa3aHHOM vlan.

[vian vian-id] vlan_id: (1..4094)

4.16.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH ANA 33[aHUA NpaBuA FPynnoBoi aapecaupmm B CETU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX mogenn OSI.

KomaHObI pexcuma 2a06asa6Hol KoHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnnuya 99 — KomaHabl pexkmma rnobanbHol KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIKNOYEHO

BkntounTb GYHKLUMIO rpynnoBon GuabTpaumm.

BbIKMOUNTb GYHKLMIO FPYNNOBOM GUAbTPaLUN.

snooping multicast-
forwarding-mode ip

HacTtpausaeT pexkum 06paboTkmn multicast-tpaduka no IP-agpecy.
B paHHOM pexume yacTb multicast-tpapuka nepexsa-

-/mac . TbiBaeTcA ycrpoiictBom Ha CPU.
snooping multicast- HacTpanBaeT pexum o6pabotkm multicast-tpapuka no MAC-
forwarding-mode mac agpecy.
snooping leave-process config- OnpegensieT ypoBeHb KOHOWUrypauuu mexaHusmos 06paboTku
level port _Man oTnycka (KoHoburypauum Ha ocHose VLAN nan Ha ocHoBe nopTa)

snooping leave-process config-
level vlan

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHUIO

snooping report-process
config-levelall-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux nopTax o6pabaTbiBatoTcA MOJyYeHHble pe-
nopTbl OT XocTa. PenopTbl moryT obpabaTbiBaTbcA Ha BCeX NopTax
WUIN Ha NOPTax, KOTOPble He ABNIAKTCA mrouter—nopTaMM.

YCTaHOBUTb 3HaYE€HNe NO YMOAYAHUIO

4.16.3 MLD snooping — npomoKos1 KOHMpPOoaA MHO20a0pecHo20 mpaguka 8 IPv6

MLD snooping —

MEXaHU3M MHOroagpecHom

PacCbi/IKM  COOOLEHNIA, NO3BOSAIOLLNIM

MMHUMM3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTsax.

L/

KomaHObI pexcuma 2106aabHoU KOHpuU2ypayuu

B Tekywei Bepcun MO He noapep:kuBaeTca Ha mogenax MES2424, MES2424B, MES2448,
MES2448B, MES2448E.

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnvua 100 — KomaHapl rnobanbHOro pexkuma KoHourypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 mid snooping

no ipvé mid snooping

-/BbIK/IOYEHO

Bkatountb MLD snooping

OTkAtoumTb MLD snooping

ipvé mid snooping group-
query-interval interval

no ipv6 mid snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaiimayT, MO KOTOPOMY CUCTEMA OTMPAaBAAET OCHOB-
Hble query-3anpochbl

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

ipvé mld snooping mrouter-
time-out time

YCTaHOBUTb BPEMsA OXKMAAHUA OUYUCTKM MOPTa OTCAEKMBAIOLLETO
mMapupyTtusaTtopa MLD, nocne KOTOporo nopT yAanfeTcs, ecau He

no ipvé mid snooping port-
purge-interval

(130..1225)/260

time: (60..600) nosyyeHbl controlpackets mapwpytusatopom MLD
no |pv6 mid Snooping mrouter- YCTaHOBWUTb 3HAYeHME No YMON4aHUIO
time-out
ipvé mld snooping port-purge- 3afaTb MHTEpPBaN BpeMeHW OYUCTKM MopTa oTcaexmsBaHua MLD,
interval interval interval: nocsie KOToporo nopT yaandaetca, ecam MLD-reports He nony4yeHbl

YCTaHOBUTb 3HAYeHne no YMON4aHUIO

ipvé mid snooping proxy-
reporting

no ipvé mld snooping proxy-
reporting

BK/t0UNTbL GYHKLMIO proxy-report Ha ycTpolicTee

BbIKNOUNTL QYHKLMIO proxy-report Ha ycTpoiicTee
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ipvé mid snooping report-
forward {all-ports | router-
ports}

no ipv6 mld snooping report-
forward

YKasaTb HanpasneHue penopTos: Bo Bce nopTbl VLAN unum Tonbko
Ha NopTbl poyTepa

YCTaHOBWUTb 3HAYEeHME NO YMON4YaHUIKO

ipvé mid snooping report-
suppression-interval interval

no ipv6 mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBUTb  BpPEeMEeHHOM MHTepBan  3anpeta nepegauu
MLDvSnooping-reports, B Te4eHWe KOTOPOro coobLieHns oT4eToB
MLDv1 He b6yayT nepeHanpaBAATbCA Ha NOPTbl MapLLpPyTM3aTOpa
ON1A TOM XKe rpynnbl

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO

ipvé mid snooping retry-
countinrerval interval

no ipvé mld snooping retry-
countinrerval

interval: (1..5)

YCTaHOBWUTb MaKCMManbHOE KOAMYEeCTBO TPYMNMnoBbIX 3anpocos,
OTNpaBAsieMblX Ha NOPT NpW NoslyyeHnn coobieHna MLDv1

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO

ipvé mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BkntounTb dyHKUMIO nepefdaun 3anpocoB MLD npu nameHeHuu
TonosaorMn

Bbikntountb dyHKUMIO nepesayun 3anpocos MLD npu nameHeHuu
Tononorum

KomaHOb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 101 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ipv6 mld snooping global

OTob6pasunTb rnobanbHble HacTponku MLD

show ipv6 mid snooping vlan
vian_id

OT06pasnTb MHPOPMaLmio 0 KoHoUrypauumn MSD-snooping ann
naHHowu VLAN.

KomaHObI pexcuma koHguaypauuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabnnua 102 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

No ipv6 mld snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24)

MpuBA3aTb NOPT OTCAEKMBaKOLWero mapwpytusatopa MLD k VLAN

Yaanutb NnopT oTcaexkmnsatowero mapwpyrtmsatopa MLD us VLAN

ipvé mld snooping version {v1
| v2}

ipvé6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexknsaHna MLD B VLAN.
-vl — MLD snooping Version 1
-v2 — MLD snooping Version 2

YCTaHOBUTb 3HaYeHMe N0 YMOHAHUIO
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4.16.4 ®yHKkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-tpaduka ncnonbsyoTcs ANa yaobHOM HACTPOMKM OrpaHUYeHus
NpoCcMoTpa onpeaeneHHbIX Fpynn MHOroaApecHOM PacchIKM.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabaunya 103 — KomaHabl pexkmma rnobanbHo KoHUrypaumm

Komanoa 3HayeHue/3HayeHue no Neiicmeue
YMOYAHUIO
ip mcast profile index Co3aatb multicast-npodunb 1 nepeiTn B pexkum ero KoHdpu-
index: (1..4294967295) rypMpoBaHusa
no ip mcast profile index Ypanutb multicast-npodpunb

KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bua 3anpoca KOMaHAHOM CTPOKM B perkMme KoHdurypaummn multicast-npopuna:

console (config-profile) #

Tabnunua 104 —KomaHabl perknma KoHourypaumm multicast-npoduns

3HauyeHue/3HaueHne
KomaHpa OnucaHue
Nno YMOAYaHUIO
range first_group_ip 3apaTb AManNa3oH afpecoB-UCTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnv 3apaTb TONbKO OAWMH agpec, OH CTaHeT eAMHCTBEHHbIM
- WUCTOYHMKOM MY/IbTUKACTa.
range first_group_ip Y[anuTb AManasoH aaApecoB-UcTOYHMKOB multicast-Tpaduka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 3a4aHHbIX AMAnNasoHoB,
-/deny IGMP-report 6yayT nponycKaTbes.
deny B cnyyae HecooTBeTCTBMSA OAHOMY U3 3a[aHHbIX [ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active - AKTMBMpPOBaTb paboTy npoduna

KomaHObI pexcuma KoHguaypayuu VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHurypaumm VLAN:

console (config-vlan) #

Tabnnuya 105 — KomaHgbl pexkmma KoHdpurypaumumn VLAN

3HaueHune/3HayeHmne
KomaHpga Onucaxune
Nno YMOIYaHUIO

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb yKa3aHHbI npodub K vian.

4.17 ®yHKUUM ynpaBneHUA

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTMdUKaumS,
aBTopu3aums, yder).
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— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyL,ecTBYLWEN YYETHOMN 3a-
nucu B cucteme 6€30MacHoCTMU.

— Authorization (aBTopusauwusa, NpoBepKa YpoBHA A0CTyNa) — COMNocTaB/NeHMe y4ETHOW 3anu-
cu B cucTeMe (Npolweauweit ayTeHTUdMKaumio) u onpeaenéHHbiX NOAHOMOUYMNNA.

— Accounting (y4€t) — cnexeHue 3a noTpebneHnemM pecypcos Nnoab3oBaTesem.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabaunua 106 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
enable password password YCTaHOBUTb Naposib ANA KOHTPONA W3MEHEHUA NpUBUAETUA
[level level] [0CTyna nosib3oBaTesien.
- level — ypoBeHb npusunernis;
level: (1..15)/1;
- password — naposb.
password: (5..20) ”
Bknatouarowmii B ceba cneucumsonbl naponb Tpebyetca
CUMBO/I0B

no enable password [level
level]

L YKa3blBaTb B KaBbl4Kax.

Y4anuTb Naponb 418 COOTBETCTBYIOLLETO YPOBHA NPUBUAETUIA.

username name password
password [privelige level]

no username name

name: (1..20) cumBoNOB;
password: (5..20)
CUMBO/IOB;
level: (1..15)

[06aB1Tb Nosb30BaTENA B /IOKA/IbHYIO 633y AaHHbIX.
- level — ypoBeHb npusunernis;
- password — naposb;
BKnloualowmii B ceba cneucMmBosbl naponb Tpebyerca
e YKa3biBaTb B KaBblYKax.
- name — “MA Nob30BaTeNs.

YAanuTb Nonb30BaTeNA M3 IOKa/IbHOM 6a3bl AaHHbIX

Tabnunua 107 — AtpubyTbl coobuieHunit BeaeHun yyeta npotokona RADIUS ana ceccuit ynpasneHms

Haauyue Haau4ue
ampubyma e | ampubyma e
Ampubym POy PUOY OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTnduKaums nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIA MCNONb3yeTca
NAS-IP-Address (4) Ectb Ectb Ap N y. P P Y
ana ceccuin ¢ Radius-cepsepom.
Mpon3BonbHOE 3HayeHWe, BKAOYEHHOE BO Bce
Class (25) EcTb EcTb P .
COOBOLLEHMNA yyeTa Ceccuml.
. IP-afgpec KommyTaTopa, UCNOb3yeMbIA ANA cec-
Called-Station-ID (30) Ectb Ectb Up,p Y P y &
CUM ynpasneHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOUKATOp yyeTa.
. YKa3blBaeT MeTog, No KOTOPOMY KAMEHT LO/IKEH
Acct-Authentic (45) EcTb EcTb T MeToa, N TOPOMY KAMERT AOA
6bITb ayTEHTUDMLIMPOBAH.
. . MoKa3blBaeT, KaK A0Aro No/ib30oBaTeNb Obin NoA-
Acct-Session-Time (46) Het EcTb A A
K/OYEH K cucTeme.
Acct-Terminate-Cause (49) | Het Ectb MpuunHa 3akpbITUA ceccuu.
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Tabnnuya 108 — ATpumbyTbl coobLEHNI BeaeHMA yueTa npoTokona RADIUS ana ceccnin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym PUoy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMA nosb3oBaTens.
IP-agpec KomMyTaTopa, KOTOPbIN MCMONb3yeTca
NAS-IP-Address (4) EcTb EcTb APec KoMMYTaTopa, P Y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MNOAKAOUMACA
NAS-Port (5) EcTb EcTb P Y P P A
no/sib30BaTeNb.
Mpon3BOAbHOE 3HAYeHWe, BKOYEHHOE BO Bce
Class (25) EcTb EcTb P L
coobLeHMA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHUKanbHbIN naeHTUPMKATOP yyeTa.
. YKa3blBaeT MeToa, N0 KOTOPOMY KAUEHT AOJIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKa3bIBaeT, KaK A0/ro Nosb3oBaTeNb 6bin Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpUYmMHa 3aKpbITUA ceccun.
Nas-Port-Type (61) Ectb EcTb lNoka3sbiBaeT TMN NOpTa KAMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

console (config-line) #

Tabanua 109 — KomaHabl perkmuma KoHOUrypauum TepmuHana

3HayeHue/3HayeHue
no ymon4yaHuo

KomaHoa

Aelicmeue

login authentication {radius |
local | tacacs}

3agatb MeToh ayTeHTUMKauMWM MpU BXO4E ANA KOHCOAM,
Telnet, SSH

no enable authentication

- — -/local
no login authentication YCTaHOBWTb 3HaYeHMEe N0 YMONYAHUIO
enable authentication {radius 3apaTb MeTog, ayTeHTUMKALMM NPU NOBbILWEHUW YPOBHA NpU-
| local | tacacs} Jlocal Benernii gna kovconu, Telnet, SSH
-/loca

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

KomaHObI pexcuma 2n106as1bHol KoOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 110 — KomaHAabl pexXmma KOHGUrypauum TepMnUHanbHbIX CECCUN

3HayeHue/3HayeHue
no ymoa4YaHuro

KomaHoa

Aeiicmeue

login authentication {tacacs |

default [radius) list_name: (1..12)

3agaTb MeToZ ayTeHTUOMKALMM NPy BXo4e ANA KOHcoau, telnet,
ssh.

CMMBOJI0OB

no login authentication

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.

98

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

4.17.2 lMpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayteHTMdPMKauum, astopusaumm u ydeta. Cepsep RADIUS
ncnonbdyetr 6asy AaHHbIX NONb30BaTeNEN, KOTOPaA COLEPKUT AaHHbIe NPOBEPKU MOANMHHOCTM ANA
KaXaoro nonb3oBatend. TakMm ob6pasom, wucnosb3oBaHMe npoTtokona RADIUS obecneunsaer
OOMONHUTEIbHYIO 3aWMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyne K CaMoMy KOMMYTaTopy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHOUrypaumu:
console (confiqg) #

Tabnunua 111 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

[06aBUTb yKa3aHHbIM cepBep B CMMCOK Mcnosb3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

. hostname: (1..158) - timeout — MHTepBan oXxnaaHWA oTBeTa OT cepBepa;
radius-server host .
. . CMMBOJIOB; - retries — KosinuecTBo nonbITOK Nnoncka RADIUS-cepsepa;

{ipv4-address | ipv6-address |

. . (0..65535)/1813; - secret_key — Koy ans ayTeHTMOUKALMKM 1 WNdpoBaHMA BCero
hostname} [timeout timeout] .

. . timeout: (1..30) cek; obmeHa gaHHbIMK RADIUS;
[retransmit retries] [key A -
- . retries: (1..15); - priority — npuoputeT ncnonb3osaHua RADIUS-cepsepa (4em Hu-
secret_key] [priority priority]
secret_key: (0..128) )K€ 3HaYeHue, TemM NpuopuUTeTHEE CepBep);
CMMBOJI0B; - type — Tvn ncnonb3osaHna RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
secret_key pna paHHoro RADIUS-cepBepa MCMoNb3yloTca 3Ha4YeHun
HACTPOEHHbIe C MOMOLLbIO KOMaHA, YKa3aHHbIX HUXKe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnosibyemoix RADIUS-
cepBepos.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 112 — KomaHabl pexkumma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMmoa4YaHuro
show radius-servers OTto6pa3sunTb napameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
i AOCTYMHA TONbKO 418 NPUBUAETMPOBAHHBIX NONb30BaTeNeN).
show radius statistics OTOb6pa3nTb CTAaTUCTMKY NpoTokona Radius, MHPpopmauuto o nonb-
i 30BaTensx, KoHourypaunio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPa/IM30BaHHYIO CUCTEMY 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTe/iel, NoayyaoWwmx A0CTYN K YCTPOMCTBY, NPU 3TOM noagepxumeasa copmectmumoctb ¢ RADIUS u
ApYrMmMmu npoueccamu nposepku noganHHoctn. TACACS+ npefocTaBnfeT caeaytowme cay»Kobi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXo4a B CUCTEMY MO
MMeHaM Nonb3oBaTesiei U onpeaeneHHbIM Nob30BaTENAMM NAPOIAM.
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— Authorization (aemopusayusa). ObecneumsaeTcs BO Bpema Bxoda B cucTemy. [locne

3aBepLueHun

ceaHca npoBEPKM

NOONNHHOCTM 3anyCKaeTcA CeaHC aBTopusauum C

MCNON1b30BaHMEM MPOBEPEHHOINo MMeHU NOoJb30BaTeN1A, TaKXXe CepBepOM MNpPOBEPAIOTCA
npmeunernn nonb3oBatena.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B perKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnnua 113 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
10 yMOoA4YaHuio

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

hostname: (1..63)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

[06aBUTb yKasaHHbIV cepBep B CMMUCOK ucnosb3dyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe nma TACACS-cepBepa;

- single-connection — B KaXAblll MOMEHT BPEMEHM MMETb He
6onblle OAHOTO coeauHeHua ana obmeHa AaHHbimM ¢ TACACS-
cepBepom;

- port — Homep nopTa ans obmeHa gaHHbiMKn ¢ TACACS-cepBepom;
- timeout — HTepBan OXWAaHNA OTBETa OT cepBepa;

- secret_key — kntoy ana ayteHTuduKaumm n wndposaHua Bcero

{ascii | pap }

cMMBONOB obmeHa faHHbimu TACACS;

Mpwn HacTpolike cepsepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMaTU4YECKM BKOYaeTcs accounting
no tacacs-server host Y0anuTb yKasaHHbl cepBep M3 cnucka ucnonbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3atb KonuyectBo aKTmBHbIXx TACACS-cepBepoB, K KOTOpbIM
number » byZeT nooyepesHO MOAKMOUUTLCA KAWEHT, B C/lyYae HeyaauyHowu

ayTeHTUOUKALMM
no tacacs-server retransmit Y[anuTb HaCTPOMKY
tacacs use-server address BbibpaTb cepsep 13 Tabanubl cepepos Ans Tacacs-KAMeHTa
{ip_address | hostname} -
no tacacs use-server OTMEHWTb MCNO/Ib30BaHWE 3a,aHHOTO cepBepa
tacacs authentication type

-/pap Onpeaenvtb MeTo ayTeHTUGUKALMM C MOMOLLbIO tacacs.

tacacs attributes port {console
| ssh | telnet} identifer

no tacacs attributes port
{console | ssh | telnet}

identifer (1..255)
cnmBosioB / wabnoHbl
%n %%

YcTaHoBUTL aTpubyTa port 8 dopmaTe cBOOOAHOM CTPOKM onpe-
AeneHHoW nonb3oBaTesieM. Bo3amoKHO ucnosib3oBaHue wabno-
HOB.

- %N - HOMep NNHUM, COOTBETCTBYIOLLMI BbIBOAY KOMaHZAbl show
users;

-%% - cumBon %.

YCTaHOBUTb 3HaY€HMA MO YMONYAHUIO.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxume Privileged EXEC:

console#

Tabnnuya 114 — KomaHgb! pexunma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

show tacacs

OTobpasnTb napameTpbl HacTpolikm TACACS-cepBepoB, MeToz
ayTeHTUOMKALUM U CTAaTUCTUKY MPOTOKONA (KOMaHAa AOCTynHa
TONbKO A4/1A NPUBUIETMPOBAHHbIX NOb30BaTENEN).
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4.17.4 Cnucku docmyna ACL dna ynpasneHusa ycmpolicmeom
B ISS noaaepxusaetca punbTpauma ynpasnsatowero Tpadmka ¢ NOMOLLbIO CINUCKAa aBTOPMU30BaHHbIX
IP-meHegkepoB (IP Authorized Managers). B ¢unbTpe MOXKHO 334aTb afpec WaM NoaceTb UCTOYHMKA,

VLAN, nHTepdeic n cnyKby, c KoTopbix ByaeT paspelleHo ynpaBieHne YyCTPOMCTBOM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (confiqg) #

Tabnunuya 115 — KomaHabl pexkmma rnobanbHoi KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Nleiicmaue
no ymoa4aHuro
authorized-manager ip- OrpaHunYnTb yrnpasieHMe YCTPOMUCTBOM MO 3agaHHOMY GUNbTPY
source ip_add [ mask | / AocTtyna.
prefix_lenght | vlan vian_id | prefix_lenght: (0..32);
cpu0 ] [ service snmp | telnet vlan_id: (2..4094)
| ssh]
no authorized-manager ip- OTMEHUTL OrpaHUYEHME Ha yNpaB/eHne YCTPOMCTBOM.
source ip_add

' Ha ycTpoiicTBe MOXKHO CKOHUrypuposaTb He 6onblue 10 npasua. Mo ymonuaHuto, ecim He
3a4,aHO HU OAHO NPaBUAO, yNpaB/eHUe YCTPOMCTBOM A0CTYNHO C t060ro UCTOYHMUKA.

’ | Mocne ykasaHua xoTa 6bl ogHoro npasuaa authorized-manager gna Bcex ycTpoiicTs,

= KOTOopble UCK/oUueHbl NpaBuiom, byaer geiicteoBatb npasuno deny any any.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnunua 116 — KomaHab! pexunma Privileged EXEC

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
10 yMOM4YAHUIO
show authorized-managers [ip- MoKaszaTb CNMCKM A0CTYNa ANA YyNpaBAeHUs.
source ip_add]

4.17.5 Hacmpolika docmyna

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl NpeAHa3HayeHbl A8 HACTPOMKWM CepBepoB AOCTyna AAA  ynpasBaeHus
KommyTatopom. [lopnep)kka cepsepoB TELNET wn SSH KommyTaTopom no3BOAAET yAa/NeHHO
NOAKNIOYATLCA K HEMY AN MOHUTOPUHIA U KoHoUrypaumn. KoHdpurypmposaHue ycTpoiicTea vepes Telnet
Ha YCTPOWCTBE pa3peLleHo No YMOAYAHUIO.
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KomaHObI pexcuma 2n10b6as1bHoU KoOHpuU2ypayuu

Buza 3anpoca KOoMaHAHOM CTPOKM peXxnma rinobanbHOM KoOHGUrypaumum:

console (config) #

Tabaunuya 117 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3Ha4yeHue/3HayeHue "
KomaHOoa / Aelicmeue
no ymon4aHuro
ssh enable PaspewunTb yaaneHHoe KOHGUIypupoBaHWe yCTPOMCTBA Yepes
SSH.
- -/BK/IIOYEHO —
ssh disable 3anpeTuTb yaaneHHoe KOHPUrypupoBaHMe YyCTPOWMCTBA yepes

SSH.

ssh server-address ip_addr port
port

port: (1..65535)

3agatb IP-agpec SSH-cepBepa M TCP-nopT, Mcnosb3yembii
SSH-cepsepom.

ip ssh auth [hmac-md5 | hmac-

Bbi6paTh TMN ayTeHTMdUKaLMM NO NpoToKony SSH.

no feature telnet

shai] -/hmac-shal

ip ssh cipher [3des-cdc | aes128- BbibpaThb wWudp ayTeHTUdUKaLUM NO NpoToKoy SSH.
-/3des-cdc

cdc | aes256-cdc | des-cdc]

crypto key generate rsa ) CreHepupoBaTb napy Kawoudei RSA — yacTHbI M Ny6AWMYHbIN

ona SSH-cepsuca.

feature telnet PaspewunTb KOHOUTypMpoBaHKUe ycTpolicTea Yepes Telnet

-/BKIOYEHO

3anpeTuTb KoHdUrypmnpoBaHue ycTporicTea Yyepes Telnet

KomaHOwbi pexcuma EXEC

KomaHabl JaHHOrO pasgena A0CTYNHbl TONbKO AAA NPUBUIETMPOBAHHbIX nonb3oBaTesien.

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnvua 118 — KomaHapl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip ssh

MoKa3aTb KoHourypaumto SSH-cepBepa, a TaKKe aKTUBHble
Bxoaswme SSH-ceccum.

show telnet server

OTobpasuTb cTaTyc cepsepa Telnet

4.17.5.2 KomaHObl KOHGU2ypayuu mepmuHana

KomaHAabl KOHGUrypaLuMm TepMUHANA CYKaT AN HAaCTPOMKM NapameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riobanbHoM KoHbUrypauum:

console (config) #

Tabnunua 119 — KomaHabl pexkmma rnobanbHol KoHUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
1o ymonyaHuro
line console - Bxop B pexKMm COOTBETCTBYIOLLENO TEPMUHANA
line telnet - Bxopn, B peXuMm COOTBETCTBYHIOLLErO TEPMUHANA
line ssh - Bxop B peXKMm COOTBETCTBYIOLLETO TEPMUHANA
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUTrypaLmm TepMUHaNa:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabanua 120 — KomaHgbl pexkuma KoOHPUrypauum TepMmmnHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

exec-timeout seconds

seconds:
(1..18000)/1800 cek

no exec-timeout

3apatb WHTepBana, B Te4eHne KOToporo cucrtema oxmgaet BBO-
na ot nonb3osaTend. Ecanm B TeyeHume paHHOro MHTepBaaa
nonb3oBaTe/lb HUYEro He BBOAWUT, TO KOHCO/Ib OTK/IIO4aeTCA.

YCTaHOBUTb 3HaYyeHue no YMON4YaHUIO

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/

YCTaHOBWUTb CKOPOCTb Mepefayu A8 NocnefoBaTelbHOro MH-
Tepdelica

115200 6uTt/c
enable authentication {radius 3agaTb meTon ayTeHTMdMKaLMM NoNb30BaTeNda Npu MoBbile-
| tacacs | local} -/local HUW YPOBHA NPUBUAETNIA ANA KOHCONN
no enable authentication YCTaHOBUTb 3HAYEHME MO YMONYAHUIO
login authentication {radius | 3afaTb MeTo, ayTeHTUdUKaL MM NPU BXOLE A1 KOHCON
tacacs | local} -/local

no login authentication

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMIO

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 121 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show line exec-timeout

[MoKa3aTb 3HaYeHUA napameTpa exec-timeout gna Bcex Tepmu-
Hanos

show line exec-timeout
current

MoKasaTb 3HayeHuA napameTpa exec-timeout ana TeKyIJ.LeVI
ceccuun

4.18 XypHan aBapwuii, npotokon SYSLOG

CuctemHsble XyYpHasibl NO3BONAKOT BECTU UCTOPUIO CO6bITMﬁ, npounsowenwnx Ha yCTpOI?ICTBE, a
TaKXe KOHTPO/IMpoBaTb npousoweguiune cobbiTnA B pPeanbHOM BpeEMEHMN. B KYPHan 3aHOCATCA cobbITuA

BOCbMWX TUNOB:

'-IIOESBbI‘-IalZHbIe,

CUTHanNbI

TpeBoruy,

Kputndyeckne wumu He KpuUutndyeckume OLIJM6KVI,

npeaynpexaeHuma, ysegomneHums, VIHCI)OpMaLI,MOHHbIe 1N OTN1Iag04Hble.

KomaHObI pexcuma 2n06anbHol KoHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 122 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HavyeHue no

YMOAYAaHUIO

Aelicmeue

logging on

-/perucTpaums BKAOYEHA

BKOUNTL perncTpaumio oTAagouHbIX CO0obLeHnt n coobuie-
HUI 06 owmnbKax.
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no logging on

BbIKNHOUYNTL PErMCTPaLMIO OTNaA404HbIX CO0bLEeHNI 1 coobue-
HUIA 06 owmnbKax.
7 MMpy BbIKNIOYEHHOW perucTpauumu OTNAafAouYHble CO-

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity
[ipv4 | ipv6] ip_address

obweHua n coobueHnsa o6 owunbkax 6yayT nepepa-
BaTbCA HA KOHCONb.
BKAOYMTL Nepegayy aBapuUiiHbIX U OTaA04HbIX COOBLLEHNI Ha
yaaneHHbii SYSLOG cepsep.
- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;
- priority — npyuopuTeT NepeaaBaemblXx COOOLLEHWA.

V' 3HauyeHue priority popmupyerca u3 cymmol severity n

facility
Yaanute BblbpaHHbI cepBep U3
SYSLOG-cepseposB.

CNUCKa WUCNOJIb3yeMblX

logging console
level: (cm.

no logging console Tabanuy123)/informational

BKAOUNTL Nepesady aBapuiiHbIX UAK OTNALOYHBIX COOBLLEHNI
Ha KOHCO/Ib.

BbIKNOUNTL Mepeaady aBapuiiHbIX UKW OTAaA04HbIX coobuie-
HUIA Ha KOHCO/b.

logging buffered size
size: (1..200)50

no logging buffered

MN3MeHUTb KOIMYECTBO COOOLLEHNI, 3aMOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HUTCA Noc/ie nepesarpyskn yCcTponcTBa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

syslog {filename-one |
filename-two | filename- -
three} filename

Co3gaTb daii 3anncm aBapumnHbIX M OTIAA0UHbIX COOBLEHUN.

logging-file [/evel] filename

level: (128..191) /-
filename: (1..32)

no logging file

BKAOUUTL Nepeaady aBapuiHbIX UAW OTAAL0UHbIX COOBLLEHUI
BbIOPAHHOIO YPOBHSA BaXKHOCTM B YKa3aHHbIW daiin KypHana.
Level - facility+severity.

Hanpumep, cobbitne gna facility0(128) ¢ ypoBHem informa-
tional (6) 6yaeT nmerts level = 134.

BbIKNOUMTb Nepepady aBapuHbIX UKW OTAAJ04HbIX coobuie-
HUI B daiin XKypHana.

logging severity

[severity_level] level: (cm. Tabanuy123)/0

no logging severity

3apatb YpPOBE€Hb N0rMpoBaHnNA

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO

logging facility local{0..7}

3agatb KaTeropuio noru poBaHuA

" - -/local0
no logging facility YCTaHOBWTb 3HAYEHME MO YMOAYAHUIO
syslog localstorage /BKtoueHO AKTMBMPOBaTb OTNPABKY aBaPUMHbLIX WAW COODOLLEHUI Ha
CKOHUryprpoBaHHble dalinibl 3anucu
logging hostname-format [ 3a4aTb NapameTp, KOoTopbli ByaeT MCNoNb30BaTLCA B KayecTBe
hostname | ip | ipv6 | string ] JHer naeHTnduKaTopa xocta B SYSLOG-coobuieHmax

no logging hostname-format

Mcnonb3oBaTb 3HaYeHWeE MO YMONYAHUIO

Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BaKHOCTU. B Tabaunue 123 npmseaeHbl TUMbI COOBLLEHNI

B nopAaake YGbIBaHl/I‘r'I MX BaXXHOCTU.

Tabnnua 123 — Tunbl BaskHOCTU COOBLLEHUI

Tun eaxcHocmu coobuweruli

OnucaHue

YpesBblyaiHble (emergencies)

B cucteme npoumsowna Kputmyeckas olWwmnbKa, cucTtema MoXKeT pa6OTaTb
HenpaBuaAbHO.

CurHansbl Tpesoru (alerts)

Heobxo4MMO HemMeaNeHHOe BMeLATeIbCTBO B CUCTEMY.

KpuTnueckume (critical)

B cucTteme npounsoLlna KpUTHMYecKas owmnbKa.

OwwnbouHble (errors)

B cucteme npousoluna ownbKa.

MNpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHme.

YBegomneHnusa (notifications)

YBegomieHne cucTembl, HeaBapuitHoe coobLieHue.

MHbopmaumoHHble (informational)

MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.

OthagouHble (debugging)

OTnagouHble coobLEeHMs, NPefoCTaBAAIOT NOAb30BaTENO MHPOPMALMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.
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Mpumep HacTpoiku logging-file:
Mycme facility = localO.

Co3gaamm nokanbHbii dann ¢ umeHem sll, Kyga 6yayT 3anmucbiBaTbCs cOOLITUA C TUNOM OT
ypesBblYalHbIX 40 UHGOPMALMNOHHbIX.

console (config
console (config
console (config
console (config

( ) # syslog filename-one sl

( )

( )

(c )
console (config)

( )

( )

( )

( )

# logging severity 6
# logging-file 128 sl11
# logging-file 129 sl11I
# logging-file 130 slI
console (config) # logging-file 131 sl11I
console (confiqg) #
console (config) #
#

console (config

logging-file 132 siI
logging-file 133 s11I
logging-file 134 s11I

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 124 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3HayeHue/3HayeHue

KomaHda Aeiicmeue
no ymon4aHuio
clear logs - YpanuTb Bce cooblueHna n3 BHyTpeHHero bydepa.
show logging-file {filename- OT06pasnTb COCTOAHME KypHana, aBapuitHble U OTNaf0YHbIe COo-
one | filename-two | - 06LLeHusA, 3anncaHHble B daline KypHana.
filename-three}
show logging OT06pasuTb COCTOAHUE KypHana, aBapuiiHble U OTNaJ0UHbIE CO-
i obLeHunA, 3anmMcaHHble BO BHYTpeHHeM bydepe.
show syslog-servers - OT06pasmnTb HACTPOMKK ANA yAANEHHbIX Syslog-cepBepoB.

4.19 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

®yHKUMA 3epKaMpoBaHMA NOPTOB MpefHasHayeHa A1a KOHTPosA ceTeBoro Tpaduka nytem
NepecbINKMU KOMUI BXOAAWMX U/UAN UCXOOALMX MNAKETOB C OAHOMO WAM HECKO/bKUX KOHTPOJIMPYEMbIX
NMOPTOB Ha O4MH KOHTPOMPYHOLMIA NOPT.

' Mpu 3epkanupoBaHum 6onee ogHoro ¢pusnyeckoro nHTepdeinca BO3MOXKHbI Notepu TpaduKa.
OTcyTcTBME NOTepb rapaHTUPYeTCA TOJIbKO MNpPU 3€pPKaZIMPOBAaHUM OAHOro (PpU3NUYECKOro
uHTepdeica

K KOHTpo/MpyloLeMy NopTy NPUMEHSAIOTCA Ceaytowmne orpaHuYeHns:

MopT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOJIMPYEMbIM MOPTOM OAHOBPEMEHHO;
IP-uHTEpdENC AONKEH OTCYTCTBOBATb /1A 3TOrO NOpTa;

K KOHTpO/AMpYyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:

MOpPT HEe MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypauuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypauymm:

console (config) #
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Tabnunua 125 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port]

no monitor session session_id
destination

fa_port: (0/1..24);
gi_port: (0/1..24);
session_id: (1..4)

YKaszaTb 3epKanupylowmin nopT Ana BblBPaHHOW CeccuM MOHM-
TOpUHra.
| ®OYHKUMA MOHMTOPMHra MOXeT 6biTb HAacTpoeHa Ha ue-
V TbIPEX NOPTaX 04HOBPEMEHHO.

BbIKNOUNTD PYHKLMIO MOHUTOPUHIA Ha HaCcTpanBaeMom UHTepoein-
ce.

monitor session session_id
destination remote vian
vian_id

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb cyKebHbIl vlan gns 3epkanvMpoBaHus TpaduKa ¢ 3a4aHHO-
ro pednekTop-nopTa gna BbIbpaHHOM ceccuu.
remote vlan — cny»kebHbliii vlan gns 3epkanvposaHua Tpaduka;

BbIK/OUNTL GYHKLMIO MOHUTOPUHIA Ha HacTpaMBaemom nHTepoeii-
ce.

monitor session session_id
source interface [fastethernet
|fa_port gigabitethernet
gi_port][rx | tx | both]

monitor session session_id
source interface [ fastethernet
fa_port | gigabitethernet
gi_port]

fa_port: (0/1..24);
gi_port: (0/1..24);
session_id: (1..4)

[006aBUTb yKa3aHHbIA 3epKaaMpyemMblii NOpT Ans BblbpaHHON cec-
CUM MOHWUTOpPUHTA.

-rX — KONUPOBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;

-tX — KONMPOBaTb MaKeTbl, NepesaHHble KOHTPOMPYEMbIM NOPTOM;
-both — KonupoBaTb Bce nakeTbl C KOHTPOIMPYEMOTO NOpPTa.

BbIKNOUNTD PYHKLMIO MOHUTOPUHIA Ha HAaCTpanBaeMom UHTepoei-
ce.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexkume EXEC umeeT cneagytowmii Bua;

console>

Tabnvua 126 — KomaHgpl, focTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show monitor session
session_id

session_id: (1..4)

BbiBecT MHPOPMaLMIO NO CKOHOUTIYPUPOBAHHOM CECCMU MOHMUTO-
puHra.

lpumepbl 8b1M10AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet

0/1

BbIBECTU MHDOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTPOMPYEMbIM NOPTaM.

console# show monitor session 2

Session
Source Ports
Rx
Tx
Both

Session Status

Destination Ports

Mirroring is globally Enabled.

None
None
None
Gi0/1
Inactive
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4.20 PYHKUMUM ANATHOCTUKU GU3UYECKOro YPOBHA

CeTeBble KOMMYTaTOpbl COAEP»aT annapaTtHble M NporpammHble CpeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTePdENCOoB M IMHUI CBA3M. B NnepeyeHb TECTMPYEMbIX NapaMeTPOB BXOAAT Cleaytowme:

[Nns aneKTpruyYecknx nHTepdencos:
—  A/vHa Kabens;

— pacCtoAHME OO0 meCTa HEUCNPABHOCTU — O6prBa NN 3aMblKaHUA.

[ns onTnyecknx nHtepoeincos 1G:
— MapameTpbl NUTAHUA — HANPAXKEHNE U TOK;
—  BbIXOAHAA ONTUYECKAA MOLLHOCTb;

— OonTnyeckaa MOWHOCTb Ha npueme.

4.20.1 fluazHocmuka medHoz0 Kabensa

KomaHOb! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexkmnme EXEC numeeT cneayowmin Bua;

console>

Tabnuua 127 — KomaHabl ANarHOCTUKM MmeaHoro Kabens

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuo

test cable-diagnostics
gigabitethernet gi_port |
fastethernet fa_port ]

BbINOAHUTL BUPTyanbHOe TecTMpoBaHue Kabens ANA YKa3aHHOro

fa_port: (0/1..24); uhTepbeica

gi_port: (0/1..24)

/' Mpu nonyueHun coobuweHna 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca nposeputb media-type uHtepdeiica n coctoaHne uHtTepdeiica Ha yaaneHHou
CTOPOHe.

4.20.2 3nekmponumanHue no auHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nog-
OEepXKMBAIOT INEKTPONUTAHUE YCTPOWCTB No AMHUKM Ethernet B cooTBeTcTBMM C pekomeHgaumamun |EEE
802.3af (PoE) u IEEE 802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapakTepu3yoTcs MeHbLMM 6104KETOM MOLLIHOCTM, OTHOCUTENbHO ApY-
rnx.

KomaHObI pexcuma 2n06anbHol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rn1o6anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 128 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
o ymMoa4YaHuro
set poe enable BKNOUMTL 3/1eKTponuTaHue no anHuam Ethernet.
set poe disable BbIKNOUYNTL 3NEKTpOoNUTaHMe no AnHuam Ethernet.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumm nHtepoeliica:

console (config-if) #

Tabnnua 129 —KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

power inline auto

Pa3spewuntb paboTy npoTtokona PoE-ycTpoiicTB Ha uHTepdeice m
BK/IOYAET NOAAYY 3NEKTPONUTAHMA Ha UHTepdelic.

power inline never /auto 3anpeTuTb paboTy npoTokosna obHapyxeHua PoE-ycTpolicT Ha
nHTepderice n OTKAOYAET NOAAYY 3NEKTPONUTAHUA.
power inline priority { critical | 3apaTb npuoputeT nHTepdeinca PoE npu ynpaBneHUn anektpo-
high | low } nUTaHnem.
- critical — ycTaHaBAMBaeT HaMBLICLUINIA NPUOPUTET SIEKTPONUTA-
Jlow HMA. INeKTPoNuUTaHMe NOPTOB C TaKUM NpuoputeTom byaet npe-

KpallaTbCA B MOCNEAHIO ouyepeab NPWU neperpyske CUCTEMbI
PoE;

- high — ycTaHaBnvBaeT BbICOKUI NPUOPUTET INEKTPONUTAHUSA;

- low — ycTaHaBAMBaET HU3KUIM NPUOPUTET INEKTPONUTAHUA.

power inline limit-mode {class
| user-definded wattage}

no power inline limit-mode

wattage: (200..31200)
munnmeartt/ class

BbI6paTb perkMm OrpaHUYEHNs MOLLHOCTY.

- class — IMMUT maKkcmanbHOW NoTpebnsemoit MOLHOCTM on-
penenseTca KAaccom NOAKNHYAaEMOro YCTPOMCTBA

- user-definded — AMMNT makcumanbHon notpebasemolt moly-
HOCTM BbICTaBNIAETCA BPYYHYIO, € warom 200 mBrT.

BbIB6paTh PeXKMM MO YMONYAHMIO.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cnegyowmin Bua:

console#

Tabnvua 130 — KomaHapl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTO6pPa3nTb COCTOSIHME INEKTPONUTAHMA UHTEPPENCOB, MOAAEPKM-
BAKOLWMUX NUTaHMe No AnHum PoE.

show power detail

OT06pasunTb 061yt MHbOPMaLMIO NO cocTosHUo PoE v cocTosHuio
MCTOYHMKA.

show power inline
consumption

OTO6pa3MTb XapPaKTePUCTUKU I'IOTpe6J'IeHMﬂ MOLWWHOCTU, TOKA U Ha-
npAaxxeHua.

4.20.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro ypPOBHS CO34aHHbIN AN aBTOMaTUYe-
CKOro 0bHapy»KeHUs NoTepu ABYXCTOPOHHEN KOMMYHUKALMKN Ha ONTUYECKUX TMHUAX CBA3U.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHZAHOW CTPOKM pexnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 131 — KomaHapl pexkmma KoHpurypaumnm nHtepoeliica Ethernet
3HayeHue/3Ha4yeHue
no ymon4aHuro

ethernet-oam uni-directional BKAOYUTD AMArHOCTUKY COCTOAHUA ONTUYECKMI TIMHWUIA.
detection

KomaHoa Aelicmeue

- -/BbIKOYEHO — —
no ethernet-oam uni- BbIK/HOUUTb AUATHOCTUKY COCTOSHMA ONTUYECKUIA NINHUIA.

directional detection

ethernet-oam uni-directional BK/OUNTD arpeccuBHbIN peXxum, npu Kotopom TLV oTnpasnset-

detection aggressive cs B t0BOM cnyyae, faxe ecim oHa He bBblna NnosyyeHa oT yaa-
JNIEHHOTO YCTPOMCTBA.

no ethernet-oam uni- BbIKNHOUNTL arpeccuBHbIN pexum, Npu Kotopom TLV oTnpasns-

directional detection -/BbIK/IOUEHO eTcs B t0bom cnyyae, farke ecin oHa He Bbina nonyeHa oT yaa-

aggressive JIEHHOTO YCTPOMCTBa.

ethernet-oam uni-directional BbicTaBUTbL Talimep, NO KOTOpOMy byaeT npoucxoamuTb onpege-

detection discovery-time time JIeHNE TEKYLLEro COCTOAHUA JINHKA.

no ethernet-oam uni- time: (5..300)/5 YCTaHOBWTb 3HAYEHME MO YMOYAHMIO.

directional detection
discovery-time

ethernet-oam uni-directional Bbi6bpaTb pexxum paboTbl npoTokona UDLD.
detection action {errdisable | -errdisable — nepegaya TpaduKka 6a0KMpyeTcs NpuU OTCYTCTBUM
log} / npvema BOAHOM U3 Hanpas/IeHUI B KaHane

- og

-log — coobueHne o 610KMpPOBKE NOABNAETCA B XKypHae.

noethernet-oamuni-directional YCTaHOBUTb 3HaYEHME Mo YMONYaHUIo
detection action

KomaHObI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexknme EXEC nmeeT cneayowmin Bua;

console>

Tabnnua 132 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuio
show port ethernet-oam uni- OT106pa3mnTb COCTOAHME ONTUYECKOTO IMHKA.
directional detection

4.20.4 [luaeHocMuKa onmu4yecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN NO3BO/1IAET OLUEHUTb TeKyliee COCToAHME ONTUYECKOro TpaHCuBeEpa WU
ONTUYECKOM IMHUM CBA3M.

BO3MOKEH aBTOMATUUYECKMI KOHTPO/b COCTOAHWUA JIMHWIA CBS3W. [ 3TOro  KommyTaTop
Nepuoanyeckn onpawmBaeT MapameTpbl ONTUYECKUX MHTepdencoB M CpPaBHMBAET MX C NOPOrOBbIMM
3HaYeHUAMM, 334aHHbIMW MPOU3BOAUTENAMU TPaHCMBEPOB. Mpu Bbixoge NapameTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYeET NpeaynpexaaloLlme 1 aBapuiiHble CoobLLEHMS.

KomaHOobi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin BuAa;

console>
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Tabnnuya 133 — KomaHabl AMAarHOCTUKM ONTUYECKOro TpaHcuBepa

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa Aelicmeue

show fiber-ports OTO6pasnTb pe3ynbTaTbl ANArHOCTUKM ONTUYECKOTO TPaHCUBeEpPa.
optical-transceiver [
{gigabitethernet gi_port |
fastethernet fa_port}]

Tabnnua 134 — MapameTpbl ANArHOCTUKU ONTUYECKOrO TPaHCUBepPa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpseHue nuTaHMA TpaHcKBepa.
Current OTK/NIOHEHMe TOKa Ha nepegaye.
Output Power BbixogHasa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pe3ynbTaToOB AMATHOCTUKM:
— N/A - HepocTtynHo,

— N/S - He nogaepxusaerca.
4.21 ®dyHKuuu obecneueHun 6esonacHocTn

4.21.1 ®PyHKyuu obecneyeHus 3auumel Nopmos

C uenblo nosbiweHMA 6e30NacHOCTM B KOMMYTATOPE CYLLECTBYET BO3MOMKHOCTb HAacCTPOUTb KaKoWM-
NMbo nopT TakK, YyTobbl AOCTYN K KOMMYTATOpy 4epes 3TOT NOPT NPeAoCTaBAANCA TOMbKO 3a4aHHbIM
ycTpoictBam. DyHKUMA 3aliMTbl MNOPTOB OCHOBaHAa Ha onpegeneHun MAC-agpecoB, KoOTopbim
paspeluaetca goctyn. MAC-agpeca MoryT 6biTb HAacCTPOEHbI BPYYHYHO MM U3yYeHbl KOMMyTaToOpoM. ocne
M3y4yeHUn HeobXxoaMMbIX aApecoB NOpPT caeayeT 3ab0KMPOBaTh, 3aWNUTUB €r0 OT NOCTYNNEHMUA NAKETOB C
HeunsydeHHbiMM MAC-agpecamun. Taknum 06pa3om, Korga 3ab10KMpoBaHHbIM NOPT Noay4YaeT naket, u MAC-
afpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM MOPTOM, aKTUBM3UPYETCA MEXaHM3M 3aLUMTbI, B 3aBUCUMOCTH
OT KOTOPOro MOryT 6biTb NPUHATLI CAeAyloLLMe MepPbl: HECAHKLMOHNPOBaHHbIE MaKeTbl, NOCTyNatoLme Ha
3a6/710KMPOBaHHbIA  MOPT, MepecbinatoTca, oTbpacbiBatoTca, AMBO Ke MNOpT, NPUHABLLMIA NaKeT,
oTKntouvaetca. PyHKuma 6esonacHocTn Locked Port no3BO/ISET COXPaHWUTb CMUCOK M3yyeHHbix MAC-
agpecoB B daine KoHoUrypauuu, TakMm 06pasom, 3TOT CMMCOK MOMKHO BOCCTAaHOBWUTbL MocC/e
nepesarpysku ycTpoicTea.

/ CyliecTByeT orpaHuueHne Ha Konudectso MAC-agpecoB, KOTOpPOE MOMKET U3yuyUTb NopT,
MCNOAb3YIOWMIT GYHKLMIO 3aLUTbI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexmme KoHourypauum uHtepdeiica Ethernet, nHtepdeliica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 135 — KomaHabl pexmma KoHpurypaumm nHtepoeiica Ethernet, rpynnbl nHtepdeiicos

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4aHuro
switchport port-security ena- BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. BaokupyeT GyHK-
ble LMIO M3y4YeHUs HOBbIX aapecoB ans uHtepdelica. MNakeTbl c He-
-/BbIK/IOYEHO n3yyeHHbIMU MAC-agpecamm UCTOYHMKA OTOpacbIBatOTCA.
no switchport port-security OTKNOUNTL GYHKLMIO 3aLWNTbI Ha MHTepdeiice.
enable
switchport port-security mac- 3afaTb MaKcMManbHOE KOIMYECTBO afipecoB, KOTOPOe MOXKeT
limit M3y4nTb NOPT.
limit: (0..8192)/1
no switchport port-security YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
mac-limit
switchport port-security mode 3a4aTb pexum orpaHuyeHus msydyeHua MAC-agpecoB ANA Ha-
{ max-addresses | lock} cTpamBaemoro nHtepdeiica.
- max-addresses — yanfeT Tekywue AUHAMMUYECKM WU3YYeHHble
agpeca, cBA3aHHble ¢ UHTepdelicom. PaspelneHo nsyyeHne mak-
CMMa/IbHOTO KO/IMYeCTBa agpecoB Ha nopTy. MoBTOpHOe u3yye-
-/lock HUWE U CTapeHue paspeLLeHbl.
-lock — coxpaHseT B daiin Tekylwme ANHAMUYECKU WU3yYeHHble
agpeca, cBA3aHHble C MHTepdecom M 3anpelaet obyyeHne Ho-
BbIM aZpecam 1 CTapeHMe yKe U3y4YeHHbIX afpecoB.
no switchport port-security YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
mode
switchport port-security viola- 3a4aTb peXxum pearmpoBaHua Npu HapyweHun 6e3onacHocTu.
tion [restrict | protect] -Restrict — B gaHHOM pexxume npu HapylweHun 6e3onacHocTU
otnpasnaetca SNMP-Tpan Ha SYSLOG-cepsep.
-Protect — B laHHOM peXKMMe ONOBELLEHUs O HapylueHun 6e3o-
-/protect nacHocTM HeT. Bknouyaer nepexsatr MAC-agpecoB, KoTopble
OO/KHbI BbITb 0T6poweHbl, Ha CPU, nocne yero MAC-agpeca
NOMEYaloTCA Kak 3a610KMPOBaHHbIE M OTOPACHIBAIOTCA B TEYEHUM
aging-time.
no switchport port-security YCTaHOBWTb 3HAaYEHME MO YMOYAHUIO.
violation
switchport port-security Co3paTtb cTaTnyeckyto MAC-3anucb 4n4a nopra.
unicast mac_address vlan mac_address: [aHHaa KOMaHAa He oTobpasKaeTca B KOHOMrypaLmu. MpocmoT-
vian_id (aa:aa:aa:aa:aa:aa); peTb cTaTuyeckylo MAC-3anucb MOMKHO Yepes KomaHgy show
vlan_id: (1..4094) mac-address-table static unicast.

4.21.2 KoHmpone npomokoaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NPOTOKO/, MO3BOAAIOWMIA KANEHTY MO
3anpocy nony4atb IP-aapec u apyrue Tpebyemble napameTpbl, HeobxoanMmble ana pabotbl 8 cetn TCP/IP.

MpoTtokon DHCP MoOMKeT WCNnoab30BaTbCA 3/0YMbIWAEHHUKAMW ANA COBEpLIeHWMA aTaK Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAMeHTa, 3acTaBndaa DHCP-cepsep BblAaTh BCe AOCTYMHbIe aapeca, Tak M co
CTOpPOHbI cepBepa, MNyTem ero nogmeHbl. [porpammHoe obecneyeHne KomMmyTaTopa Mo3BoAsAeT
obecneunTb 3aWMTY YCTPOMCTBA OT aTak C UCMONb30BaHMeM npoTokona DHCP, ana yero npumeHsetcs
dYHKLMA KOHTPOAA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» MHTepdeicax, a TaKkKe KOHTPOIMPOBATb AOCTYMN KAWEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUM.

Onuus 82 npotokona DHCP (option 82) ncnonbsyetca ana Toro, 4tobbl NnponHpopmmnposats DHCP-
cepBep o TOom, OT Kakoro DHCP-peTpaHcnatopa (Relay Agent) m yepes Kakoi ero nopt 6bin nosay4yeH
3anpoc. MNpumeHseTca ANA yCTaHOBAEHUA COOTBETCTBUI IP-afpecoB M NOPTOB KOMMYTATOPA, @ TaK¥Ke ANA
3alWMTbl OT aTak C UcnosibsoBaHMem npoTtokona DHCP. Onuma 82 npeacraBnseT cobol A40NONHUTENBbHYIO
nHbopmaumio (Mma ycTpolictBa, HoMep nopTta), AobaBaaemMytd KOMMYTAaTOPOM, KOTOpbii paboTaeT B
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pexknme DHCP Relay areHTta, B Buge DHCP-3anpoca, npuMHATOrO OT KAMeHTa. Ha OCHOBaHWM AaHHOM

onuum,

DHCP-cepBep Bblgensaer

IP-agpec (ananasoH

IP-agpecoB) M AapyrMe napameTpbl MNOPTY

KommyTaTopa. [onyuns HeobxoamMmble AaHHble oT cepBepa, DHCP Relay areHT Bblgenset IP-agpec
KAWEHTY, a TaKXKe nepegaeT emy gpyrme Heobxoanmble napameTpbl.

Tabnnua 136 — ®opmar

nonen onumn 82

lMone

lMepedasaemas uHgpopmayus

Circuit ID

Mms xocTa ycTpoiicTea.

cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocneaHuit 6aiT — HoMep NopTa, K KOTOPOMY MOAK/IOYEHO YCTPOWCTBO, OTNPaBAAIo-

wee dhcp-3anpoc.

Remote agent ID

Enterprise number —0089c1

MAC-agpec ycTponcTsa.

A

Dna KoppeKTHoi pa6otbl ¢pyHKumn DHCP Snooping Bce ucnonbsyemble DHCP-cepsepbl
BOJIKHbI ObITb NOAKAKOYEHbl K «A0BEPEHHbIM» MOPTamM KommyTtaTtopa. Ans pobasneHus

nopTa B CMNUCOK «AOBEPEHHbIX» WUCNOJb3YIOTCA KOMaHAbl port-security-state trusted, set
port-role uplink B pexxume KoHpurypauuu uHtepdeiica. Ana obecneyeHnsa 6esonacHocTU
BCe OCTa/IbHble MOPTbl KOMMYTATOPa A,0/KHbI 6bITb «HeA0BEPEHHbBIMMUY.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM PeXMma rnobasibHON KOHGUrypaumm:

console (config) #

Tabnvua 137 — KomaHabl pexkmuma rnobanbHon KoHdurypaumum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIKNIOYEHO

Pa3spelwmnTb KOMMyTaTOPYy KOHTPOAUpPOBaHUe npotokona DHCP.

3anpeTnTb KOMMYTATOPY KOHTPO/IMPOBaHUeE NpoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

vlan_id:

no ip {dhcp| dhcpv6}
snooping vlan vian_id

(1..4094)/BbIkNOYEHO

Pa3spewuntb KOHTpOAMpPOBaHMe npoTtokoaa DHCP B npepenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTpoanpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAIOYEHO

BkatounTtb BepuduKaumio MAC-agpeca kaneHta u MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeJ0BepPEeHHbIX» Mop-
Tax.

Bbikntountb Bepudukaumio MAC-agpeca knmeHTa u MAC-agpeca
MCTOYHMKA, NpuHATOro B8 DHCP-nakeTe Ha «HeJ0BepeHHbIX» Nop-
Tax.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKK perknuma Privileged EXEC:

console#

Tabnunua 138 — KomaHab! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTobpasnTb cooTBeTcTBUA U3 daiina (6asbl) KOHTPOA NPOTOKONA
DHCP.

show ip dhcp snooping global

0OT06pa3unTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKasaTb Bce cooTBeTcTBUA M3 dalina (6asbl) KOHTPONA NPOTOKO-
na DHCP.
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clear {ipv4 | ipv6} binding Ounctntb cooTBeTcTBUA U3 daina (6asbl) KOHTPONA NPOTOKONa
DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica 2pynnbl Nopmos

Bug, 3anpoca KOMaHAHOMW CTPOKKU B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanuya 139 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
ip binding limit /imit BKAtOUUTL OrpaHuyeHune Konuyectsa DHCP-KAMEHTOB Ha NopTy
no ip binding limit limit (0..1024) BbIKNOUMTb OrpaHuyeHue Konmnyectsa DHCP-KaneHTOB Ha nop-
Ty

YcTaHoBNAeHHOe orpaHuyeHuMe no Konuuvectey DHCP-knueHTOB 6ypeTr pacnpocTpaHATbCA
TONbKO Ha HOBble 3anucu. PeKomeHpyeTcA nepep, HaCTPOMKO OrpaHUYEHUA OUYUCTUTD
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)
C nomouwpto AaHHON (YHKUMM HACcTpaMBaloTcA 3HAYeHUA MAEHTUPMKATOPOB WHTepdenca w
peTpaHcnaTopa npu KoHourypuposaHmm DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHtudukatop umHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHTMdPUKaTop

PEeTPaHCAATOpPa, C KOTOPOro NpuLen 3anpoc.

KomaHObI pexcuma 2a0b6anbHol KoOHguU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnnua 140 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue "
KomaHda / Aeilicmeue
Mo ymon4aHuro
dcs information option [dhcp | BKkntounTb gobasneHue circuit id + remote id gna scex onuumii (T.e.
dhcpv6 | pppoe ia | dhcp- dhcp | dhcpv6b | pppoe-ia | dhcp-relay), nimbo 3agatb KOHKpeT-
relay] enable -/BbIKNOYEHO HbIV NPOTOKOA A/1a BCTAaBKM remote-id u circuit-id.
dcs information option [dhcp | BbIKntounTb gobaBneHme remote-id u circuit-id.
dhcpv6 | pppoe-ia] disable
dcs agent-circuit-id user- . . YcTaHoBuUTb circuit-id B dopmaTte cBO60AHOW CTPOKM onpeaenex-
. . o identifier (1..63) o
defined identifier HOW nosib3oBaTesieM. Bo3aMoXHO uUcnonb3oBaHue WwabnoHoB..
—— c1MmBo108/1waboH
no dcs agent-circuit-id user- o/ ho/i0 YCTaHOBWTb 3HAYEHME N0 YMONYAHMUIO.
defined %h%i%v
efine
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dcs agent-circuit-id format-
type [identifier-string]
identifier option format
[delimiter] delimiter

identifier (1..48)

HacTpowuTs circuit-id cornacHo pekomeHgaums TR-101.
NpeHTudumkaTop:

-identifier — npoun3sBosbHas cTpoka 6e3 WabnoHoB.
dopmar:

-pv — HOomep nopTa u VLAN;

-Sp — HOMep c/10Ta U NOPTa;

-sv — Homep cnoTa u VLAN;

-SpV — HOmep cnoTa, nopTa n VLAN.

cumBonios/dopmar spv, | Pasgenutenn:
pasgenutens std, -comma - “,";
identifier NULL -dot-“";
-hash - “#”;
-semi-colon - “;”;
-slash - “/”;
-space—"“";
-std — “slot:port/vlan”.
no dcs agent-circuit-id format- YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.
type
dcs agent-circuit-id suboption- YcTaHOBUTbL popmar circuit-id.
type {dhcpva | dhcpvé | dopmatbl:
pppoe-ia | dhcpva-relay} {tr- - tr-101- pobasneHue circuit-id B popmaTe cornacHo pekomeHTa-
101 | user-defined} [binary] umam TR-101
[add-subtypes] - user-defined - pobaeneHue circuit-id B popmate cBobogHOM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHMA WabAOHOB.
JlononHuTenbHble NapameTpbl:
- binary - gaHHbIV NapameTp yKa3bIBaeT, YTO YNC/IOBblE LWABIOHbI
tr-101 6yayT npeobpasosaHbl B popmat HEX.

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay}

- add-subtypes - gaHHbI NapameTp yKa3blBaeT, YTo B UAEHTUPU-
KaTop byaet pobaBneH AOMOAHUTENbHbIN NoATMN (2x 6aliToBbIN
ona DHCPv4 n PPPoE u 4x 6aiToBbii gna DHCPv6), B KoTopom
onpeaensaetca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 gnunHHa
naeHTuduKaTopa.

YCTaHOBUTb 3HaAYeHMe No YMOYaHULO.

dcs remote-agent-id user-
defined identifer

no dcs remote-agent-id user-
defined

identifer (1..63)
CMMB0/10B/11a6I0H %m

YctaHoBUTL remote-id B popmaTte cBob6OAHON CTPOKM onpege-
NéHHoW nosb3osaTenem. BoamoxKHo ncnonb3osaHue WwabioHoB.

YCTaHOBWUTb 3HaAYeHMe No YMOYaHULO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcpva-
relay}

-/user-defined

YcTaHoBUTbL dopmat remote-id

dopmaTbl:

- user-defined - pobasneHne remote-id B popmaTe csobogHOM
CTPOKM C BO3MOKHOCTbIO MCMOb30BaHMA LWAbBNOHOB.
[ononHuTenbHble NapameTpbi:

- binary - gaHHbIV NapameTp yKasbIBaeT, YTO YMCOBbIE WABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes - faHHbI NapameTp yKa3blBaeT, YTo B UAEHTUPU-
KaTop bypeTt AobasneH AONOAHUTENbHbIM NoATUN (2X 6anTOBbLIN
ona DHCPv4 n PPPoE u 4x 6aiToBbii gna DHCPv6), B KoTopom
onpeaenserca popmat ctpoku (ASCII - 0x01, HEX-0x00) 1 AnmnHHa
naeHTnduKatopa.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

Tabnunua 141 — LLlabnoHbl AoCTNHbIE AN HacTpolKku user-defined naeHtTudukatopos

La6noH OnucaHue
%a IP-agpec. [laHHbIM WabaoH MOXKeET 6bITb NpeobpasoBaH B dopmat HEX.
%h Mma ycTpoiicTsa.
%p KopoTkoe ums nopta, Hanpumep gil/0/1.
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%P [nnHHoe umsa nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep gigabitethernet.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbIi wabnoH MoKeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmaTte H-H-H-H-H-H-H. JaHHbIi wabnoH mosKeT 6biTb NpeobpasoBaH B popmat
HEX.

%u Homep toHuTa. [aHHbIl WwabnoH moxeT bbiTb NpeobpasosaH B popmaT HEX.

%s Homep cnota. [laHHbil WwabnoH moxeT bbiTb NnpeobpasosaH B popmaT HEX.

%i ifindex nopta. [laHHbIN WabaoH MoXKeT 6bITb NpeobpasosaH B popmat HEX.

%cC MAC-agpec aboHeHTcKoro ycTporicta B popmate H-H-H-H-H-H-H. JaHHbil wabnoH moxeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NaeHtudukatop VLAN. JaHHbIi wabnoH moxKeT 6biTb NpeobpasosaH B popmat HEX.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nntepoelrica Ethernet:

console (config-

if)#

Tabnnuya 142 — KomaHgbl pexxuma KoHdpurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

dcs agent-circuit-identifer
circuit_id

circuit_id: (1..63)
CMMB0/108B/1a6/10H

no dcs agent-circuit-identifer

%h%i%v

YctaHoBuTb circuit-id B ¢dopmaTe cBobOAHOWM CTPOKM onpese-
NéHHOM nonb3oBaTesieM. Bo3aMoXKHO UCNoib30BaHUe WaboHOoB.

YCTaHOBUTb 3HAYEHWUA NO YMOIYAHMUIO.

dcs remote-agent-identifier
remote_id

remote_id: (1..63)

no dcs remote-agent-identifier

CUMBO/10B/1La6I0H %m

YcTaHoBUTL remote-id B ¢opmaTte cBob6OAHON CTPOKM onpese-
NEHHOM nosnb3oBaTenem. Bo3MOXKHO Mcnosib3oBaHue WabioHoB.

YCTaHOBUTb 3HayeHue no YMONYaHULO.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 143 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoaA4YaHuo

Aelicmeue

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port]

fa_port: (0/1..24);
gi_port: (0/1..24)

OTO6pasunTb TeKyLLyto KoHPUrypauumo naeHTMdunkatopos Remote
ID u Circuit ID ana uHTepoeicos.

show dcs-global-config

OT06pasunTb rnobanbHyto KoHbUrypaumio naeHTudmkatopa Circuit
ID.

Mpumep Hactpolikm DHCP Snooping Bo VLAN10 c HacTpoikon DCS-onumit Ha WHTepdeice

Gigabitethernet 0/13.

console (config) # interface gigabitethernet 0/10
port-security-state trusted
set port-role uplink
switchport mode trunk

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

exit
dhcp snooping

console (config)# wvlan 10
console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

(
(
(
(
(
console (config) # ip
(
(
(
(
(
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console (config-if) # dcs remote-agent-identifier enable
console (config-if)# dcs agent-circuit-identifier "3v $p Sh"
console (config-if) # decs remote-agent-identifier "3M"

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTpoinkoi DCS-onunit ana scex uHTepdeiicos B

¢dopmarte HEX.

console (config) # !

console (config)# interface gigabitethernet 0/10
console (config-if)# port-security-state trusted
console (config-if) # set port-role uplink

console (config-if) # switchport mode trunk

console (config-if) # exit
console (config) # ip dhcp

snooping

console (config) # decs remote-agent-id suboption-type dhcpv4 user-defined binary

console (config
console (config) # !
console (config)# vlan 10
console (config-vlan)# ip
console (config-vlan)# !

)
)
console (confiqg)
)
)

dhcp snooping

# dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
# dcs agent-circuit-id user-defined "$%isg%v"
# dcs remote-agent-id user-defined "3M"

console (config)# interface gigabitethernet 0/13
console (config-if) # switchport general allowed vlan add 10 untagged

(
(
(
(
(
(
(
(
console (config
(
(
(
(
(
(
(
(
(

console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca knueuma (IP Source Guard)

®PyHKumMa 3awmTbl IP-agpeca (IP Source Guard) npegHasHauyeHa pns ¢uabTpaumm Tpadwuka,
NPUHATOrO C MHTepdelca, Ha OCHOBAaHWWM Tabauupbl cooTBeTcTBUiA DHCP snooping M cTaTMyecKkux
cooTBeTcTBUl IP Source Guard. Takum obpasom, IP Source Guard nossonsetr 6opoTbca ¢ nogmeHoin |P-

alipecoB B NakeTax.

V Mockonbky PyHKLUUA KOHTpOANA 3awuTbl IP-agpeca ncnonb3yet 1abaunubl COOTBETCTBUN
DHCP snooping, mmeeT CMbIC/1 UICNO/1b30BaTb AAaHHYIO PYHKLMUIO, NpeaBapUTE/IbHO Ha-
cTpous u Bkatoums DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg 3anpoca KomaHAaHOM

console (config-if) #

CTPOKM:

Tabnnuya 144 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKNtOYEHO

BKAtOUMTb GYyHKLMIO 3awWwmThl IP-MHTepdeiica ana nop-
Ta. MNMocne BKAOYEHUA Ha WHTepdece Bce 3anucu B
Tabauue IP Binding yctaHasnusatotca B TCAM B Kaue-
CTBe pa3speLLatoLLero npasumna.

KomaHga ypanset 3anncu ns TCAM u OTKAKOYaeT OT-
bpacbiBaHMe IP-nakeToB Ha NOPTY.

KomaHObI pexcuma KoHgpuaypayuu uHmepgetica L2Vlan

Bupg 3anpoca KomaHAaHOM

console (config-vlan

CTPOKM:

) #
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Tabnuua 145 — KomaHabl pexmma KoHpurypaummn nHtepodeiica L2Vian

KomaHda

3HayeHue/3HayeHue no

YyMOMYAHUO

Aeiicmeue

{ip | ipv6} verify source port-
security

no {ip | ipv6} verify source
port-security

-/BbIKAtOYEHO

BKounTb  GyHKUMIO 3awmThbl  IP/IPv6-uHTEpdeitica ans
VLAN. Mocne BKAtOYEHMA Ha UHTepdece Bce 3anmcu B Tab-
nvue IP Binding yctaHaBnuBatotca B TCAM B KayecTse
paspeluatoLero npasuna.

KomaHga ypanset 3anucu n3 TCAM u oTkAoyaet oTbpa-
cbiBaHue IP/IPv6-naketos 8o VLAN.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnvua 146 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show { ip | ipv6} verify source
[interface {gigabitethernet |
fastethernet} interface | vlan
[vlan-id]]

Oto6pa3sunTb HacTponku IP/IPv6 source Guard Ha uHTepdeiicax

Show running-config
ipsourceguard

OTo6pa3unTb KoHPUrypauuto moaynsa IP source Guard

4.21.5 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa gis 3aWmTbl OT aTak C
ncnosnb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoTtoKona ARP ocyliecTBaseTca Ha OCHOBe CTaTUYecKnx cooTsetcTeuit IP- » MAC-agpecoB, 3aAaHHbIX Ans

rpynnol VLAN.

’ | MopT, ckoHPUrypupoBaHHbI «HegoBepeHHbIM» ana ¢yHKuMm ARP Inspection, gonKeH Tak-
radR e 6bITb «HeagoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam coorsercreme MAC-agpeca u
IP-agpeca gnA 3Toro NopTa AONXKHO 6bITb CKOHPUIYPUMPOBAHO CTaTUUECKU. UHaue faHHbIA
nopT He 6yaeT oTBeyaTb Ha 3anpocbl ARP.

V [Ona HeHapeXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTeBeTcTBUiA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 147 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BKAtoUnNTb KOHTPOAb NpoTokona ARP (pyHKumto ARP Inspection)

BbIKNHOUMTb KOHTPOAL NpoToKkona ARP (dpyHKumio ARP Inspection)

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

Paspewntb NnpoBepKy npoTokona ARP, ocHOBaHHylo Ha 6ase cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpeTuTb Nposepky npotokona ARP, ocHoBaHHylo Ha H6ase cooT-
BeTcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
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ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneumoduyHbie NPOBEPKU ANA KOHTPOAA NMPOTOKO/A
ARP.

-srcmac: Jaa ARP-3anpocos 1 OTBETOB NpoOBepAeTCA COOTBETCTBUE
MAC-agpeca B 3aronoBke Ethernet MAC-agpecy MCTOYHMKA B CO-
Aeprumom npotokona ARP.

-dstmac: [na ARP-oTBeTOB npoBepsAetcA cooTeeTcTBMe MAC-
appeca B 3aronoske Ethernet MAC-agpecy Ha3HauyeHuAa B cogep-
*KMmom npoTokona ARP.

-ipaddr: MNposepseTtca cogepkumoe ARP-nakeTa Ha Hanuuyme He-
KOppeKTHbIX IP-agpecos.

3anpetutb cneunduyHbie NPOBEPKM AN KOHTPOAA NpoTokona ARP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 148 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
10 yMOAYAHUIO

Aelicmeue

show ip arp inspection globals

OTO6pa3nTb CUCTEMHYIO KOHdUrypauuto GyHKUMKM KoHTpons ARP
npoToKona.

show ip arp inspection vlan
[vlan_id]

vlan_id: (1..4094)

OT1o6pasunTb cnucok VLAN, Ha KoTopbix akTuBeH ARP Inspection.

show ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTaTUCTMKY A8 CNeaylowmx TUNOB MAKeToB, KOTopble
6111 06paboTaHbl Npu NomoLm GyHKLMK ARP:

- nepeaaHHble naketsl (forwarded);

- noTepsAHHbIe nakeTbl (dropped);

- ownbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [ vlan vian_id]

vlan_id: (1..4094)

OUmnCTUTL CTaTUCTUKY KOHTpONA NpoToKoa ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHkuma MAC Address Notification nossonser oTcnexuBaTb MOABAEHME W UCYE3HOBEHME

aKTMBHOrO 000pPYyAOBaHWA Ha CETU MNyTemM COXpPaHeHus wuctopum ulydenms MAC-agpecos.

Mpun

0bHapyKeHUM U3MEHEHNI B cocTaBe M3ydeHHbIx MAC-agpecoB KOMMYTAaTOP COXpaHAeT MHbOPMALMIO B
Tabnanue M wu3Bewaer o6 3TomM C MNomowbio coobuweHnit npotokona SNMP. ®yHKuMA umeeT
HacTpamBaemble MapameTpbl — rybuHa MCTOPUM O COOLITUAX U MMHUMANbHbLIA WMHTEpPBan OTNPaBKU
coobuweHnin. Cepsuc MAC Address Notification oTKAtoueH MO yMOMYaHMIO U MOXKET ObiTb HACTPOEH

Bbl60p0‘-IHO ANnAa OTAENbHbLIX NOPTOB KOMMYTATOpPaA.

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 149 — KomaHabl pexmma rnobanbHoli KoHdurypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no ymoa4aHuro

Aeilicmeue

mac-address-table notification
change

-/BbIK/IIOYEHO

KomaHaa npepHasHayeHa pAna rnobanbHOro ynpaeneHua
¢dyHKuMen MAC notification. KomaHpa paspelwsaeTt perucrpa-
umio cobbitnin gobasneHuns n yaanesma MAC-agpecos 13 Tab-
UL, KOMMYTaTOpPa M OTNPABKY yBEAOMAEHUA O COBLITUAX.

[na paboTbl PyHKUMKM HEobXOAMMO AOMONHUTENbHO paspe-
LaTb reHepaLmio yBe4OMAEHUIN HA UHTepdelcax (Cm. HUXKe).
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no mac-address-table
notification change

Bbikntountb dyHKumMio MAC notification rnobanbHo u oTme-
HWUTb COOTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdericax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKCMManbHbI NPOMEXKYTOK BPEMEHU MeXAy OTnpaBKamu
SNMP-yBegomneHunin. Ecnv 3HauyeHWe WHTepBana BPEMEHMU
paBHo 0, TO reHepaLma yBefOM/IEHUI U coxpaHeHne cobbiTui
B UCTOpUIO ByaeT oCyLecTBAATLCA HEMEA/IEHHO NO Mepe BO3-
HUKHOBEHUA CObbITUIA 06 M3MEHEeHUM CcoCToAHUA Tabauubl
MAC-agpecos. Ecnu 3HaueHne nHTepsana spemeHn 6onblue 0,
TO YCTPOWCTBO byAeT HaKan/ivBaTb CObbITUS 06 M3MeHeHMMU
cocToaHNA Tabaunupbl MAC-afpecoB B Te4eHMe 3TOTO BpeMeHH,
a 3aTem OTNpaBAATb yBegomaeHuna npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUU.

BoccTaHOBUTL 3HaYeHME NO YMOYAHMUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MaKCMManbHOE KONM4YecTBo cobbiTuii 06
U3MEHeHUN cocToAHuA Tabnuubl MAC-agpecoB, KoTopoe co-
XpaHsaeTca B uctopun. Ecam yctaHoBAEH pasmep UCTOPUN paB-
HbI 0, TO cobbITUA He coxpaHstoTca. Mpy nepenosHeHun by-
¢depa uctopmm HoBoe cobbITe NOMeLLAeTCA HAa MeCcTo CaMoro
cTaporo.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

logging events mac-address-
table change

-/BbIK/IIOYEHO

BKntOUMTb OTNpPaBKy TpanoB B syslog o cobbiTmsAx M3yyeHus
nnn yaanenma MAC-agpecos.

mac-address-table notification
flapping

BkntoumTb oTcnexkunsaHne MAC Flapping

no logging events mac-
address-table flapping

-/BKAOYEHO -
no mac-address-table BbIkNounTb oTcnexkmsaHme MAC Flapping
notification flapping
logging events mac-address- BkntoumTb normposaHne MAC Flapping
table flapping

-/BKOYEHO

Bbikntountb normposaHue MAC Flapping

snmp trap mac-address-
notification change [learnt |
removed]

no snmp trap mac-notification
change [learnt | removed]

-/BbIK/IIOYEHO

BKOUNTL reHepaunio yBegoMAEHUI HA Kaxaom MHTepdeice
0 cobbITMAX U3meHeHusa coctoaHua MAC-agpecos. OTaenbHO
MOYHO Pa3peLlnTb reHepaLnio YyBeAOMIEHUIN TONbKO 06 usy-
YyeHun MAC-agpecos, 160 TONbKO 06 UX yaaneHuu.

OTKNOYUTb reHepaL Mo yBeOMAEHU Ha MHTepdeice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 150 — KomaHabl pexkuma KoHdurypaumnm nHtepdeliica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYAHUIO
snmp-server enable traps BK/IOUMTL reHepaumio ysBegomieHuit npu 610KMpoBKe
errdisable { storm- nopTa no cobbITUAM:
control|loopback-detection| - loopback-detection — 06Hapy»eHue netens;
udid} - udld — akTuBauwms 3awmTbl UDLD;
-/BK/IIOYEHO - storm-control — WnpoKoBeLLaTe IbHbIN WTOPM

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

OTKNIOYNTL reHepaL Mo yBeL0M/IEHUI Ha MHTepdeice.
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KomaHObI pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:
console#

Tabanua 151 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3HayeHue no .
KomaHoa Aelicmesue
ymMon4aHuio
show mac-address-table OTobparkeHne Bcex yBeAOM/IEHWA 06 W3MeHeHUU Cco-
notification change history ctoAaHnAa MAC-agpecoB, COXpaHEHHbIX B UCTOPUM.
show snmp-server traps - MpocmoTp cobbITUiA, NPKU KOTOPbLIX TeHEePUPYIOTCA TPaMbI.

4.22 ®yHKuum DHCP Relay nocpegHuka

KommyTtatopbl nogaepmeatot dyHKLumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa asnsaetca
nepegaya DHCP-nakeToB OT K/IMEHTA K cepBepy 1 obpaTHo B ciy4dae, ecin DHCP-cepBep HaxoauMTcs B o4-
HOM CeTn, a KAMeHT B Apyron. Jpyroi yHKumen asnaetcs gobasneHne gonoaHUTeNbHbIX onunit B DHCP-
3anpocbl KAneHTa (Hanpumep, onumn 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMYTaTOpP NPUHMMAET OT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anNpochkl CEpBeEPY OT UMEHU KMeHTa (0CTaBAAs B 3anpoce onuun ¢ Tpebyembimu
KNMEHTOM MapamMeTpamMm U, B 3aBUCUMOCTM OT KOHoUrypaumm, aobasnsas ceon onuuu). Monyyms oTeBeT oT
cepBepa, KOMMyTaTop nepenaet ero KaneHTty. CoBmecTHas pabota dhcp relay n dhcp snooping B TekyLuen
BEPCMMU HEBO3MOXKHaA.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 152 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymon4YaHuto
service dhcp-relay Bkntountb pyHKumio DHCP Relay areHTa Ha KommyTaTope.
- -/BbIKNIOYEHO
no service dhcp-relay Bbikntountb pyHKuMio DHCP Relay areHTa Ha KommyTaTope.
ip dhcp server ip_add 3apaTb IP-agpec poctynHoro DHCP-cepsepa ans DHCP Relay aren-
MoskeT 6bITb 334aH0 | Ta.
no ip dhcp server ip_add [0 NATU cepsepoB Ypanutb IP-agpec u3 cnucka DHCP-cepsepos pgna DHCP Relay
areHTa.
KomaHOs! pexcuma EXEC
Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:
console#
Tabnunuya 153 — KomaHabl pexkmma EXEC
3HaveHue/3Ha4yeHue »
KomaHoa / Aelicmeue

no ymon4aHuro

OT06pasnTb KoHoUrypaumio HactpoeHHoW ¢yHKkuum DHCP Relay
areHTa ANAa KOMMyTaTopa M OTAENbHO ANA MHTePdeincoB, a TakkKe
CMWUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay information
{FastEthernet fa_port |
Gigabitethernet gi_port | vlan
| vian}

fa_port: (0/1..24);
gi_port: (0/1..24);
vlan: (1..4094)

show dhcp server - OT06pPa3nTb CMMCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypauusa PPPoE Intermediate Agent

®yHKumnA PPPOE IA peann3oBaHa B COOTBETCTBMMU C TpeboBaHMAMK foKymeHTa DSL Forum TR-101 m
npegHasHavyeHa 41A UCNOb30BaHUA Ha KOMMyTaTopax, paboTatowmx Ha YpOBHe A0CTyna.

®PyHKUMA No3BoAIAET AONOAHATbL NakeTbl PPPOE Discovery MHpopmaLumel, XxapaKTepusyowen nH-
Tepdelic goctyna. 3To HeobxoaMmo Ans MAEHTUPUKALMKM NONb30BATENbCKOrO MHTepdeica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom u 06paboTKoi naketos
PPPoE Active Discovery ocyuwecTBnaseTcs rnobasbHO Ans8 BCEro yCTPoCcTBa U BbIDOPOYHO ANA KarKaoro

nHTepdelica.

Peanusaums ¢yHKummn PPPOE IA npenocTaBaseT AOMNOJAHUTENbHbIE BO3MOMKHOCTU KOHTPOASA CO06-
LLLEeHMM NPOTOKONA NyTEeM Ha3HaYeHMA AOBEPEHHbIX MHTepdencos.

KomaHObI pexcuma 2a06an6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 154 — KomaHabl pexkmma rnobanbHoi KoHurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

shutdown pppoe
intermediate-agent

no shutdown pppoe
intermediate-agent

-/BKNIOYEHO

OTKAtoUNTL paboTy moayns pppoe intermediate-agent Ha
yCTpoWncTBe.
[aHHasa komaHAa oTKAtoYaeT paboTy moayna pppoe
.’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHuem Bcex
HacTpoek 610kKa PPPOE IA.

BkAtounTtb paboTy moayns pppoe intermediate-agent Ha
yCTpoWMcCTBE.

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/IIOYEHO

Ino6anbHO BKNHOUUTL KOHTPOAb GyHKLMK PPPOEIA.

BbIknt0UNTb KOHTPOAL GYyHKLMK PPPOEIA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3afaTb TalmayT gns paboTbl GyHKUMKM PPPOE IA.

OTKNOUNUTL TalMayT Ana pabotbl dyHKLMK PPPOE 1A

pppoe passthrough

-/BbIKK/IIOYEHO

BkatoueHne KomaHabl 3actaBnaeT PPPoE-nakeTbl npoxoanTb yepes
KOMMYTATOp KaK Heu3BecTHbIV L2-Tpaduk, n genaet ux "HeBnau-
mbimun" ana IP ACL.

no pppoe passthrough

BKAOYMTL MapCUMHI WMHKancynmMpoBaHHbIX B PPPoOE-naketax L3-
3aronoBKoB, npasuna IP ACL HaumMHatoT paboTaTb 414 UHKaANCyNu-
POBaHHbIX NAKETOB.

.‘

DOna KoppekTHo paboTtbl PpyHKUuuM PPPOE Intermediate Agent Bce ucnonbayembie PPPOE-
cepBepa A0/XKHbI 6biTb NOAKAIOUYEHDI K «A0BEPEHHBIM» NOPTaM KommyTaTopa. Anaa aobas-

JIeHUA NopTa B CMUCOK «A40BEPEHHbIX» UCNOb3YIOTCA KOMaHA4bl port-security-state trusted,
set port-role uplink B pexxume KoHopurypaumum untepodeiica. Ana obecneueHnsa 6esonacHocTu
BCe OCTa/ibHble MOPTbl KOMMYTATOPa A,0/KHbl 6bITb «HEA0BEPEHHBIMU»

4.24 KoHdurypauma ACL (cnucku KoHTpona goctyna)

ACL (Access Control List — cnucok KoHTpona aoctyna) — Tabauua, KoTopas onpeaenseTt npasuna
dnNbTpaLMM BXOAALLENO M UCXOZALLEro TpaduKa Ha OCHOBAHUKM NepenaBaeMblX B NAKETAX MPOTOKOAOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.
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Ha paHHbIn momeHT peanusauua ACL TakoBa: KaxKabii ACL cogepuT Tonbko 1 npasuno.
Heckonbko ACL MOXKHO NpuBA3aTh K ogHOMYy MHTepdelicy. MNopaaok oTpaboTKkM NpaBua onpeaenserca no
npuopuTeTy Npasuna , ykazaHHomy B ACL, npu paBeHcTBe npuopuTeTos - no Homepy ACL.

ACL aBTOMaTMYECKM CHUMAETCA C MHTepdelica Npu U3SMEHEHMM B HEM MPABUAA.

MakcmumanbHoe uncno ACL — 100 IP/IPv6 1 100 MAC.

KomaHabl ans cosgaHus M peaaktupoBaHus cnuckoB ACL OocTynHbl B pexume rnobanbHob

KOHOUIypauum.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

KomaHaHasA cTpoka B pexkume rnobanbHoli KOHOUIypauumn nmeeT Bua;

console

(config) #

Tabnunua 155 — KomaHabl ans cosgaHuns n koHourypaumm cnmuckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip access-list standart
access_list_num

no ip access-list standart
access_list_num

access_list_num:
(1..1000)

Co3pgaTtb CTaHAapTHbIN cnvcok ACL.

YpanuTe cTaHpapTHbIV cnncok ACL.

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

access_list_num:
(1001..65535)

Co3gaTtb HOBbIW pacwmpeHHbIn cnncok ACL ana agpecauyu IPva mn
BOWTU B PEXUM €ro KoOHurypaumm (ecim CnncoKk ¢ AaHHbIM nme-
HeM elle He co3aaH), b0 BOMTM B pPeXUM KOHPUrypaumm paHee
CO34aHHOrO CrMCKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPv4.

Co34aTb HOBbIN paclwmMpeHHbIA cnnucok ACL ans agpecaunm IPv6 n
BOWTU B PEXUM €ro KoHdurypaumm (ecim CnncoK ¢ AaHHbIM nme-
HeM elle He co3aaH), b0 BONTM B pPeXUM KOHPUrypaumm paHee
CO34aHHOrO CrMCKa.

YpanuTe pacwmpeHHbin cnucok ACL ansa agpecaunm IPve6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3gaTtb HoBbIV cnvcoK ACL Ha 6a3e MAC-agpecauum v BOUTU B
pexmMm ero KoHbUrypauum (ecam cnmucok ¢ AaHHbIM UMEHeM eLle
He co3AaH), b0 BOMTU B pexXMM KOHOUTypaLMn paHee CO3aaH-
HOrO cnucka.

Ypanute cnucok ACL Ha 6aze MAC-agpecaunu.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmelleHre B HaliTax OTHOCUTE/NIbHO BblGpaHHOM cTap-
TOBOW NO3ULMKU. 3HaYeHMe U MacKa, Ucnoab3yemble aaa GuabTpa-
LuK, 3agatoTca Yepes napameTpbl ACL-npaBun.

- 12 — Hauano naketa (Destination MAC address).

- ethtype — Ethertype (camblit BHyTpeHHUI, Npu Hanmumm VLAN-
Teros)

- 13 — L3-3aronoBok

- 14 — L4-3aronoBok

Yaanutb CMelleHMe OTHOCUMTE/IbHO BbIGpPaHHOW CTapTOBOM NO3u-
T

Ona Toro u4tobbl aKTMBM3MpoBATb cnucok ACL, HeobxoauMmo cBfizaTb €ro C WHTepdeincom.
NHTepdelicom, MCNONb3YHOLMM CIMCOK, MOXKeT bbiTb Anb0o nHTepdelic Ethernet, nnbo rpynna noprtos.. Ha
[AaHHbI MOMEHT NoAAePKUBAETCS TO/IbKO BXOAALLEe HanpaBieHWe Ha nHTepdeiicax (in).
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KomaHObI pexcuma KoHgu2ypauuu uHmepdgpelica Ethernet, VLAN

KomaHgHaa cTpoKa B pexume KoHourypaumm nHtepderica Ethernet, VLAN, rpynnbl noptoB nmeet
BUA:

console (config-if)#

Tabnunua 156 — KomaHga HasHayeHus cnncka ACL-uHTepdeiicy.

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue

o ymMoa4YaHuto
ip access-group B HacTpoiikax onpegenéHHoro ¢usmyeckoro nHTepdeiica KomaH-
access_list_num in access list num: [ NPUBA3bLIBAET YKa3aHHbIN CMUCOK K aHHOMY UHTepbelicy.
no ip access-group (1..65535) YaanuTb CNUCOK ¢ UHTepdelica.
access_list_num in
mac access-group B HacTpovikax onpegenéHHoro ¢pusnyeckoro nHtepderica KomaH-
access_list_num in access_list_num: [a NpuBA3bIBaeT YKa3aHHbIA Mac-CNMUCOK K aHHOMY UHTepdeicy.
no mac access-group (1..65535) YaanuTb CNUCOK C UHTepdelica.
access_list_num in
KomaHOb! pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;
console#
Tabnunua 157 — KomaHgbl ana npocmoTpa cnnckos ACL
3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue

no ymoa4aHuro
show access-lists access_list_num: (1- MNokasaTtb cnuckn ACL, co3aHHble Ha KOMMyTaTope.
[access_list_num] 65535) cumBona

4.24.1 KoHnepuzypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHWA OCHOBHbIX NapameTPOoB, UCMOb3yeMbIX B
COCTaBe KOMaHJA, HacTpoiikm cnmckosB ACL, ocHOBaHHbIX Ha agpecauun IPv4. Co3paHne 1 BXoA B perrUM
pefaktTuposaHnA cnuckos ACL, OCHOBaHHbIX Ha aapecauun IPv4, ocywecTBiaeTca MO KOMaHae: ip
access-list {extended | standart} access-Ilist num.

Tabanua 158 — OCHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaX

Mapamemp 3Ha4yeHue Aelicmeue
permit [Oelicteue ‘paspelunts’ Co3paTb pa3pelatouiee npasuao ¢punbtpaumm B cnmcke ACL.
deny [Jeticteue ‘3anpetuts’ Co3gatb 3anpeuwatouee npasuno ¢uabtpaumm B cnncke ACL.
protocol Mone npefHasHayYeHo ANA yKasaHWA MPOTOKoAa (MM Bcex npo-

TOKO/10B), Ha OCHOBE KOTOporo byaeT ocywecTensetca GUbTpa-
uma. Mpu BbIBOPE NPOTOKO/IA BO3MOMKHbI CAeAytolme BapuaHTbl:
MpoTokon icmp, ip, tcp,udp, ipv6, ipv6:icmp, ospf, pim,nnbo uncnosoe
3HayeHWe NPOTOKONA, B ananasoHe (0 — 255).

[na cooTtBeTcTBUA NtOBOMY NPOTOKONY UCMONbL3YETCA 3HAYeHue

IP.
source ALpec UCTOYHUKA Onpepenset IP-agpec CTOYHMKA NaKeTa.
source_mask Macka, npumeHaemasa K IP-agpecy uctouHumka naketa. Macka

onpepensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUTHOPUPO-
BaTb. B 3HaYeHUA UrHopupyembix 6UTOB AONKHbI ObITb 3anNUCaHbI
eavHuubl. Hanpumep, ncnoib3ya Macky, MOXKHO onpeaennTb ans
npasuna ¢unbtpaumm IP-cetb. YT06bI [06aBUTL B MpPaBUIO
dunbTpaymm IP-cetb 195.165.0.0, Heobx04MMO 334aTb 3HAYEHUE
Macku /16, TO ecTb COrNacHO AaHHOM macke nocnegHve 16 6ut
IP-appeca 6yayT MTHOPMpPOBATbLCA.

Macka agpeca NCTOYHUKa
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destination

A,u,pec Ha3Ha4yeHuA

Onpepgensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka ajpeca Ha3Ha4yeHunA

BuToBan macka, npumeHsaemasn K IP-agpecy HasHauyeHWs MaKeTa.
Macka onpepenset 6utbl IP-agpeca, KoTopble HEOBXOAUMO WUT-
HOpWpoBaTb. B 3HaueHUs UrHopupyembix GUTOB AOMKHbI 6biTb
3anucaHbl eAuHULbl. Macka MCMNoNb3yeTcs aHa/lorMyHO Macke
source_mask.

vlan NpeHTudumkaTop Vlan Onpegenset Vlan, gna KoToporo 6yaeT NpUmeHATLCA NPaBuo.
dscp None DSCP & saronoske L3 Onpep,enﬂej 3HayeHne DSCP-nons diffserv. BoamoskHble Koapbl
coobueHuit nona dscp: (0 —63).
Mpuoputer IP Onpegenset npuoputeT IP-Tpaduka: (0-7).
icmp_type Tun coobuweHnin npotokona ICMP, ncnonbsyemoli gns puabTpa-
- umm ICMP-naketoB. Yucnosoe 3HayeHuMe Tuna cooblleHus, B
AunanasoHe (0 — 255).
icmp_code Kog coobuweHuii npotokona ICMP, ncnonbayembln ana punbtpa-

Koga coobuieHnsa npoTokona
ICMP

umn  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6LWEHUI nonAa
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4eHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HaueHuAa nona TCP/UDP-nopra: eq, gt, host,It,range

priority MHAeKc 3a4aeT NoNOXKEHWe NPaBUAa B CMUCKE M ero NpuMopuTeT.
MpuopuTeT 3anucu Yem meHblle MHAEKC — TeM NpuopuTeTHee npasuo. [uanasoH

A0MNYCTUMbIX 3HadYeHu (1..255).
parametr OnuuoHanbHbIM NapameTp Npu KOHOUTYPMPOBaHMM CNNCKA AOC-
OnunoHanbHbIM Napametp | Tyna: cvlan-id, cvlan-priority, dscp , priority, single-tag, tos, user-

definded, traffic-class
/’ B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpauusa ToabKo No npedpuKkcam, B pacumpeHHbix ACL
— NOo AONOJ/IHUTE/IbHbIM NapamMmeTpam.

. Nocne Toro, Kak nw6boi ACL 6yaeT npuBAsaH K uHTepdency, ana aToro uHTepdeinca npm-
V meHuTtca npasuno implicit deny any any.

Tabnunua 159 — KomaHabl, ucnosbsyemble ana HacTpolikn ACL-cnnckos Ha ocHoBe IP-agpecaunn

KomaHda

Aelicmeue

permit protocol {any | source host } {any | destination }

[parametr]

[Oo6aBuTb paspeluatollyto 3anucb GpuabTpauMM ANA NPOTOKONa.
MaKeTbl, oTBEYatoWwMe ycnoBuaAM 3anucu, byayt obpabaTbiBaTbCs
KOMMYTaTOPOM.

permit ip {any | source host } {any | destination }

[parametr]

[ob6aBuTb paspelatolLyto 3anmce GuUabTpaLmMm ana npotokona IP.
MaKeTbl, oTBEYatoWMe ycnoBUAM 3anucu, byayt obpabaTbiBaTbCs
KOMMYTaToOpOM.

permit icmp {any | source host } {any | destination }

[parametr]

[Job6aBuTb paspelaowyto 3anuce GuabTpaumMm A4a MNPOTOKOAA
ICMP. MNakeTbl, OTBEYalOLME YCAOBMAM 3anmcu, byayT obpabatbl-
BaTbCA KOMMYTAaTOPOM.

permit tcp {any | source host } {any | destination }

[parametr]

[06aBuTb paspellatoltyto 3anucb GUALTPALMM AN NPOTOKOAA
TCP. MakeTbl, oTBevalowWwme ycnosuam 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any | source host } {any | destination }

[parametr]

[Job6aBuTb paspelatowyto 3anuce GuabTpaumMm A1a MNPOTOKOAA
UDP. MakeTbl, oTBEYalOLWME YCAOBUAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTAaTOPOM.

deny protocol {any | source host } {any | destination }

[parametr]

[06aBuTb 3anpelLatolyto 3anucb GuUAbTPaLUM ANs NPOTOKOAa.
MakeTbl, OTBevaloLMe ycnoBMAM 3anucu, ByayT 610KMpoBaTbCA
KOMMYTaToOpOM.

deny ip {any | source host } {any | destination }

[parametr]

[o6aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLMKM ANs NpoTokona IP.
MakeTbl, oTBevalowWwMe ycnoBMAM 3anucu, ByayT 610KMpoBaTbeA
KOMMYTaToOpPOM.

deny icmp {any | source host } {any | destination }

[o6aBuTb 3anpelwatolyto 3anucb GUALTPALMM ANA NPOTOKOAA

[parametr] ICMP. MaKeTbl, OTBeYalwWMme ycioBUAM 3anucu, byayt 6aokunpo-
BaTbCA KOMMYTaTOPOM.
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deny tcp {any | source host } {any | destination }

[parametr]

[obasuTb 3anpeljatolyto 3anucb GUAbTPALMM ANA NPOTOKOANA
TCP. MaKeTbl, oTBEYatoLWMe ycnoB1am 3anucu, byayT 610KMpoBaThb-
CA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }

[parametr]

[obaeuTb 3anpewjatolyto 3anucb GuUAbTPaLMM AAA NPOTOKoAa
UDP. MakeTbl, OTBEYalOLWME YCNOBUAM 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM.

4.24.2 Kongpucypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusBegeHbl 3HAaYEHUA UM ONMUCAHMA OCHOBHbIX MAPAMETPOB, UCMO/b3yeMbIX B
coCTaBe KOMaHA HacTponKu cnmckos ACL, ocHOBaHHbIX Ha aapecauumn IPve.

CospaHune n BXo4, B pexum pepaktnposaHma cnuckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv6,
OCyLLeCTBNAETCA NO KOMaHAe: ipvé access-list extended apvé access-list. Hanpumep, gna
co3gaHus cnucka ACL nog HasBaHMem MES IPv6 He06X0aMMO BbINOAHUTL CleaytolWmMe KOMaHabl:

console# configure terminal
console (config) # ipv6é access-list extended ipvé access list num
console (config-ipv6-acl) #

Tabnmua 160 — OcHOBHblE NapamMeTpbl, UCNO/Ib3YEMbIE B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [ewncTtaue ‘paspewmnts’ Co3gaTb paspewatouiee npasuao ¢punbTpaumm B cnmcke ACL.
deny [OevictBue ‘3anpetuTs’ Co3gatb 3anpeujatowee npasuno ¢uabTpaumm B cnmncke ACL.
protocol Mone npefHasHayYeHo ANA yKasaHUA NPOTOKoAa (MM BCEX Mpo-
NooTOKON TOKO/10B), Ha OCHOBe KOTOporo 6yaeT ocywecrsasetca GpuabTpa-
P umsa. Mpu BbIBOPE NPOTOKO/IA BO3MOXKHbI CeAytolmMe BapuaHTbl:
icmp, tcp,udp, ipv6.
source AZpec UCTOYHMKA Onpegenset IP-agpec UCTOYHMKA NaKeTa.

destination

Aapec HazHayeHun

Onpegenset IP-agpec HazHavyeHMA NakeTa.

vlan NaoeHTndumkatop Vian Onpegensert Vlan, 4na Kotoporo 6yget NpMMeHATbLCA Npasuso.
dsc Onpeaenset 3HayeHune DSCP-nonsa diffserv. Bo3amoxkHble Kogpl
P MNone DSCP B 3aronoske L3 peA N A

coobuieHunii nona dscp: (0 —63).

icmp_type Tun coobwennin npotokona ICMP, ncnonbayembln gna dunbTpa-

- umn ICMP-nakeToB. YucnoBoesHayeHUeTMnacooblleHmsa, Baua-

nasoHe (0 — 255).

icmp_code Kopg, coobuieHunii npotokona ICMP, ncnonbsyemblt gns puabtpa-

Kopg, coobuieHunsa npoToKona
ICMP

umn  ICMP-nakeToB. Bo3moXKHble Kogbl coobuieHuid nons
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HayeHmna nona TCP/UDP-noprTa: eq, gt, host,It,range

priority MHAeKc 3apaeT NON0XKEHWe NPaBuIa B CIUCKE U ero NpuopuTer.
anODMTET 3anuncum Yem meHblie UHAOEKC — TeM npuopuTeTHee npasuno. Ll,wanaaoH
O0NYyCTUMBbIX 3HaveHui(1..255).
arametr o OnuMOHaNbHbIN NapaMeTp NPU KOHPUTYPUPOBaAHMUM CMUCKA A0C-
P OI'ILI,I/IOHaﬂbeIM napameTp 4 P i . ¢ ypup A
Tyna: eq, gt, It, range, dscp, traffic-class
/‘ Mocne Toro, Kak nb6oit ACL 6yaet npuBasaH K uHTepdeincy, ana sToro nHTepdeiica npum-
meHuTcAa npasuno implicit deny any any.

Tabnnuya 161 — KomaHgbl, ucnonb3yemble gna Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaumm

KomaHoa

Aeiicmeue

permit protocol {any|source host} {any|destination}

[parametr]

[06aBuTb paspeluatolyto 3anncb GpUALTPALMUM ANA NPOTOKOAA.
MakeTbl, OoTBevaloLWwMe ycioBMAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaToOpPOM.

permit ipv6 {any|source host} {any|destination}

[parametr]

[o6aBuTb paspellatowyo 3anucb GUALTPALMM ANA NPOTOKOAA
IPv6. MaKeTbl, OTBeYaloWme ycnoBMAM 3anucu, byayT obpabatbi-
BaTbCA KOMMYTaTOPOM.
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permit icmp {any|source host} {any|destination}

[parametr]

[o6aBuTb paspelatolyyio 3anvce GUAbTPALMM A8 NPOTOKO/A
ICMP. MNaKeTbl, OTBeYaloLWMe yCnoBMAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit tcp {any|source host} {any|destination} [parametr]

[o6aBuTb paspelatolyio 3anucb GUAbTPALMM A8 NPOTOKONA
TCP. MakeTbl, oTBeYatowme ycnoBMAm 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp {any|source host} {any| destination}

[parametr]

[o6aBuTb paspelatolyio 3anucb GUAbTPALMM A8 NPOTOKONA
UDP. MakeTbl, oTBeYalowme ycnosmam sanucu, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

deny protocol Kany|source host} {any| destination}

[parametr]

[o6aBuTb 3anpeluatollyo 3anvucb GWUAbBTPaLUWM AN MPOTOKOA.
MakeTbl, OTBEYaloWMe ycnoBuAM 3anucu, byayt 610KMpoBaTbeA
KOMMYTaTopOM.

deny ipv6 {any|source host} {any|destination} [parametr]

[o6asuTb 3anpelaiollyio 3anucb GpUAbTPaLMM ANA NPOTOKONA
IPv6. MaKkeTbl, oTBeYalowWMe yCAOBMAM 3anucu, byayT 610KMpo-
BaTbCA KOMMYTaTOPOM.

deny icmp {any|source host} {any|destination} [parametr]

Ho6asuTb 3anpelyatollyto 3anucb GuUAbTPaLMM AAA NPOTOKOAA
ICMP. MaKeTbl, oTBeYaloWMe ycioBuam 3anucu, byayt 6aokupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any|source host} {any|destination} [parametr]

[o6aBuTb 3anpelwatollyto 3anucb GUALTPALMM A8 NPOTOKOAA
TCP. MaKeTbl, 0TBEYatOLME YCAOBUAM 3anucK, byayT 610KMpoBaThb-
€ KOMMYTaTOPOM.

deny udp {any|source host} {any| destination} [parametr]

Ho6asuTb 3anpelatollyto 3anucb GuUAbTPaLMM ANA NPOTOKOANA
UDP. MakeTbl, OTBeYawLlMe ycl0BUAM 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM.

4.24.3 Kornouzypayusa ACL Ha 6a3ze MAC

B paHHOM pa3sgene npuBeAeHbl 3HAYEHMA U OMMCAHMA OCHOBHbIX NAPAMETPOB, MCNOb3YeMbIX B
cocTaBe KOMaHZA HacTpoikm cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

Co3paHue n BXog, B pexum peaakTnposaHus cnmuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCYyLIECTB/IAETCA NO KOMaHAe: mac access-list extended access-list num

Tabnunua 162 — OcHOBHbIE NapamMeTpbl, UCMOIb3YEMbIE B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3patb paspelatolee npasuao ¢punbTpaumm B cnmcke ACL.
deny [JeiicTBue 3anpeTuTb Co3aaTb 3anpelatolee npasuno ¢punbTpaumm B cnucke ACL.
source Appec oTnpasutens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBas macka,
npumeHaemasn Kk MAC-
afpecy UCTOYHMKA NaKeTa

Macka onpegensetr 6utbl MAC-agpeca, KOTopble Heobxoanmo
UrHopMpoBaTb. B 3HaueHMA UrHopupyembix BUTOB AOMKHbI ObITb
3anucaHbl eanHULbl. Hanpumep, Ucnonb3ya MacKy, MOXKHO On-
pefenuTb Ana npasuaa ¢dunbTpaumm guvanasoHa MAC-agpecos.
Y106bl f06aBUTL B Npasuno GpunbTpaumm sce MAC-aapeca, Ha-
ymHatowpecs Ha 00:00:02:AA.xXX.XX, HEOBX0AMMO 334aTb 3Haye-
HMe macku FF:FF:FF:FF:00:00, To ecTb, cOrnacHo AaHHOM Macke,
nocnegHue 16 6ut MAC-agpeca 6yayT He BaKHbl A1 aHanu3a

destination

Afpec HasHayeHna

Onpeaenser MAC-agpec HasHa4YeHus nakeTa.

destination_ mask

BbutoBas macka,
npumeHaemasn Kk MAC-
afpecy Ha3HayeHMA nNakeTa

Macka onpegensetr 6utbl MAC-agpeca, KOTopble Heob6XxoAnmo
WUrHOPMpPOBaTb. B 3HaYeHWUA UrHOPUPYEMbIX BUTOB AONKHbI BbITb
3anucaHbl eanHuubl. Macka Mcnosnb3yetca aHanOrMyHO Macke
source_ mask.

vlan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc obcnykuBaHusa GunbTpyembix NakeTos.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn ¢unbTPyembix NakeTos B LIECTHAALATEPUYHON 3a-
nucw.

encaptype value

Value: (1..65535)

Tun ethertype ana ¢unbTpyembix NakeTos.

etype_list etype_list: (1..65535) CnucoK cTaHZapTHbIX ethertype

priority Whaexc npasuna MHaekc npasuna B Tabauue, Yem mMeHblue MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-255
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Tabnuua 163 — KomaHabl, ucnosibayemole ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecaunm

KomaHda

Aelicmeue

permit {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list

1 [priority priority]

[lo6aBuTb paspelatoLyto 3anucb GuabTpaumu. MakeTsl, oTBe-
Yalowme ycnoBmam 3anucu, byayt obpabaTbiBaTbCA KOMMYyTa-
TOpoM.

deny {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list

1 [priority priority]

[o6aBuTb 3anpeLatolyto 3anuck GpuabTpaumu. MakeTsl, oTe-
Yalowme ycioBMAM 3anuck, byayT 610KMPOBATLCA KOMMYTa-
TOpoM.

Mpumep HacTponku punbtpaumm padi/pado yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0
console (config) # mac access-list extended 1
console (config-ext-macl)# permit 00:00:00:00:00:01 ff:£ff:ff:££f:££:00 any

user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !

console (config) # interface gigabitethernet 0/1
console (config-if) # mac access-group ! in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (config) # ip

access-list extended 1010

console (config-ext-nacl)# permit udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-

defined offsetl 0x8864 Oxffff
console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/1
console (config-if) # ip access-group 1010 in

4.25 KoHdwurypaumsa sawmtbl ot DOS-atak

[aHHbI 610K KOMaHA, N03B0SET 610KMPOBATb HEKOTOPbIE PACcNpPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a0b6anbHol KoHgu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnua 164 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

firewall -/BKNOYEHO

MepeiTn B pexknm KOHOUIyprpoBaHUA MOAYNA, OTBEYaloLLero 3a
dyHKUMOHanN 3awuTel oT DoS-aTak.

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnnua 165 — KomaHgbl pexxuma KoHdpurypaummn eyHKumoHana firewall

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeilicmeue

enable BKAOYUTL NOAAEPKKY 3aWwnTbl oT DOS-aTak.
- -/BKNOYEHO
disable BbIkntounTb Nogaep»KKy 3awntbl ot DOS-aTak.
ip inspect tcp enable BkAtounTb 06HapykeHue synfin-naketos
-/BKRNOYEHO

no inspect tcp

BbIkntounTb 06HapykeHue synfin-naketos

ip inspect tcp syn wait sec sec: (1..65535)/1

YcTaHoBUTb Taiimep 6a0KkMpoBkuM synfin-naketos
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KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnua 166 — KomaHapl pexxkmma EXEC

3HavyeHue/3HayeHue

Aelicmeue
10 yMoAYaHUto

KomaHoa

sh run firewall - OT06pa3unTb HacTpoiiky moayna firewall

OT06pasnTb CTaTUCTUKY MO NakeTam, o6paboTaHHbIMU MOAYAEM
firewall

sh firewall stats

OTo6pasunTb norn mogyns firewall

sh firewall logs -

4.26 KauectBo ob6cnykmusaHua — QoS

Mo ymonyaHuWio Ha BCex MOpTax KOMMyTaTopa MCNOJ/b3yeTcA OpraHM3auusa odepesm MaKeToB Mo
meToay FIFO: nepsbivi npuwen — nepsbiit ywén (First In — First Out). Bo Bpemsa MHTEHCMBHOW nepeaayu
TpadMKa Npu MCNONb30BAHUWN AAHHOFO METOAA MOFYT BO3HMKHYTb NPOOGEMbl, MOCKOIbKY YCTPOMNCTBOM
UrHOPUPYIOTCA BCE MakKeTbl, He Boweawmne B bydpep oyepegn FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B03BpaTHO. PellaeT AaHHYO nNpobiemy MeToZ, OpraHM3ylWMn odepeaum No Npuoputety Tpaduka.
MexaHnmam QoS (Quality of service — KayecTBo 06CAY)KMBaHMA), Peann30BaHHbIN B KOMMYTATOpaXx,
No3BO/IAET OPraHM30BaTb BOCEMb OYepesen NPMOPUTETA MAKETOB B 3aBUCMMOCTU OT TMNA NnepesaBaemMbixX
[LAHHBIX.

4.26.1 Hacmpoiika QoS

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnvua 167 — KomaHabl pexkuma rnobanbHon KoHdUrypauum

3HayeHue/3HayeHue

Aelicmeue
110 yMOMYAHUIO

KomaHda

1. Co3aaTb CMMCOK KpuTepues Kaaccudukaumm tpaduka.
2. BOWTM B pexum pelsakTUPOBaHWA CMUCKA KpUTepueB Knaccu-
duKaumm Tpadmka.

class-map class_map_num
class_map_num:
(1..65535)

no class-map class_map_num YaanuTb CNUCOK Kputepues Knaccuduraumm Tpaduka.

1. Co3patb cTpaTerunto knaccueukaumm Tpaduka.
2. BOMTM B pexuMM pefaKkTUpOBaHWA CTpaTerMn KnaccuoduKaumm
TpaduKa.

policy-map policy_map_num

policy_map_num:

(1..65535)

no policy-map
policy_map_num

Ypanute npasuno Knaccuduraumm tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
sched_num: (1..65535)

OnpeaenvTb anropuTm paboTbl NNAHMPOBLLMKA Ha UHTepdeiice.

- strict-priority — cTporas ouepesb, UMeeT HauBbICLIMIA NPUOPUTET
- strict-wrr — oyepeab N0 MeXaHWU3My WIT, UMEIOLLasA NpuopuTeT
BbllLe oYyepean wrr

- wrr — ouepespb, 06pabaTbiBatoLLAACA MO MEXaHU3MY WIT

- fa/gi_port — ucxopawmin nHTepdeiic.

YAanuTb HaCTPOMKMU NAAHUPOBLUMKA.
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queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3a4aTb HOMEp M BeC odepeam 4nA ucxoaaiero nHtepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaennts Tpaduk ¢ meTkoit CoS/DSCP B ouepeab

OTmeHUTb onpegeneHune TpaduKa B ouepesb

gos interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
Priority: (0..7)/0

YKasaTb ouyepegb 4NA MHTepdeiica, NPu yCA0BUM OTCYTCTBUA Me-
ToK CoS/DSCP y BXoAALIMX NAaKeTOB

class-map class_num

no class-map class_num

class_num: (1..65535)

Co34aTb 1M NepenTn B pexkum KoHOUTrypnpoBaHua class-map

Yaanutb Knacc

policy-map policy_ num

no policy-map class_num

policy_num: (1..65535)

Co3faTb M NEPENTH B peXKUM KoHdUryprposaHusa policy-map

Yaanutb NONNTURY

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BKOUMTL OTNPABKY TPanoB O NpeBbiWeHWM Nopora cpu-rate-limit
B syslog

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/OYEHO

BK/OYUTB reHepaumio yBeAOMAEHNI NPU NPeBbILLEHUM 3HAYEHMA
cpu-rate-limit

OTK/IO4UTb reHepaL Mo yBeOMIEHUA Ha YCTPOUCTBE.

KomaHObI pexcuma KoHguaypauuu VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexxnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 168 — KomaHabl pexmuma KoHpurypauum VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

qos cos egress cos_default

cos_default: (0..7)/0

Nno qOs COos egress

YcTaHaBoBUTb 3HaveHue CoS gna nopta (CoS, npumeHsembli
ON1A BCEro HeTermpoBaHHOro Tpaduka, NpoxoaaLLero yepes UH-
Tepdeiic).

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO

KomaHObI pexcuma KoHguaypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 169 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue no

YyMOMYaHUO

Aeilicmeue

qos trust {cos | dscp | cos-dscp
| none}

-/BbIKNIOYEHO

YCTaHOBUTb peXMM [0BepuAa KOMMyTaTopa B 6asoBom
pexunme QoS (CoS nan DSCP).

- COS — YCTaHaB/MBAET KNaCCUDUKALLMIO BXOAALLMX NAKETOB
no 3HavyeHmam CoS. [nA HeTerMpoBaHHbIX MAKeTOB WC-
nonb3yetca 3HayeHne CoS No ymon4aHuio.

- dscp — ycTaHaBAMBAET KNaccMoUKaLMIO BXOAALLMX NaKe-
TOB no 3HayeHnam DSCP.

- cos-dscp — ycTaHaBAMBaeT KaaccuduKaLMioo BXOAALLMX
nakeToB no 3HavyeHnam DSCP ana IP-nakeToB M No 3Haye-
HuAM CoS ana He IP-nakeTos.
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no qos trust YCTaHOBWUTb 3HAYEHMA MO YMONYAHWIO.
gos map regen-priority - VlanPri — pa3pewuTb yCTaHOBUTb Ha UCXOAALLEM UHTEP-
{vlanPri | ipDscp} enable deiice 3HaveHne CoS B nakeTax COrnacHo

HaCTPOEHHOMY BHYTPEHHEMY NMPUOPUTETY.

-/BbIKAOYEHO - ipDscp — paspelwnTb UsMepuTeNto NepemapKMpoBbIBaTb

TpaduK COrnacHO HaCTPOEHHOMY anropPUTMY.
no qos map regen-priority OTMEHUTbL HAaCTPOMKM NepeMapKMpPOBKM TpaduKa Ha MUCXO-
{vlanPri | ipDscp} enable asuem nHtepdeiice.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukayuu mpagpukxa

BMA 3anpoca KOMaHAHOl\/‘I CTPOKU pexXnma penakTtnpoBaHnA CnNUCKa KpuUtepues I-(l]aCCMd)VIKaLI,MM
TpaduKa:

console# configure terminal

console (config)# class-map class-map-name

console (config-cls-map) #

Tabanua 170 — KomaHapl perkrMma pefakTMpoBaHUA CNUCKA KpuTepumes Knaccudukaumm Tpadmka

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

match access-group {ip-access- [06aBuTb KpuTEpUit Knaccudumkauum Tpaduka. Onpegenset npa-

| :(0..65535
list | mac-access-list } acl_ num acl_num: ( ) BuAa dunbTpaumm Tpadmka no cnucky ACL ana Knaccupukaumuu.

set class class_num AKTMBMPOBATb KAacc

class_num: (1..65535)

no set class class_num OTKNOYNUTL paboTy Knacca

set class class_num regen- 3afaTb BHYTPEHHWIA NPUOPUTET A/1A YKa3aHHOrO Knacca
priority priority group-name

name

priority: (0..7);
name: (1..31) cumBonos

KomaHObI pexcuma pedaKkmupoeaHus cmpamea2uu KAaccugukayuu mpaguka

Buza 3anpoca KOMaHAHOM CTPOKM peXnma peaakTMpoBaHuA cTpaTermm KnaccnuduKkaumm Tpadmka:
console# configure terminal
console (config)# policy-map policy-map-name

console (config-ply-map) #

Tabnvua 171 — KomaHapl pexxuma pefakTMpoBaHuUA cTpaTerum knaccudukaumm tpadpuka

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

YCTaHOBUTb HOBOE 3HAYEHNE METKM 4/151 NaKeTa.
class_num: (0..65535);

new_cos_map: (0..7);
new_dscp_map: (0..63)

set policy class class_num YCTaHOBUTb HOBOE 3HAYEHME METKM 415 NaKeTa Ha UHTepdelice.
interace {fastethernet fa_port

| gigabitethernet gi_port | class_num: (0..65535);

port-channel group} default- new_cos_map: (0..7);

priority-type {vlanPri new_dscp_map: (0..63)

new_cos_map | ipDscp
new_dscp_map}

set meter meter YCTaHOBWUTb OrpaHWYeHne NS CKOPOCTM MOTOKAa COrMacHO Ha-
- CTPOEHHOMY aNropuTMy.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXkmnma rnobanbHol KoOHPUrypaumu:

console (config) #
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Tabnuua 172 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3faTb M3MeEpPUTE/Ib OFPaHUYEHUA CKOPOCTU A/ UCXOAALLEro
TpaduKa.

Yoanute M3MepUTesib OrpaHUYEeHUA CKOPOCTM AN MCXOAALLEro
TpaduKa.

KomaHObI pexcuma KoHgu2ypauuu usmepumesa 02paHUYeHUA CKOpocmu 0718 8x008uWe20 mpa-

UKa:

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXMMe KOHPUrypaLumm:

console (config-meter) #

Tabanuya 173 — KomaHabl pexmma KoHpurypaumm

N3MepUTENA OrPaHUYEHNA CKOPOCTH

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBUTb OrpaHUYeHMEe CKOPOCTU AN UCXopallero Tpaduka
cornacHo anropuTmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWUTb OrpaHUYEHWe CKOPOCTU A/A UCXoAsAwero TpaduKa
cornacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/atoyaeT aHanan3 DSCP npu aHanunze obbema
Tpaduka.
Moddepicusaemcs
MES2424B.

mosbKo Ha MES2424,

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-

YCTaHOBUTb OrpaHUYeHMe CKOpOCTU ANA ucxogAallero Tpaduka
cornacHo anropuTtmy two rate — Three Color Marker (rfc2698).
Color-aware — BKnto4yaeT aHanus DSCP npu aHanuze obbema
Tpaduka.

aware] Moddeprxcusaemca  monbko Ha  MES2424,
MES2424B.
’ DOna KoppeKTHo paboTbl M3mepurtena ¢ aaroputmamm sr-TCM m tr-TCM Tpebyetca ycTaHo-

KomaHOb! pexcuma EXEC

BUTb Ha UcXoasalLem MHTepdelice KomaHAay qos map regen-priority ipDscp enable

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 174 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

show qos global info

OT06pa3mnTb rNobanbHble HACTPOMKM (OS

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

MokasaTb B Kakylo ovepesb onpeaeneHbl nHtepdeiics

show queue-map

OT1o6pa3sunTb mannuHr CoS n DSCP no ymonyaHuio

show qos trust

MpocMoTpeTb TeKyLLMe HaCTPOWMKM f0Bepusa MeTKam cosu dscp.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P

131




HELTEX

Mpymep NPUMEHEHUs CEPBUCHOM NONINTUKM:

Ons TpaduKa, umetowero DSCP 8, meHsaeTca VLAN Ha 100, p-bit meHsieTca Ha 7, dscp meHaeTcs Ha

63, CKOpOCTb NOTOKa orpaHuumnBaetca ao 512 kbps.

console (config)# ip access-list extended 1008

console (config-ext-nacl)# permit ip any any traffic-class &8 sub-action
modify-vlan 100

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 0/6

console (config-if)# qos trust cos

console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 0/7

console (config-if)# switchport mode trunk

console (config-if)# qgos map regen-priority-type vlanPri enable
console (config-if)# !

console (config)# class-map 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter) # !

console (config) # policy-map 1008
console (config-ply-map) #

ipDscp 63

(

(

(

(

(

(

(

(

(

(

console (config-cls-map) # match access-group ip-access-list 1008

(

(

(

(

(

(

( set policy <class 1008 default-priority-type
6

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (duanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 175 — KomaHabl pexkmma KoHpurypauum untepdeiica Ethernet, rpynnsi uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHne CKOPOCTU ANA BXOAALLErO TpachKa.

YCTaHOBUTb 3HaYeHWe Mo YMOIYAHUIO

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YcTaHOBUTb orpaHu4yeHmMe CKoOpocCTn ana ncxogauiero Tpanbm(a.

V 3HaueHue rate 40KHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

Mpymep HacTPOMKKU orpaHUyYeHnn ckopoctn noptaGigabitEthernet 0/4:

console# configure terminal
console (config)# wvlan 10
console (config-vlan)# wvlan active

console (config-vlan) #

console (config) # interface gigabitethernet 0/4

console (config-if) #
console (config-if) #
) #

(
(
(
console (config-if) #
(
(
console (config-if

switchport
switchport
rate-limit
rate-limit

mode access
access vlan 10
input 512
output 512
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.‘

A

Mpumep HacTpoikmn QOS:

HacTpouTb NAaHMpPOBLUMK MO anroputMy Wrr ana mcxogsauiero nHtepdeica fad/l1. Pacnpegenntb
Tpaduk cornacHo nosto CoS B oyepeam 1-4. HazHaunTb BEC WrT 419 o4Yepeaen cornacHO HoMepy odyepeaum.
Ouepenpb 5 06bABUTL NPUOPUTETHOMN.

console (config)# scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) # scheduler 20 interface fastethernet 0/1 sched-algo
strict-priority

console (config)# queue 1 interface fastethernet 0/1 scheduler 10 weight
console (config) # queue 2 interface fastethernet 0/1 scheduler 10 weight
console (config) # queue 3 interface fastethernet 0/1 scheduler 10 weight
console (config)# queue 4 interface fastethernet 0/1 scheduler 10 weight
console (config)# queue 5 interface fastethernet 0/1 scheduler 10
console (config) # queue-map regn-priority vlanPri 1 queue-id I

console (config) # queue-map regn-priority vlanPri 2 queue-id 2

console (config)# queue-map regn-priority vlanPri 3 queue-id 3

console (config)# queue-map regn-priority vlanPri 4 queue-id 4

console (config)# queue-map regn-priority vlanPri 5 queue-id 5

4.27 O6HoBNEeHMe nporpammHoro obecneveHus c cepsepa TFTP

N WN R

Cepsep TFTP pgonykeH 6biTb 3anyLWeH U HAaCTPOEH Ha KomnMbloTepe, C KOToporo byaer 3a-
rpy>Katbca nporpammHoe obecneyeHue. CepBep AO0MKEH UMETb pa3pelleHMe Ha uYTeHue
¢daiinos HauanbHOro 3arpysunka n/mam cuctemuoro MO. KomnbloTtep ¢ 3anyweHHbim TFTP-
cepBepom Ao/KeH 6biTb AOCTYNEH ANA KOMMYTaTopa (MOXHO MPOKOHTPOAUPOBATb, Bbl-
No/IHUB Ha KOMMYyTaTope KomaHpay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

O6HoBneHue nporpamMmmMmHoOro obecneyeHna MmoxKet OCyLLecCTBNATbLCA TOJZIbKO npusuiernpo-

BaHHbIM NOJib30BaTeN1IeM.

4.27.1 Ob6HoBMEHUE cUCMEeMHO020 Npo2pPamMmmMHo20 obecrneyeHUsA

3arpysKka ycTponcTBa ocyllecTtsasetcs us dakna cucTemHoro nporpammHoro obecnevenus (M0),
KOTOPbIA XpaHUTCA BO Gasw-namaAtv. MNpu obHoBNEHUM HOBbIA ¢dann cuctemHoro MO coxpaHseTca B
cneumanbHO BblAaeNeHHOW obnact namaTu. Mpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MMO0.

Mpoueaypa obHoBAEeHMA MO:

CkonnpoBaTb HOBbIN dain nporpammHoro obecneyeHns Ha YCTPOMCTBO B BblAeseHHyo 06aacTb
namatn. ®opmat KOmaHAab!:

console# copy tftp://tftp_ip_address/[directory]/filename image
Nnn KomaHaomn
console# firmware upgrade tftp://tftp_ip_address/[directory]/filename
Mpumep KomaHabl ana 3arpy3ku MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address//[directory]/filename image

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT aKkTUBHOW nocne nepes3arpyskm Kommyrtartopa.
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[na npocmoTpa AaHHbIX O BEPCUMAX MPOrPaMMHOro obecneyeHnsa U NX aKTUBHOCTU BBeAUTE KOMaH-

ay show bootvar:

console# show bootvar

4.28 PexXum oTnagku

PeXxm 0OTnagkm no3BoAAET CHUMATb AONO/THUTENbHYIO ANArHOCTUYECKYHO

YCTPOICTBA.

nHpopmaumio ¢

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypauuu:

console (config) #

Tabnunua 176 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BKNOUUTL reHepaumio OTNaL04HbIX COOOLLEHNI ANA KOHKPETHOrO
6710Ka CMCTEMHOIO MOAYAA iSs.

BbIK/MOUMTbL reHepaLmio OTNaL04HbIX COOBLLEHMI AN KOHKPETHO-
ro 610Ka CUCTEMHOIO MOAYNA iss.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnvua 177 — KomaHgpl pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

no debug all

OTKAOUUTL BbIBOZ, BCEX OTNAL04HbIX COOBLLEHMIA.

dump sockets

[MpocMOTp BCEX COKETOB B CUCTEME.

dump mem location [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTO6pa3MTb coaepXKMmoro namaTtm 13 3a,C||aHHOI7I obnactv nams-
TN.

dump {task | sem | que} name
[name]

MokasaTb AeTanu 3agauu, odepean uan cemadopa npu npw-
CBOEHMU UMEHM Tacka.
- Nname — Ha3BaHMe Tacka

debug test mem alloc bytes

Bbliaenutb 6710Ka NamaT ¢ 3a4aHHbIM B baiTax pasmepom

debug test mem free

bytes: (1..4294967295)

OcB0ob60AUTL BbliAENEHHbIA 610K NamATn.

debug show sensor
temprerature index

index: (0..1)

OTo6pasvm> 3Ha4YeHUA OaT4NKa TemnepaTypbl.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnunua 178 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuio

Aeiicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan }

BKNOUNTL reHepaLmio oT1aAouHbIX coobuweHnin ans NPAPI ans
yKa3aHHOro moayns.

BbIKNOYMTb TeHepauuio OTNagouHbIXx coobuweHnn ana NPAPI
ANA yKa3zaHHOro moayns.

debug show vlan np port

OT0bpa3unTb KoHPUrypaumto nopta NPAPI

debug show ip arp np
interfaces

OTobpa3unTb aepeso nHTepdelicos ARP B NPAPI

4.28.1 KomaHObl omnadKu 0ns8 uHmepagpelicoe

[aHHbIN pPeXxnm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A/1A MHTepdencoB AN yKa3aHHOIo YPOBHA

severity.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnvua 179 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o yMmon4aHuwo

HAeiicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BK/IIOUMTb reHepaLmio OTNa404HbIX COOBLIEHNIA ANA BCeX BUAO0B
TPacCUPOBOK.

BbIKNOUMTb FeHEepPaUMIO OTNAA0YHbIX COOBLWEHU ana uHTep-
deiicos.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BkAtounTb TpaccupoBKkM gamna naketos ARP.

BbIkNtoUNTb TPaccMpoBKKU gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OTAaf0uHbIX COObLLIeHUI AN1A NaKeTHOro
bydepa.

BbIKNIOYUTL reHepaLmio OTNAA04UHbIX COOBLLEHUI ANA NaKeTHO-
ro bydepa.

debug interface enetpktdump
severity

no debug interface
enetpktdump

severity: (0..7)/-

BK/ItOUMTL TpaccMpoBKM Aamna naketos Ethernet.

BbIK/NOUMTL TPACCUPOBKM Aamna nakeTos Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

Bkatountb reHepauunio oTnago4HbIX C006|J.I|eHMi/lI npu BO3HUKHO-
BEHUU BCEX BUOOB C60€B, BK/IlO4aA BaMgaumMio NakeTos.

BbIK/OYMTL FreHepaLmio OT/IaL04HbIX COOBLLEHMI MPU BO3HUK-
HoBeHuM cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOYMTb TPACCMPOBKM gamna nakeTtos IP.

BbIKNHOUYMTbL TPACCUPOBKK Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHeprpoBaTb OTNag0uHble coobuieHnsa aasa pecypcos OC.

BbIK/IOYMTb reHepaLmio 0TNaA04HbIX COOBLLEHNI ansa pecypcos
ocC.
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debug interface track severity
severity: (0..7)/-

no debug interface track

BKOUNTb reHepaunio OTNaf0UHbIX COOBLLEHNI CneXeHna UH-
Tepdelica.

BbIKNOUNTb reHepauuio OTAAL0YHbIX COOGLLI,EHVII’I cnexkeHuA

severity nHTepoenca.
debug interface trcerror BKOYNTL reHepaumio OTIaA04HbIX CO0BLEHUIA OWMBOK MHTep-
severity . delicos.

- severity: (0..7)/- —
no debug interface trcerror BbIKNOUYNTL TEHEPALMIO OTNAL0YHbIX COOBLLEHUIA OWMBOK WMH-
severity Tepdelicos.

4.28.2 Omnadka VLAN

KomaHOwbi pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunuya 180 — KomaHabl pexkmma EXEC

3HauyeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BKAOUMTL FeHepaumio BCEX OT/IafO4YHbIX COOBLIEeHU moayns
VLAN.

BbIK/IOUNTL reHepaLmio BCEX OTNAL0UHbIX COOBLLEHNI Mmoaynn
VLAN.

debug vlan all-module

no debug vlan all-module

BKAOUMTL FeHepaLuio OTNAaA0uHbIX COOBLLEHMI, Kacatowmxca
npuopuTeTa, M36bLITOYHOCTH, Nepesaqn TpaduKa.

BbIK/NIOYNTL reHepauuo OT1af04YHbIX COODLWEHMI, Kacatowmxca
npuopuTeTa, M36bLITOYHOCTH, Nepesaqn TpadmKa.

debug vlan buffer

no debug vlan buffer

BKAOUUTB reHepauuio oTaagouHbIx coobeHunii bydepos vian.

BbIKNOUNTbL reHepaLmio OTNaA04HbIX coobLeHuii bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNIOUMTL TreHepaumio OTNAAO0YHbIX COObOLLIEHMI ynpaBaeHUA
vlan.

BbIKNOUNTL FreHepaumio OTIaZ04HbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan data

no debug vlan data

BKAOUUTL TeHepauuio OTAagouHbIX COObLeHN i obmeHa AaH-
HbimK vian.

BbIK/IOYNTL reHepauuto OT/Iaf04YHbIX CO0bLLeHMI 0bmeHa AaH-
HbiMM vian.

debug vlan dump

no debug vlan dump

BKAOUNTbL reHepaumio OT/Iafo4YHbIX COOBLLEHNI 3axBaTa nake-
ToB vlan.

BbIK/IOYNTL FeHepaLmio OTAaA0uHbIX COOBLLEHMIA 3axBaTa nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNIOUMTL reHepaumio OT/af0uHbIX coobuweHnint 06 owmnbkax
vlan.

BbIK/IOYNTb FreHepaumio oTNafLouYHbIX coobuweHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vian fwd

BKAOUNTb reHepaLmio OTNAZ0UHbIX COOBLEeHNI Nnepesayn Tpa-
¢duka vlan.

BbIKNOUMTL TeHepaLmio OTNafoYHbIX COoOBLeHUid nepeaayu
Tpadumka vlan.

debug vlan global

no debug vlan global

BKIOUMTbL reHepaumio OTAaA04HbIX CO0bLieHnid rnobanbHo no
moaynto vlan

BbIKNOUMTb reHepaLMIo OTNAA0uHbIX COOBLEHNI rNo6anbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BKNOYUMTL FeHepauuio OTNaA0uYHbIX COOBLEHUI WM3MEHEeHMA
cocToaHUA moayns vlan.

BbIK/IIOUNTL FeHepaLmio OTNa40UHbIX COOBLLEHNIA U3MEHEHMR
cocToaHuA moayns vlan.
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debug vlan mgmt

no debug vlan mgmt

BK/IIOUMTL reHepaumio OTNaf4O0UHbIX COOBLWEHNIA ynpasaeHus
vlan.

BbIKNOYMTL FreHepauuio OTNaL04HbIX COOBLLEHUI ynpaBaeHun
vlan.

debug vlan os

no debug vlan os

BKIOUUTL reHepaLmio OTNaf0uHbIX COOBLEeHUI Ana pecypcos
moayna vlan, kpome bydepos.

BbIKNIOYUTL reHepaLmio 0TNIaf04HbIX COOBLLEHMIM AR pecypcos
moayna vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAOUNTL reHepauumio OTAaA0uHbIX COOBLLEHMIA NPUOPUTETOB
vlan.

BbIKNHOUYMTL reHepaumio OTIaA0uHbIX COOBLEHNI NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/IIOUMTb reHepaumio OT/afo4HbIX COOBLLEHUI M36bITOYHOCTM
vlan.

BbIKNOUMTb reHepaunio OT1a04HbIX COOOLWEHUIA U36bITOYHOCTM
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BKkntounTb oTnagKky npotokona GARP

BbikntounTb 0TNnagKy npotokona GARP

4.28.3 OmnadkKa Ethernet-oam

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuvua 181 — Komanapl pexknuma EXEC

KomaHda

3HayeHue/3HayeHUe
110 yMOAYAHUIO

Aeiicmeue

debug ethernet-oam all

no debug ethernet-oam all

BKNOUUTL reHepaLmio BCeX OTIaA04HbIX COObLWEHN eoam.

BbIKNOUMTL reHepauuio Bcex OTNag0uHbIX C006LLI|EHVII71 eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BkntounTb reHepaumio coobuieHmnin bydepos eoam.

BbIKNtOUMTL reHepaLmio coobuieHuii bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAtOUNTL reHepaumio coobLeHnin KoHourypaumm eoam.

BbIKNOUNTb reHepaLmio CoobLLLEHNI KOHPUTYypaLmMm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNi ynpaBaeHmsa eoam.

BbikntounTb reHepauuto COO6LIJ,€HM171 ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BK/OUMTL reHepaumio coobuieHuii npouecca OBHapysKeHus
cocenelt eoam.

BbIKNOUMTL reHepaumio cooblieHuit npouecca 06Hapy:KeHus
cocenelt eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNtounTb reHepaymto coobuieHnin owmnbok eoam.

BbIKNHOUNTbL reHepaLmto coobuieHuni owmnbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAtOUNTL reHepauuio coobuieHmnit Bxoaa B GyHKLUM eoam.

BbIKNHOUYMTL reHepaumio coobueHmi Bxoaa B GyHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUYNTL reHepaumnio coobueHmnit Bbixoaa u3 GyHKLMI eoam.

BbIKNOUMTb reHepaumio coobLieHnl Bbixoaa s GyHKLUMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

BK/IIOUMTL reHepaLuio COOBLLEHUI U3MEHEHWNA COCTOAHUA MO-
ayns eoam.

BbIK/MOUUTL TeHepaumio COOBLEHNIA WM3MEHEHMS COCTOAHMA
MoAayna eoam.
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debug ethernet-oam Im

no debug ethernet-oam Im

BKAtouMTb reHepaumto coobuwernit link-monitor eoam.

BbIKMOUNTBL reHepaumto coobuieHnit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAOUMTL reHepauuio coobuieHnin remote-loopback eoam.

BbIK/OUNTB reHepaumto coobleHnit remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BKAOUMTL COCTOSIHUM

eoam.

reHepaumio coobLieHunin mux-parser

BbIKNOYNTL reHepaumio COOBLEHUIA COCTOAHUI Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKOUUTB reHepaumio coobLLeHuit Ans naketa eoam.

BbIK/IIOUMTL reHepaLmio coobLLeHui ANA NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKOYUTL reHepaumio coobLLeHNn M36bITOYHOCTN eoam.

BbIK/IIOYMTL reHepaumio coobLLeHui U3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKAtOUMTb reHepaLmio coobLLeHUI ANnA pecypcoB eoam, Kpome
bydepos

BbIKNOUNTL reHepaLmio COObLLEHUI o5 PpecypcoB eoam, Kpome
bydepos

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAOUNTL reHepaumio COOBLEHUI yaaneHHOro obHapyKeHun
aBapwit eoam.

BbIK/IOYNTL FreHepaLmio CoobLLeHNI yaaneHHoro obHapyKeHus
aBapwuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BKAOUMTL reHepauuto coobuweHun A8 3HAYEeHMIM 3anpocos-
OTBETOB eoam.

BbIK/NIOUNTL FreHepauutlo COObLEeHNI A1A 3HAYEHW 3anpocoB-

OTBETOB e0am.

4.28.4 XypHanuposaHue omaado4Hbix coobujeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4, HaCTpanBalOTCA MapaMeTpbl BeAeHNA XXypHa/sia OT/1IaAKUN B

cncreme.

HasBaHue ypHana coaepKuT B cebe aaty ero co3gaHus Ha flash.

KomaHOb1 pexcuma enobasnbHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnunua 182 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug-logging { console | file
| buffered-file}

no debug-logging

MepeHanpasuTb BbIBOA, OTN3ALO04YHbIX COOBLLEHUIN B KOHKpeTHoe
pacnonoxeHue.

console - B TepmnHan KOHCoOM

file - B oTaenbHbIV dain Ha flash

buffered-file - 8 oTaenbHbI 6ydep, nNpu ncuyepnaHum pecypca
bydepa - B dpaiin Ha flash.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

debug-logging log-path
{flash_url}

no debug-logging log-path

flash:/LogDir/Debug/

YcTaHOBWTb pacnosnoxeHue o¢aiina, B KOTOPbIM 3anucbiBakoTcA
debug-coobuieHus.

YCTaHOBUTb 3HaYeHMeE N0 YMOIHYAHWIO.

clear logs debug file

OuncTUTb copepRnumoe gupekTopun ¢ debug-dpannamu.
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.‘

delete startup.

.‘

MHudopmauua o debug-logging log-path xpaHutca B ¢aiine nvram. lns Bo3BpaTta AUPEKTO-
pum no ymonuyaHuio Tpebyetca ucnonb3oBaTb KomaHay no debug-logging log-path wau

Mpu ucnonbsosaHnm KomaHgbl clear logs debug file ctTupaetca Bce coaepxnmoe aAnpeKTo-
puK, B KOTOpOW HaxoaATca ¢aitnibl KypHanoB. PeKomMeHAYeTca UCNO/Ib30BaTb OTAE/bHYIO

AVPEKTOPUIO UAWU AUPEKTOPUIO NO YMOJIHAHUIO ANA XPaHEHUA XKYPHanoB BOo u3bexkaHue
notepu KOHGUrypauoHHbIX ¢aiinos.

I ' Bo3moxXHa coBmecTHaa pabora komaHpg, debug-logging console u debug-logging { file |
-

buffered-file}

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

4.28.5 KomaHOblI 0519 omnaadku pyHKYuli ynpasneHusn

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 183 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHuUe
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/IIOYEHO

BK/IIOUMTb reHepaLmio OT1afo4HbIX COOBLLEHMIA ANA NPOTOKoAa
RADIUS.

BbIKNOUMTb reHEepaLMIo OTNaL04HbIX COODLLEHUI AN NPOTOKO-
na RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/IIOYEHO

BKIOUUTL reHepaumio OT1aL04HbIX COOBLEHNI ANA NMPOTOKONA
TACACS

BbIKNHOUMTL reHepaL Mo OTIaA04HbIX COOBLLEHNI Ana NPOTOKO-
na TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio 0TNaL0uHbIX coobuweHuni ana SSH.

BbIKNHOUYNTL reHepaL Mo OT1aA04HbIX coobLeHni ana SSH.

debug terminal take BKNOYMTL  BbIBOA, OT/N3A0YHbIX COODOWEHUI B TeKyluen
SSH-/Telnet-ceccuu.

- -/BbIKAOYEHO — —

no debug terminal take BbIKNtOYUMTb  BbIBOA, OTNAA0OYHbIX COOOWEHUA B  TeKyluen
SSH-/Telnet-ceccum.

4.28.6 KomaHObI 0na omaadku npomokona DHCP
KomaHapl AaHHOro 6/10Ka BKAKOYALOT OTc/iexXuBaHmne moayns DHCP.
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KomaHOowbl pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 184 — KomaHapl pexxkuma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIK/IIOYEHO

BKAOUYNTL reHepaumio coobweHnin otnagku ¢yHkumm DHCP
Snooping.

BbIK/MOUNTL reHepaumio coobuieHuit oTnagkmM ¢yHKumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IIOYEHO

BKNHOUMTB reHepaumio Bcex coobLeHnit otnagkm ¢yHkumm DHCP
client.

BbIKNOYNTD FeHepaunio BCEX COODOLWEHU oTnagkm GyHKUUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIK/OYEHO

BKNHOUMTD reHepaunio BbIBOPOYHbIX COOBLEHNN OTNAAKN DYHK-
umm DHCP client.

BbIKNIOUNTL  FreHepauuio BblIBOPOYHbIX COODOLEHUA OTAAAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKNOUMTL reHepaumio coobuieHnit oTnagkum ¢yHkuum DHCP
relay:

- all — Bce o11ag04HbIE cOObLWEHNS;

- errors — 0T1ag04Hble COObLWEHNA NPU OLWIMBKAX.

BbIK/NOUNTL reHepaumio coobuieHuii oTnagkmM ¢yHkumm DHCP
relay.

debug show ip dhcp np
interfaces

MoKa3aTb KoHbUIrypaumio GyHKLUMKU KOHTPOAA NpoTokona DHCP.

4.28.7 Omnadka pyHKyuu PPPoE-IA

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnuua 185 — KomaHapl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKOUMTB reHepaumio BCEX OTNAA04HbIX coobweHnin PPPOE-IA.

BbIK/IIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKNIOUMTL TeHepauuto OTNafoYHbIX CoObLEeHnit o Bxone B
dyHKUMM PPPOE-IA.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04HbIX coO0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUMTL FeHepaumio OTNaZ0uHbIX COOBLEHUI O BbiIXxoae M3
dyHKUM PPPOE-IA.

BbIK/IIOYNTL reHepaLmio BCeX OTaf04HbIX coO0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOYNTL TEHepauuio OTNaf0uYHbIX coobuwieHnit 06 olwmnbKax
PPPOE-IA.

BbIKNOUYNTL reHepaLmio BCex 0T1ag04HbIX coobuwieHmnin PPPOE-IA.
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debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BK/IIOUMTL TeHepauuio OT/I1aA0uYHbIX COOBLLIeHMI O nakeTax
PPPOE-IA.

BbIKNHOUYNTL reHepaLmio BCex 0TNaL04HbIX coobuieHmit PPPOE-IA.

4.28.8 Omnadka ¢pyHkyuu DCS

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 186 — KomaHab! pexkmuma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
o ymMmon4aHuro
debug dcs all BKNOUUTL reHepaumio BCex OTNaA04HbIX coobuweHui dcs.
no debug dcs i BbIKNOUMTb reHepaLMio BCEX OTNAA04HbIX COObLLEeHMI dcs.
debug dcs entry BKAOUMUTL reHepauuMio OTNaAo04YHbIX COObLEeHU O Bxoae B

no debug dcs

dyHKUMM dcs.

BbIKNOUMTb reHepaLMio BCEX OTNAA04HbIX COObLLEeHMI dcs.

debug dcs exit

no debug dcs

BKNOuMTL reHepauuio OTNaf04HbIX COODLWEHMIA O Bbixoae W3
byHKUMA dcs.

BbIKNtOUMTb reHepaLMio BCEX OTNAA04HbIX COObLLEeHMI dcs.

debug dcs fail

no debug dcs

BKNOUUTL reHepaumio OT/NafouHbIX CoobleHnit 06 owmnbkax
dcs.

BbIK/MOYMTb reHepaLmio BCeX OTIa404HbIX CO0bLLeHu dcs.

4.28.9 Omnadka ¢pyHKyuii QoS

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 187 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3Ha4YeHue Neiicmeue
o ymon4aHuio
debug qos buffer BKNtOUNTL reHepaumto OTNaf0uHbIX CoobleHnn gna bydepos
QoS.
no debug qos buffer i BbIKNHOUMTL reHepaLmio OTNafLouHbIX coobleHnin ans bydpepos
QoS.
debug qos ctrl BKNOUMTL reHepaunio OTNaA04HbIX COObLEeHUI ana ynpas/e-

no debug qos ctrl

Hua QoS.

BbIKNOUMTb reHEepaLnio OTNaL04HbIX COObLEeHUI ans ynpase-
HuAa QoS.

debug qos dump

no debug gos dump

BK/IIOUMTL FeHepauuio OTNaf404YHbIX COOBLLEHWI MO nakeTam
QosS.

BbIKNOUMTL reHepauuio OTNaf04HbIX COOBLEHU Mo nakeTam
QosS.

debug qos failall

no debug qos failall

BKNOUMTL reHepaumio OTNaf04YHbIX COOBOLIEHMI Mo owunbKam
QosS.

BbIKNOUNTL FreHepauuio 0TNaf04HbIX COObLEeHN No owmnbKam
QosS.

debug qos init-shut

BKNOUNTL reHepaumio OTNaLo0uHbIX COOBLWEHMI MO U3MEHEHUIO
cocToaHma moaynsa QoS.
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no debug qos init-shut

BbIKNIOUNTL TeHepauuio OTNaA04HbIX cOObLieHMl No n3meHe-
HUIo cocToaHna moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNHOUMTbL reHepaumio OTNafA0UYHbIX COOBLEHUI ana ynpasie-
HuAa QoS.

BbIKNOUYNTL reHepaLmio OTIaA04HbIX COOBLEeHNI ana ynpasne-
HuAa QoS.

debug qos os

no debug gos os

BKNOUMTL FreHepaLumio OTNad0uHbIX COOBLEHMIt Ansa pecypcos
QoS, Kpome bydepos.

BbIK/IOYNTb reHepaLmio 0TNaf04HbIX COOBLLEHUI Ana pecypcos
QoS, Kpome 6ydepos.

4.28.10 KomaHObI 014 omaadku npomokosaa SNTP

KomaHabl AaHHOro 6/10Ka NO3BONAIOT CHMMATbL AONO/NTHUTENNIbHYIO AONArHOCTUYECKYHO MH(I)OpMaLI,MPOLI,I'IFI

npotokona SNTP.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#

Tabaunuya 188 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIK/OYEHO

BK/OUUTL reHepaumio oTNafouHbIX coobuieHma 6a1oka SNTP

BbIKNOUNTL reHepaLmio OT1aA04HbIX coobLeHna 61oKka SNTP

4.28.11 KomaHObI 013 omaadku npomokona STP

KomaHabl faHHoro 6710Ka NO3BOASAIOT CHUMATb AOMONHUTENbHYIO AMArHOCTMYECKyo MHopMaumio ans

npotokona STP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 189 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4arHuro

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIKAOYEHO

BK/OYNUTB reHepaumio 0TAaf0uHbIX COOBLWEHUIN AN NPOTOKONA
STP rnobanbHo.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IIOYEHO

BKNOUYNTL reHepaumio BCeX OTNAfO04YHbIX COOBLWEHUI ana npo-
TOKona STP.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/IIOYEHO

BKNOUNTL reHepaLmio CoobLLeHNi 0TAaaKN Ans npoTokona STP
AN ANArHOCTMKM OLIMBOK.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIKNOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaakm ana npotokona STP
ana init n shutdown. 3ta TpaccupoBKa reHepupyeTcsa Npu He-
YAAYHOM UK YCNELHOW MHULMANU3ALLMU AU 3aKPbITUM MOAYAA
STP.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIKNOYEHO

BK/IIOUMTL reHepaumio COOBLLEHNIA OTNaAKM NpW yrpasBiaeHUu
npoTokonom STP. OTnafoUHble COOBLLEHNA TeHepUPYIOTCA KarK-
AblVi pa3, Koraa Bbl HacTpauBaeTe Kakue-nmbo ¢pyHKuum STP.

YCTaHOBWUTb 3HaAYeHME No YMO/I4aHUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKIOYEHO

BKOUYNTL FreHepaumio OTNPaBKKU OTAAZ04HbIX COOBLEHMI Npu
HeyJa4YHOM U YyCNewHom BblaeneHun namatu gna  STP-
npouecca.

YCTaHOBWUTb 3HAYeHME No YMO/I4YaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKNOUMTL reHepaumio cooblueHnii oTaagku gas npoTtokona STP
npu HeyAa4YHOM M yCnewHom npueme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKNIOYEHO

BKNOUNTL reHepauunio CoobLLeHNt OTNaaKM ANA COBbITUIA KOH-
éurypauumn npotokona STP. CoobuieHuns reHepupytoTca npu
HacTpovike GyHKumi STP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/IIOYEHO

BKNtounTb reHepaumio coobWeHUn OTNAAZKU MPU HeyAauyHOM,
ycnewHoM 3anycke, Npu OCTaHOBKe WK Nepe3anycke TaiMepos
npotokona STP.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine |
pseudolnfo-state-machine}

-/BbIKNIOYEHO

BKAtOUNTL reHepaumto coobLeHnt OTAaLKM ANA NOPTOB, 334ei-
CTBOBaHHbIX B NOCTpoeHun aepesa STP.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IOYEHO

BK/IlOUMTL reHepaumio coobLieHnin OTAa4KM B pe3epBHOM y3ne
STP npw BbINOAHEHUWN PE3ePBHOr0 KOMMPOBaHUA MHGOPMaLMK O
KOHOUrypaLum oT aKTUBHOTO y3/a.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKNtOUNTL reHepaunio coobueHuii oTnaakm ana npotokona STP
npuv HeyAa4yHOM M yCNEeLWHOM Co34aHUN U yaaneHue cemadopa.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

debug show spanning-tree
port-state {gigabitethernet
gi_port | fastethernet fa_port}

OT06pasnTb STP-cOCTOAHMA MOPTa BO BCEX CYLLECTBYHOLLMX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT106pasnTb mannuHr VLAN no uHcTaHcam. Ecam ykasaH onumo-
Ha/bHLIN NapameTp instance, TO BbIBOAWUTCA MANMWUHI TO/BKO
ANA 3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BK/IIOYMTb OT/Iaf04HblE COOBLLEHNA 419 MexaHW3Ma 0BHapye-
HUA coceaent.

debug spanning-tree topology-
change-state-machine

-/BbIKNOYEHO

BK/IIOYMTbL OT/Iaf0UHblE COOBLLEHNA A1 MeXaHM3Ma ObHapyKe-
HWUA U3MEHEeHWI TOMONoTUMK.
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4.28.12 KomaHObI 018 omaadku npomokona LLDP

KomaHabl gaHHoro 610Ka NO3BONAKOT CHMUMATb AONONTHUTENIbHYIO ANArHOCTUYECKYHO VIHd)OpMaLI,VII-O

ana npotokona LLDP.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 190 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNOUMTbL FreHepauunto BCEX OT/af04YHbIX COObLEeHNI ana npo-
ToKona LLDP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IIOYEHO

BKAOUNUTL reHepaumio COOOLWEHUI OTAagKM ANa MNPOTOKO/A
LLDP pgns AMArHOCTMKM OLWIMBOOK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/OYEHO

BKNOUMTL reHepaumio BbIBOPOYHbIX OTAZ0YHbIX COODOLLEHWI
npotokona LLDP.

- buf — oThagouHble cooblieHus, cBazaHHble ¢ bydpepom LLDP;

- critical —oTnafouHble cO0bLWEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThagoyHble coobuieHus npu cboe Npu U3SMEHEHUU UK
nonyyeHunu 3anucei LLDP;

- data-path —oTnagouHble coobuieHus, Kacatowmecsa nyTm nepe-
Aayu uam nonyyeHus sanvcen LLDP;

- init-shut — oT1agoyYHblEe COOBLLEHMA NPU HEYAAYHON MHUUMA-
ZN3aunn 1 BblKAKOYEeHUU moayna LLDP;

- mgmt — oTnafouHble cooblieHna npu cboe B KoHOUTypauum
ntoboi n3 dyHKumit LLDP;

- pkt-dump —oTn1a04HbIE COOOLLEHUA AN TPACCUPOBKM AaMMOB
NaKeToB;

- resource — OT/1afl04Hble COObLLLEHMA, CBA3AHHbIE C pecypcamu
OC. dTa TpaccupoBKa reHepupyetcs npu cboe B oyepessax co-
obuweHun.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIKAOYEHO

FeHepupoBaTb OTAaZ04HbIE cO0bLeHMA ans Bcex TLV-onumid.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIKAOYEHO

leHepMpoBaTb OTAag0YHble COObBLEHUA Aann
dyHKRUMM TLV-onumi.

BbIBOPOYHbIX

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

4.28.13 KomaHObl 0na omaadku ¢pyHKyuu IGMP Snooping

KomaHabl gaHHOro 610Ka NO3BONAKOT CHMMATb AONO/THUTE/NIbHYHO ONArHOCTUYECKYHO VIH(I)OpMaLI,VII-O

Aana npotokona IGMP.
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KomaHOwb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 191 — KomaHab! pexmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMoA4aHuio

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKtOUNTL reHepaumio BCeX OTNAL0UHbIX COOOLWEHUN ANA GYHK-
umn IGMP Snooping.

YCTaHOBWUTb 3HAYeHME NO YMOI4YaHUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIKNIOYEHO

BK/IIOUMTL reHepaLmio 0TAaA04HbIX COOBLLEHWI ANA AMArHOCTU-
K1 BXOZa-BbixoAa B ¢yHKuMo IGMP Snooping.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKNIOYEHO

BKAtOUNTL reHepaL Mo OTAaf0uHbIX COODLEHMI B Clydae nepec-
CbI/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IOYEHO

BKNOUMTL reHepauuio OT/1IafouHbIX COObLWEHN, B cnyyae 3a-
AelncTBoBaHMA MHPopmauum o IGMP-rpynnax.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no CobbITUAM MHMLMAAU3a-
umm u shutdown, nHpopmauma 3aHocutca B dpain.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNIOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COOBLLEHWI
ana GyHrumm IGMP Snooping.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKNIOYEHO

BK/I1OUMTL reHepaLunio OTNIaA04HbIX COOBLEHWNI NPU BO3HUKHO-
BEHWUM OWNOKM Npu Nepegade nam npueme naketos IGMP.

YCTaHOBUTb 3HAYEHME MO YMONYAHWUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB MpPW OTMNPaBKeE WU MOAYYEHUU
query-naketos IGMP.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IIOYEHO

BK/IIOUMTL reHepaLMio NaKeToB B TEX CAyYanX, Koraa 3a4eicTBo-
BaHbl TalMepbl.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKNtOUYNTL reHepaumto OTNaA0UHbIX COOBLWEHMI AN AMArHOCTK-
KM TPaCcCMpPOBOK, CBA3AHHbIX C NpOTOKOAOM IGMP.

- all — BKNoUNTb reHepaumio BCeX OTNa404HbIX COOBLWEHMIA;

- RX — BK/IIOYUTb reHepaLmio O0T1af04uHbIX COObLWEeHN gns Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BKNHOUUTb reHepaumio OTAaf0uHbIX COOBLeHNIA ana Tpac-
CMPOBKM NepesaBaeMbiX NaKeToB;

- ctrl-path — BK1t0UNTb reHepaLmio OTAaL04HbIX COOBLLEHMI NpK
NPOXOXKAEHUM KOHTPOIbHOM ynpasasatowein nHdopmaumm;

- data-path — BKOUMTb reHepauMio OTNALOYHbIX COOBLLEHNI
NpY NPOXOXKAEHUN MyNbTUKACT-TpaduKa.

YCTaHOBUTb 3Ha4YeHME N0 YMONHYAHWUIO.
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4.28.14 Omnadka 0naa port-channel

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 192 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BKNOUMTL reHepaumio BCeX OTNaA04HbIX coobuweHnina ana LACP.

BbIKNHOUYNTL reHepaLmio Bcex 0TNa404HbIX coobuieHmiia gna LACP.

debug lacp buffer

no debug lacp buffer

BKNOUNTL reHepaLmio oTNaA0uHbIX coobueHnin no bydpepam LACP.

BbIKNOUMTb FeHepauuio OTafo04HbIX coobweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/IIOUMTL reHepaLmio 0TNaZ04HbIX CO0bLeHN obMeHa AaHHbIMU
LACP.

BbIKNOUMTb FreHepaLmio OTNaA04HbIX COObLWEeHNn obMeHa AaHHbI-
mun LACP.

debug lacp events

no debug lacp events

BKNOUMTL reHepaumio OT/Naf0uYHbIX COOBOWEHUM NO CobbITUAM
LACP.

BbIKNOUMTb FeHEpPaLMIO OTNAA0YHbIX COOBOLWEHUN MO COobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNOUMTL reHepaumito OT1aZ04YHbIX cOObWeHUA Mo owmnbKam
LACP.

BbIK/NOUUTL FeHepaumio OTNAZ0YHbIX COOBLEeHUA Mno ownbKkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUNTL reHepauuio OTNaA0UHbIX COODBLLEHUA M3MEHEeHUs co-
ctoAaHuAa LACP.

BbIKNOUMTb reHepaLmio OT1aZ04HbIX COOOLWEHUI U3MEHEHUA CO-
cToaHua LACP.

debug lacp mgmt

no debug lacp mgmt

BKAOUYNTL reHepaLmio 0TN1a404HbIX COOBLLEHNI MO YNPaBAAIOWMM
coobuieHmam LACP.

BbIKNOUMTL FreHepaumio OTNaf04HbIX COOBLWEeHU No ynpaBasto-
wmm coobuweHunam LACP.

debug lacp os

no debug lacp os

BKAIOUUTL TeHepaLMio OTNafoYHbIX coObLEeHWU no pecypcam
LACP, nckniovas bydepsl.

BbIKNtOUMTb TeHepaLMilo OTNaZLOYHbIX COObLEHUI Mo pecypcam
LACP, nckntouas bydepsl.

debug lacp packet

no debug lacp packet

BKNOUUTL reHepaumio oTnaA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTAaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHObI pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 193 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BK/tOUYNTL reHepaumio Bcex 0TAag04HbIX coobuweHnit ans LAG.

BbIKNHOUYMTb reHepaLmio BCex 0T1af04HbIX coobuwieHunii ana LAG.

debug etherchannel detail

BK/IIOUMTL reHepaumio noapobHbIX OTNAL0UHbIX COOBLEHNI ans
LAG.
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no debug etherchannel detail

BbIK/IIOUNTb reHepaLmnio NoapobHbIX 0TAaA0uHbIX COObLLEHMI ans
LAG.

debug etherchannel error

no debug etherchannel error

BK/OYMTL reHepaumio oTaag0uHbIX coobeHuit 06 ownbkax LAG.

BbIK/IIOUNTL reHepauuio OTNaf0uYHbIX COoobLWeHut o6 ownbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAIOUMTL TeHepaumilo OTNafO0YHbIX COOBLEHMIt No cobbiTuAm
LAG.

BbIKNOUYNTL reHepaunto OTNaA04HbIX COOBWEHMI NO cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BKAOUNTL TEHEepaLMo OTNAZ0UYHbIX COOBLEHUI MO AECKPUNTO-
pam nHtepdelicos LAG.

BbIK/NIOUNTL reHepaL Mo OTNaf04HbIX COOBLEHNI NO AecKpUnTo-
pam nHtepdelicos LAG.

4.28.15 Omaadka loopback-detection

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 194 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o ymon4aHuio

Aeiicmeue

debug loopback-detection all

no debug loopback-detection
all

BKNOUUTL reHepaLmio BCex OTIaA04HbIX coobueHnin LBD.

BbIKNOUYNTb reHepaumio BCcex 0TAag0uHbIX cooblieHuni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMUTL reHepauuio OTAafo0uHbIX cooblieHuit ana bydepos
LBD.

BbIKNOUMTb FeHepauuio OTNaA04HbIX cooblieHui ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKNOUUTL reHepauuio OTNIaA04HbIX COOOLWEHUIA ynpaBneHus
LBD.

BbIkntounTb reHepauunto OT1a404HbIX C006LLI|EHMVI ynpasneHua
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKNOUNTL reHepaumio OTNaA04HbIX COObLLEHNI 3axBaTa nake-
TO8B LBD.

BbIKNOUNTb reHepaL Mo OTNaA04HbIX COOOLLEHMI 3axBaTa NaKe-
TO8B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BK/IOUMTL reHepaLmio 0T1af04uHbIX COObLLEHMIA MOTOKOB Tpadu-
Ka LBD.

BbIK/OYMTL reHepaLmio OTNa404HbIX COOBLIEHNI NOTOKOB Tpa-
¢uKa LBD.

4.28.16 Omaadka 0aa npomoKoaa SNMP

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 195 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHuUe
110 yMOAYAHUIO

Aelicmeue

debug snmp

BK/IOUNTL reHepaLmio Bcex OT1aA0uHbIX coobuweHnin ana SNMP.
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no debug snmp

BbIK/MIOUNTL FeHepaLuio BCeX OTNAZ0YHbIX COOobLieHMit ans
SNMP.

4.28.17 KomaHObl 0na duazHocmuKu napamempoe TCAM

KomaHabl AaHHOTro 6/10Kka NO3BO/IAKT CHUMATb AOMNOJIHUTE/IbHYIO AMArHOCTUYECKY0 MHbOPMaLUIO

ana TCAM.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 196 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

debug show tcam

0OT06pa3zuTb HPopmaumio o TCAM.

debug show tcam domains

0OT06pa3nTb nHPopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

0OT06pa3uTb MHPopmaumtio o 61oke TCAM n gonycTumble 3anu-
.

- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);

- all — neyaTb BCex 3anucelt, BKAKOYAA HEAOMYCTUMbIE.

debug show tcam entry

0OT06pa3nTb nHPpopmaumto o 3anucn TCAM n ee nonei.

entry_index - entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);
debug show tcam entry ) 0OT06pasnTb MHGOPMALMIO O 3ape3epPBUPOBAHHBIX U UCMOJb30-
allocated BaHHbIX 3anucax TCAM v o ux BnagenbLax.

debug show tcam portmask

OT06pa3unTb Tabnmuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb T1n nona TCAM.

CTepeTb gaHHble NOAA YKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

Bkntountb paboty 3anmcn TCAM c 3agaHHbIM entry_id.

Bbikntountb paboTy 3anncu TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

MNepemecTnTb yKasaHHyto 3anncb TCAM B Ha3Ha4yeHHy!o0.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YCcTaHOBUTb ,qeﬁcname drop ANA NakKeTosB, KOTOpble He nonanu
HU noa oAHO npasuno.

OTKAOUUTD AeNCTBUE YaaNEHUA.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpaBWTb MakeTbl, NONagatolimMe Nog NPaBMAO C YKasaH-
HbIM entry_id B 3aaaHHbIM NOpT uaun Ha LNY.

OTKNIOYNTL nepeHanpas/ieHne NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[06aBUTb BHYTPEHHW TEr K NakeTam, nonagatowmm nog TCAM-
3anuchb € yKasaHHbIM enter_id.

YAanuTb BHYTPEHHWI Ter.
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debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YCcTaHOBUTbL AeNCTBUE BHYTpeHHero Tera ¢opmaTupoBaHuA s
3anucn TCAM.

- none — He BbINOJIHATb HUKAKOEe AeNCTBUE;

- untag — y4anuTb BHYTPEHHWUI Ter;

- tag — BCTaBUTb BHYTPEHHWI TeT;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanutb aenctene Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[06aBuTb BHelWHMIA Ter K naketam, nonagawoowmm nog TCAM-
3anuCb C YKasaHHbIM enter_id.

YanuTb BHELWHMI Ter ¢ NakeToB C 3agaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHOBUTL AeicTBMe BHewHero Tera ¢GpopmaTvpoBaHus anA
3anucu TCAM.

- none — He BbIMOJIHATb HUKaKOe AeNCTBME;

- untag — y4anunTb BHELHWI Ter;

- tag — BCTaBUTb BHELLHWUI TeT;

- keep — coxpaHuTb cogepKMmoe Tera.

Ypanute geicTemne Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[06aBUTb BHYTPEHHUIA UK BHewWwHUIA TPID K yKasaHHOM 3anucu
TCAM.

Y8anuTb BHYTPEHHUI UAn BHewHui TPID K yKasaHHOW 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTposB QoS Ans yKasaHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELHWUI;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELIHErO Tera
BO BHYTPEHHWI;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuopuTteT 802.1p BO BHYTpPEH-
Hu Ter VLAN;

- ip-precedence -nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHUTb NPMOPUTET BHYTPEHHErO Tera;

- keep-outer-pri — cOxpaHUTb NPUOPUTET BHELLHETO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELWHEM
Tera VLAN.

Ypanutb nepesanucb napameTtpos QoS ANA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OT06pa3unTb 06wyto nHPopmaumto o TCAM.

debug show tcam range

OT06pasuTb TabauLy cpaBHEHUsA AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).
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NPUNTOXKEHMUE A. KOHCO/IbHbIN KABE/Ib

D@ G| @W G

6) (7)) () (9

RJ-45 DB-9

PucyHok A.1 — MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuuya 6.1 — Nogaep*knBaemble 3Ha4YeHus EtherType

0x22DF 0x8145 0x889e 0x88chb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 Ox884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 Ox883A Ox884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NPUNOMEHUE B. OYEPEAU AN NPUHUMAEMOIO HA CPU TPA®UKA

Tabnunua B.1 — PacnpegeneHue oyepenen ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,
MES2408, MES3708P

Cepsuc Homep ouyepedu
DHCP relay, Firewall (ysegomneHue o Hauvane ataku), L2PT,EOAM 1
Port Security (yBegomneHue o NpeBbllEHUN OrPaHUUYEHNA), HE3aPErnCTPUPOBaHHbIN 2

mynbTuKacT(peskum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP

ARP, PPPOE IA

EAPOL, IGMP/MLD snooping

Tpaduk c MAC DA kommyTaTtopa

3ape3epBMpPOBAHO

0| N[ OO | | W

BPDU,LBD, Slow Protocol(LACP)

Tabnuua B.2 — PacnpeaeneHne odepegen ana npuHumaemoro Ha CPU tpaduka gna MES2424, MES2448

Cepsuc Homep ouyepedu
Mpouwnii Tpaduk 1
Firewall (yBegomneHune o Hayane aTakm) 2
HesapernctpmpoBaHHbIi MynbTUKACT (B peskmume IP based IGMP/MLD) 7
Port Security (yBegomneHne o npeBbIWEHUN OrPaHUYEHUA) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MakeTtbl ¢ MAC DA kommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NMPUNOKEHUE I. PACLLU®POBKA CIMUCKA NPOLIECCOB

HasBaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTNpaBKa NakeToB (ceryac He NCNob3yeTca, NoAAep KMBaeT ToNbKo Heart Beat)
VemT ObpaboTka cobbITHIA CTeKa (ceityac He Ucrnonb3yeTcs)
SMT SYSLOG
CFA MepBoHayanbHas 0b6paboTKa NaKeToB, MOHUTOPUHT COCTOAHUA NOPTOB
IPDB Ynpasnexue 6a3oit IP Binding (ans ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHT cocToAHMA SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHo noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUi1 B annapaTHOM OKPYKeHUK
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHOM noTok moaynsa VLAN
FDBP CUHXpOHM3aLMa ¢ annapaTtHo MAC-Tabaunuei
SnpT IGMP/MLD Snooping
QoS OcHoBHOM NOTOK moayna QoS
SMGT MOHMWTOPWHT annapaTHOro oKpy:KeHus (RAM, FLASH, BEHTUNATOPbI, UICTOYHMKU NMUTAHWUA U Npoyee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHWe KoHduUrypaumm
RT6 Mapuwpytmsauma IPvé
IP6 ObpaboTka IPv6 nakeTos
PNG6 Ping v6
RTM MapuwpyTtnsauma IPv4
IPFW O6paboTka IPv4 nakeToB
uDP ObpaboTka UDP nakeTos
ARP O6paboTka ARP nakeTos
PNG Ping v4
SLT YnpasneHue cokeTamu
SAT Cepsep SNMP
TCP O6paboTka TCP nakeTos
RAD Knnent RADIUS
TACT Knnent TACACS
DHRL DHCP Relay
DHC MpoTokon knneHta DHCP
DCS MpocnywmnsaHue coketa ana knmeHta DHCP
PIA PPPoE Intermediate Agent
L2SN IPv6 RA Guard
CLIC CLI
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CTS Cepsep TELNET

SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlormpoBaHue 0Taf04HbIX COOBLLEeHNIA

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsaumm nopTos

MSR Ynpasnexune patnamm KoHUrypaumm, 3arpyska/ebirpyska ¢painnos, o6HoBeHME NPOLIMBKY
C[200-999] BpemeHHbIi NoToK A1 06paboTku oTaenbHOro nogkatoueHusa no TELNET/SSH
154 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3708P




HELTEX

TEXHUYECKAA NOAAOEPHKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCam 3KchsyaTauum obopynoBaHuA
000 «Mpeanpusatne «3JITEKC» Bbl MoxkeTe 06patnTbCcs B CepBUCHbIN LEHTP KOMNAHWUW:

dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ruf/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha oduumanbHom cailTe KOMNAHUM Bbl MOMKETE HAWTM TEXHUYECKYHD [AOKYMEHTALMIO W
nporpammHoe obecnevyeHune ana npoaykumm 000 «Mpeanpuatne «IITEKC», 0bpaTnutbca K 6ase 3HaHUN,
OCTaBUTb WMHTEPAKTUBHYIO 33aABKY WJIW MNPOKOHCY/NbTUPOBATLCA Y WHKeHepoB CepBMCHOro UEHTpa Ha
TEXHU4YecKom popyme.

OdunumanbHbIi cant KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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